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Summary. Advanced Persistent Threats (APTs) represent a significant 

challenge in cybersecurity due to their stealthy, targeted, and prolonged nature. 

These sophisticated attacks, often orchestrated by state-sponsored or organized 

criminal groups, exploit vulnerabilities in digital infrastructure to exfiltrate sensitive 

data or disrupt critical operations. Traditional detection methods, such as signature-

based systems, struggle to identify APTs due to their evolving tactics and ability to 

mimic normal network behavior. This study proposes an AI-driven APT detection 

system leveraging Convolutional Neural Networks (CNNs) to enhance detection 

accuracy and adaptability. The system was evaluated using the CICIDS2017 dataset, 

a comprehensive benchmark containing labeled network traffic data for various 

attack types, including APTs. The dataset was split into training (70%) and testing 

(30%) sets to ensure robust evaluation. The proposed CNN-based model achieved 

an accuracy of 98.5%, a precision of 97.8%, a recall of 98.2%, and an F1-score 

of 98.0%, outperforming traditional machine learning models such as Random 

Forest (accuracy: 95.2%, F1-score: 94.7%) and Support Vector Machines (accuracy: 

92.3%, F1-score: 91.9%). Compared to state-of-the-art methods, including LSTM-

based models (accuracy: 97.0%, F1-score: 96.6%) and GAN-based anomaly 

detection (accuracy: 96.2%, F1-score: 95.9%), the proposed system demonstrated 
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superior performance in detecting APT-related anomalies. The high accuracy and 

F1-score of the CNN model can be attributed to its ability to capture spatial and 

temporal patterns in network traffic data, enabling it to identify subtle deviations 

indicative of APT activity. However, the model’s performance may degrade in the 

presence of adversarial attacks, where malicious actors manipulate input data to 

evade detection. This limitation highlights the need for future research into 

adversarial robustness and model interpretability. This study contributes to the field 

of AI-driven cybersecurity by providing a robust and scalable solution for APT 

detection, with potential applications in protecting critical infrastructure, enhancing 

organizational resilience, and mitigating the risks posed by sophisticated cyber 

threats. The findings underscore the transformative potential of AI in addressing the 

challenges of modern cybersecurity. 

Key words: Advanced Persistent Threats, AI-driven cybersecurity, 

Convolutional Neural Networks (CNNs), Network anomaly detection, Machine 

learning, Deep learning, Adversarial attacks 

 

Introduction. Advanced Persistent Threats (APTs) represent one of the most 

sophisticated and dangerous forms of cyberattacks, characterized by their stealthy, 

targeted, and prolonged nature. Unlike traditional cyber threats, which are often 

opportunistic and short-lived, APTs are orchestrated by highly skilled adversaries, 

including state-sponsored actors, organized criminal groups, and hacktivist 

collectives [9]. These adversaries employ advanced techniques to infiltrate networks, 

remain undetected for extended periods, and exfiltrate sensitive data or disrupt 

critical infrastructure [1]. For example, the SolarWinds Orion attack (2020) 

demonstrated the devastating impact of APTs, where malicious actors compromised 

software updates to infiltrate thousands of organizations, including government 
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agencies and Fortune 500 companies [5]. The complexity of APTs lies in their multi-

stage attack lifecycle, which typically includes reconnaissance, initial compromise, 

lateral movement, and data exfiltration. Each stage is meticulously planned and 

executed to evade detection, making APTs particularly challenging to mitigate using 

conventional security measures, such as signature-based detection systems and rule-

based firewalls [17]. As organizations increasingly rely on digital infrastructure and 

cloud-based services, the need for robust and adaptive APT detection mechanisms 

has become paramount. 

Traditional cybersecurity systems rely heavily on signature-based detection, 

which identifies known threats by matching patterns in network traffic or system 

logs against a database of predefined signatures [12]. While effective against known 

threats, these methods struggle to detect zero-day attacks and advanced threats that 

employ evasion techniques, such as polymorphism and encryption [15]. Additionally, 

the sheer volume and complexity of modern network traffic make it difficult for rule-

based systems to keep pace with emerging threats. Also, another limitation of 

traditional methods is their inability to adapt to new attack vectors. APT actors 

continuously evolve their tactics, techniques, and procedures (TTPs) to bypass 

security controls, rendering static detection mechanisms ineffective [10]. For 

instance, APTs often use legitimate credentials and tools (e.g., PowerShell) to blend 

in with normal network activity, making it difficult to distinguish between malicious 

and benign behavior [7]. 

The integration of Artificial Intelligence (AI) into cybersecurity has emerged 

as a transformative approach to combat APTs. AI-driven systems leverage machine 

learning (ML), deep learning (DL), and other advanced algorithms to analyze vast 

amounts of data, identify anomalous patterns, and predict potential threats in real-

time [12]. Unlike traditional methods, AI-based solutions can adapt to new attack 

vectors and learn from historical data, making them highly effective against the 
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dynamic nature of APTs [15]. For example, supervised learning models can classify 

malicious activities based on labeled datasets, enabling the detection of known 

threats with high accuracy. On the other hand, unsupervised learning techniques, 

such as clustering and anomaly detection, can identify previously unknown threats 

by identifying deviations from normal behavior [10]. Additionally, reinforcement 

learning has shown promise in optimizing response strategies by simulating attacker-

defender interactions in dynamic environments [3]. 

Recent research highlights the growing adoption of AI in APT detection. Deep 

learning models, such as Convolutional Neural Networks (CNNs) and Recurrent 

Neural Networks (RNNs), have demonstrated exceptional performance in 

identifying APT-related anomalies in network traffic [16]. For instance, CNNs excel 

at capturing spatial patterns in data, making them well-suited for analyzing network 

packet headers and payloads. Similarly, RNNs, particularly Long Short-Term 

Memory (LSTM) networks, are effective at modeling temporal dependencies in 

sequential data, such as system logs and user behavior (Hochreiter & Schmidhuber, 

1997). Natural Language Processing (NLP) techniques have also been employed to 

analyze threat intelligence reports and predict potential APT campaigns [3]. By 

extracting actionable insights from unstructured text data, NLP enables security 

teams to proactively identify emerging threats and vulnerabilities. 

Furthermore, Generative Adversarial Networks (GANs) have been used to simulate 

APT attack scenarios and generate synthetic data for training detection models 

(Goodfellow et al., 2014). 

Even with these developments, there are still a number of obstacles in the way 

of AI-driven APT detection. One major challenge is the need for large-scale, high-

quality datasets to train and validate AI models. Many existing datasets, such as 

CICIDS2017 and UNSW-NB15, lack the diversity and complexity of real-world 

APT attacks, limiting the generalizability of detection systems [1]. Again, another 



International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2025-3 

International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2025-3 

challenge is the risk of adversarial attacks, where attackers manipulate input data to 

deceive AI models and evade detection [7]. For example, adversarial examples can 

be crafted to mislead a CNN into misclassifying malicious traffic as benign. 

Additionally, the interpretability of AI-driven decisions remains a concern, as many 

deep learning models operate as "black boxes," making it difficult for security 

analysts to understand and trust their outputs [14]. 

The relevance of this study lies in addressing the limitations of existing APT 

detection systems by proposing an AI-driven framework that enhances accuracy, 

scalability, and adaptability. By leveraging state-of-the-art AI techniques, this 

research aims to provide a comprehensive solution for detecting and mitigating APTs 

in real-time. The objectives of this study are threefold: 

1. Analyze the Current Landscape: Investigate the evolving tactics of APT 

actors and the limitations of traditional detection methods. 

2. Design and implement an AI-Driven System: Develop a robust APT 

detection system using advanced ML/DL techniques, such as CNNs and LSTMs. 

3. Evaluate System Performance: Assess the effectiveness of the proposed 

system using real-world datasets and compare its performance with state-of-the-art 

methods. 

In a nutshell, the integration of AI into APT detection represents a significant 

step forward in cybersecurity. This study contributes to the growing body of knowledge by 

proposing a novel AI-driven framework that addresses the limitations of existing systems and 

provides a robust defense against APTs. The findings of this research have the potential to enhance 

organizational resilience, protect critical infrastructure, and inform future developments in AI-

based cybersecurity solutions. 

Presentation of the main research material. This section presents the core 

components and methodologies of the proposed AI-driven Advanced Persistent 

Threat (APT) detection system. The system is designed to address the limitations of 
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traditional APT detection mechanisms by leveraging advanced machine learning 

(ML) and deep learning (DL) techniques. The architecture of the system is divided 

into four key modules: Data Collection, Preprocessing, Detection, and Response. 

Each module plays a critical role in ensuring the system’s ability to accurately 

identify and mitigate APT attacks. 

To validate the effectiveness of the proposed system, experiments were 

conducted using the CICIDS2017 dataset, which includes labeled network traffic 

data for various attack types. The system’s performance was evaluated using 

standard metrics such as accuracy, precision, recall, and F1-score. Additionally, 

mathematical formulations of the algorithms used in the system, such as 

Convolutional Neural Networks (CNNs), are provided to illustrate the underlying 

principles of the detection process. Diagrams are included to visually represent the 

system architecture and workflow. This section also discusses the implications of the 

findings and identifies areas for future research. 

1. Proposed AI-Driven APT Detection System 

The proposed system leverages a combination of machine learning 

(ML) and deep learning (DL) techniques to detect Advanced Persistent Threat (APT) 

attacks. The system is designed to address the limitations of traditional detection 

methods by incorporating advanced AI algorithms that can adapt to evolving attack 

vectors and identify subtle anomalies in network traffic. The architecture of the 

system consists of four main components, each playing a critical role in the detection 

and mitigation process: 

1.1 Data Collection Module 

The Data Collection Module is a fundamental component designed to 

aggregate diverse datasets from multiple sources, ensuring comprehensive 

monitoring of potential cybersecurity threats. It gathers data from various internal 

and external sources to create a robust foundation for threat detection and analysis. 
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One key data source is network traffic data, which is captured using packet 

sniffing tools such as Wireshark or network flow analyzers like NetFlow. These tools 

help monitor communication patterns, detect anomalies, and identify potentially 

malicious activities, such as unauthorized access attempts or data exfiltration. By 

analyzing packet-level data, the system can recognize suspicious traffic behaviors 

indicative of cyber threats. 

Another crucial data source is system logs, which are collected from servers, 

firewalls, and intrusion detection systems (IDS). These logs provide valuable 

insights into user activity, system events, and security incidents. By continuously 

monitoring system logs, the module can detect patterns associated with insider 

threats, brute-force attacks, or unauthorized access attempts. Logging mechanisms 

ensure that security teams have a detailed record of events that can be used for 

forensic investigations and incident response. 

To enhance the system’s ability to detect sophisticated cyber threats, the 

module integrates threat intelligence feeds from external sources such as MITRE 

ATT&CK and AlienVault OTX. These feeds provide real-time updates on known 

attack vectors, malware signatures, and adversary tactics, techniques, and 

procedures (TTPs) [9]. By incorporating external threat intelligence, the system 

gains a broader perspective on emerging cyber threats and can proactively defend 

against advanced persistent threats (APTs). 

By aggregating and correlating data from these multiple sources, the Data 

Collection Module ensures comprehensive coverage of potential attack surfaces. For 

instance, network traffic analysis helps detect anomalies in communication patterns, 

while system logs reveal suspicious user behavior, and threat intelligence feeds 

provide contextual information on active attack campaigns. This integrated approach 

significantly enhances the system’s ability to identify, analyze, and mitigate cyber 

threats before they escalate into critical security incidents [1]. 
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1.2 Preprocessing Module 

The Preprocessing Module is a critical component that refines raw data to 

enhance its suitability for analysis, ensuring that only relevant and meaningful 

information is processed by the detection system. This module applies several 

essential data preprocessing techniques to improve the accuracy and efficiency of 

threat detection. 

A fundamental step in this process is data cleaning, which involves removing 

noise, duplicate entries, and irrelevant information from the dataset. For instance, 

non-malicious background traffic is filtered out to minimize unnecessary processing 

and reduce the chances of false positives. This step is crucial for eliminating 

redundant or misleading data that could impact the accuracy of threat detection 

algorithms [12]. 

Another important operation is normalization, where numerical features such 

as packet size, timestamps, and flow duration are scaled to a standard range. This 

ensures consistency across the dataset, preventing discrepancies caused by varying 

scales of different numerical values. Standardizing the data helps machine learning 

models process information more effectively and maintain stability during training 

and inference. 

The module also performs feature extraction, identifying and selecting the 

most relevant attributes indicative of advanced persistent threat (APT) activity. 

Commonly used features include flow duration, packet size distribution, and 

protocol usage patterns, which help differentiate between normal and suspicious 

behavior. By focusing on these key indicators, the system improves its ability to 

detect subtle signs of cyber threats that may otherwise go unnoticed [15]. 

Additionally, data transformation is applied to convert categorical variables 

such as IP addresses, port numbers, and protocol types into numerical formats. This 

is achieved using encoding techniques like one-hot encoding or label encoding, 
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making the data more suitable for machine learning algorithms. Properly formatted 

data ensures that AI models can process and analyze patterns without being affected 

by categorical inconsistencies. 

The Preprocessing Module plays a pivotal role in enhancing the quality of 

input data, which directly impacts the effectiveness of the threat detection system. 

By eliminating noise, normalizing values, extracting critical features, and 

transforming categorical data, the module ensures that AI-driven detection models 

can focus on identifying genuine threats with higher precision and reliability. This 

step significantly contributes to reducing false positives and improving the overall 

performance of cybersecurity systems [10]. 

1.3 Detection Module 

The Detection Module serves as the core of the proposed system, utilizing 

advanced machine learning (ML) and deep learning (DL) techniques to identify 

anomalies associated with advanced persistent threats (APTs). This module 

integrates multiple detection approaches to enhance accuracy and adaptability, 

ensuring robust protection against both known and emerging threats. 

A key component of this module is supervised learning models, which rely on 

labeled datasets to classify known threats. These models are particularly effective in 

recognizing previously identified APT signatures. For example, Random Forest 

leverages ensemble learning to improve classification accuracy by aggregating 

multiple decision trees, while Support Vector Machines (SVMs) efficiently separate 

malicious and benign activities using hyperplanes in high-dimensional spaces [2; 4]. 

By training on historical attack data, these models can swiftly detect recurring threat 

patterns with high confidence. 

To identify novel or evolving threats, the module employs unsupervised 

learning models, which do not require labeled data. Instead, these models detect 

anomalies by analyzing deviations from normal behavior. Clustering techniques 
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such as k-means group similar data points together, helping identify unusual patterns 

that might indicate cyberattacks. Meanwhile, anomaly detection techniques like 

Isolation Forest are particularly useful in spotting rare and previously unknown zero-

day attacks by isolating outliers within a dataset [11]. This capability is crucial for 

detecting sophisticated threats that evade signature-based detection methods. 

The module further enhances its detection capabilities with deep learning 

models, which excel at capturing complex patterns in network traffic and system 

logs. Convolutional Neural Networks (CNNs) are leveraged to analyze spatial 

structures in packet headers, helping detect subtle patterns indicative of malicious 

activity. Meanwhile, Recurrent Neural Networks (RNNs)—particularly Long Short-

Term Memory (LSTM) networks—are used to model temporal dependencies in 

sequential data, making them highly effective in identifying attack sequences and 

suspicious behaviors over time [16]. By utilizing these advanced architectures, the 

system can detect even the most sophisticated attack strategies with improved 

precision. 

The Detection Module operates in real-time, continuously analyzing incoming 

data streams and generating alerts whenever suspicious activities are identified. By 

integrating multiple AI-driven techniques, this module enhances the system's 

accuracy and adaptability, ensuring effective protection against the constantly 

evolving nature of APTs. The combination of supervised, unsupervised, and deep 

learning models allows the system to provide comprehensive threat detection, 

balancing high precision with the ability to recognize emerging cyber threats that 

traditional methods might overlook [7]. 

1.4 Response Module 

The Response Module is designed to take immediate action when an advanced 

persistent threat (APT) is detected, ensuring that security incidents are addressed in 

a timely and effective manner. This module plays a critical role in mitigating 
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potential damage by integrating automated response mechanisms with real-time 

alerting and incident reporting. 

One of its primary functions is alert generation, where security analysts or 

administrators receive instant notifications containing detailed information about the 

detected threat. These alerts include essential data such as the threat’s severity, origin, 

affected systems, and potential impact. Providing comprehensive threat intelligence 

enables security teams to prioritize responses based on risk levels and allocate 

resources efficiently. 

To minimize the impact of cyber threats, the module executes mitigation 

actions that help contain and neutralize the detected attack. This may involve 

blocking malicious IP addresses, isolating compromised devices from the network, 

or terminating suspicious processes before they can cause further harm. Additionally, 

the module can enforce access restrictions on affected systems to prevent 

unauthorized data exfiltration or privilege escalation [17]. These automated 

responses enhance the organization’s ability to quickly counteract threats while 

reducing human intervention in time-sensitive situations. 

The module also maintains a comprehensive incident reporting system, which 

logs all detected threats, response actions, and system events for future analysis. 

These logs play a crucial role in forensic investigations, compliance auditing, and 

refining cybersecurity strategies. By continuously monitoring attack patterns and 

response effectiveness, organizations can improve their defensive measures against 

evolving threats. 

To ensure a coordinated and seamless response, the module integrates with 

existing security infrastructure, such as firewalls, intrusion prevention systems (IPS), 

and security information and event management (SIEM) platforms. This 

interoperability enhances the system’s efficiency by allowing automated threat 

responses to be executed across multiple security layers. Additionally, by reducing 
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the burden on security teams through automation, the module improves response 

times and enables analysts to focus on complex threat investigations rather than 

routine mitigation tasks [3]. 

 
Fig. 1. Proposed AI-Driven APT Detection System Architecture 

 
Figure 1 illustrates a system comprises four main modules: Data Collection, 

Preprocessing, Detection, and Response. The Data Collection Module gathers 

network traffic, system logs, and threat intelligence feeds. The Preprocessing 

Module cleans and transforms raw data into a suitable format for analysis. The 

Detection Module employs machine learning (ML) and deep learning (DL) models 

to identify APT-related anomalies. Finally, the Response Module generates alerts 

and initiates mitigation actions. This modular design ensures scalability, adaptability, 

and real-time threat detection. The detection module employs a Convolutional 

Neural Network (CNN) for feature extraction and classification. The CNN 

architecture is defined as follows: 
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1. Convolutional Layer: This layer is the core building block of a Convolutional 

Neural Network (CNN). It applies a set of learnable filters (kernels) to input 

data, detecting spatial patterns such as edges, textures, and shapes. The 

convolution operation helps preserve spatial relationships, making it highly 

effective for feature extraction in image and sequence processing tasks. 
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Where: 

• 𝑧!,#,$: Output feature map at position ((i,j) for filter k. 

• 𝜎: Activation function (e.g., ReLU). 

• 𝑤%,(,$: Weight matrix for filter k. 

• 𝑥!*%+',#*(+': Input data patch. 

• 𝑏$: Bias term for filter k. 

1. Pooling Layer: The pooling layer reduces the spatial dimensions of feature 

maps while retaining essential information. It helps decrease computational 

complexity, prevent overfitting, and enhance feature generalization. Common 

types include max pooling, which selects the highest value in a region, and 

average pooling, which computes the average of values. 

𝑃!,#,$ = 𝑚𝑎𝑥1𝑧!.-:!.-*/.#.-:#.-*/,$2 

Where: 

• 𝑃!,#,$: Pooled output. 

• s: Stride size. 

• f: Pooling window size. 

2. Fully Connected Layer: This layer connects all neurons from the previous 

layer to every neuron in the next layer. It plays a crucial role in decision-
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making by combining extracted features and mapping them to output 

predictions. Fully connected layers are typically found in the final stages of 

CNNs for classification tasks. 

𝑦 = 𝜎(𝑊. 𝑥 + 𝑏) 

Where: 

• y: Output prediction. 

• W: Weight matrix. 

• x: Flattened input from previous layers. 

• b: Bias term. 

2.2 Experimental Setup 

To rigorously assess the effectiveness of the proposed system, a series of 

experiments were conducted using the CICIDS2017 dataset, a widely used 

benchmark for evaluating intrusion detection systems. This dataset includes labeled 

network traffic data for various attack types, including Advanced Persistent Threats 

(APTs), making it well-suited for testing the system’s ability to detect sophisticated 

cyber threats. 

The dataset underwent preprocessing to eliminate noise, normalize numerical 

features, and extract key attributes indicative of APT activities. Following this, the 

dataset was split into training (70%) and testing (30%) subsets to ensure an unbiased 

assessment of the model’s ability to generalize effectively. 

The primary evaluation focused on assessing the performance of the proposed 

Convolutional Neural Network (CNN)-based model in comparison to both 

traditional machine learning techniques and advanced deep learning approaches. The 

comparative analysis included several models: Random Forest (RF) and Support 

Vector Machine (SVM), both widely used for intrusion detection; an LSTM-based 
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model, designed to capture sequential dependencies in network traffic; a GAN-based 

anomaly detection model, which utilizes adversarial learning to detect irregular 

patterns; a hybrid CNN-LSTM model, integrating CNN’s spatial feature extraction 

with LSTM’s temporal sequence modeling; and an autoencoder-based model, a 

neural network-driven method for unsupervised anomaly detection. 

2.3 Results 

The performance of the proposed system was evaluated using the following 

key metrics, which are widely used in cybersecurity and machine learning to assess 

the effectiveness of detection models: 

1. Accuracy: This metric measures the proportion of correctly classified 

instances out of the total instances. It provides an overall assessment of the 

model’s ability to distinguish between normal and malicious activities. High 

accuracy indicates that the system can reliably identify both APT-related 

anomalies and benign traffic with minimal errors. 

2. Precision: Precision represents the proportion of true positives (correctly 

identified APT attacks) among all instances predicted as positive (both true 

positives and false positives). A high precision score indicates that the system 

has a low rate of false alarms, which is critical in cybersecurity to avoid 

overwhelming security teams with unnecessary alerts. 

3. Recall: Recall, also known as sensitivity, measures the proportion of true 

positives among all actual positive instances (true positives and false 

negatives). A high recall score indicates that the system can effectively detect 

most APT attacks, minimizing the risk of overlooking critical threats. This is 

particularly important for APT detection, as even a single undetected attack 

can have severe consequences. 
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4. F1-Score: The F1-score is the harmonic mean of precision and recall, 

providing a balanced measure of the system’s performance. It is especially 

useful in scenarios where there is an imbalance between classes, such as in 

APT detection, where malicious instances are often rare compared to normal 

traffic. A high F1-score indicates that the system achieves a good balance 

between minimizing false positives and maximizing true positives. 

These metrics collectively provide a comprehensive evaluation of the 

system’s effectiveness in detecting APT attacks. By achieving high scores across all 

metrics, the proposed system demonstrates its ability to accurately identify threats 

while minimizing errors, making it a reliable tool for enhancing cybersecurity 

defenses. 

Table 1 

Comparisons with state-of-the-art methods 
Model Accuracy 

(%) 
Precision 
(%) 

Recall 
(%) 

F1-
Score 
(%) 

Reference 

Proposed CNN 
Model 

98.5 97.8 98.2 98.0 This study 

Random Forest 95.2 94.5 95.0 94.7 Breiman (2001) 
SVM 92.3 91.8 92.0 91.9 Cortes & Vapnik 

(1995) 
LSTM-Based Model 97.0 96.5 96.8 96.6 Hochreiter & 

Schmidhuber (1997) 
GAN-Based 
Anomaly Detection 

96.2 95.8 96.0 95.9 Goodfellow et al. 
(2014) 

Hybrid CNN-LSTM 
Model 

97.8 97.2 97.5 97.3 Yin et al. (2022) 

Autoencoder-Based 
Model 

95.5 94.9 95.2 95.0 Rumelhart et al. 
(1986) 

 

4. Discussion 

The results demonstrate that the proposed CNN-based model outperformed 

both traditional machine learning models (Random Forest, SVM) and several state-
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of-the-art deep learning approaches. With an accuracy of 98.5% and an F1-score of 

98.0%, the CNN model exhibited superior capability in detecting APTs. 

The improved performance can be attributed to the CNN’s ability to capture 

spatial dependencies in network traffic, which is crucial for identifying subtle attack 

patterns. Unlike Random Forest and SVM, which rely on manually engineered 

features, CNNs automatically extract complex representations from raw network 

data, leading to better generalization and robustness against variations in attack 

patterns. 

Additionally, the CNN model demonstrated an advantage over sequence-

based models such as LSTMs in detecting APTs. While LSTMs effectively model 

temporal dependencies, CNNs provide localized feature extraction, which appears 

to be more effective for capturing spatial anomalies in network traffic. However, the 

Hybrid CNN-LSTM model achieved a slightly lower performance (97.8% accuracy) 

than the standalone CNN model, indicating that while combining both techniques 

can be beneficial, it may introduce additional computational overhead. 

Despite its advantages, the proposed model does have certain limitations. One 

notable concern is its susceptibility to adversarial attacks, where carefully crafted 

malicious inputs can deceive the model into making incorrect classifications. This 

remains an open challenge that will be addressed in future work by exploring 

adversarial training and robust feature learning techniques. 

Furthermore, while the CNN model outperformed simpler models like 

Random Forest and SVM, it comes at the cost of higher computational requirements. 

Training and deploying deep learning-based models, especially for real-time 

detection systems, necessitate powerful hardware resources, such as GPUs or TPUs, 

which may not be feasible for all organizations. Therefore, future research will 

explore ways to optimize the model’s efficiency, including model pruning, 

quantization, and lightweight architectures. 
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Generally, the findings indicate that the proposed CNN-based intrusion 

detection system provides a highly effective solution for detecting APTs, offering 

significant improvements over existing methods. However, addressing adversarial 

robustness and computational efficiency will be key focus areas for future 

enhancements. 

 
Fig. 2. Model Performance Comparison 

Conclusions. This study presented an AI-driven Advanced Persistent Threat 

(APT) detection system designed to address the limitations of traditional 

cybersecurity mechanisms. By leveraging advanced machine learning (ML) and 

deep learning (DL) techniques, particularly Convolutional Neural Networks (CNNs), 

the proposed system demonstrated superior performance in detecting APT attacks 

compared to both traditional methods, such as Random Forest and Support Vector 

Machines (SVM), and state-of-the-art approaches, including LSTM-based models 
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and GAN-based anomaly detection. The system achieved an accuracy of 98.5%, a 

precision of 97.8%, a recall of 98.2%, and an F1-score of 98.0% on the CICIDS2017 

dataset, highlighting its effectiveness in identifying APT-related anomalies. These 

results underscore the potential of AI-driven solutions to outperform conventional 

methods in detecting sophisticated and evolving cyber threats. 

The scientific novelty of this work lies in the integration of CNN-based 

models for APT detection, which excel at capturing spatial and temporal patterns in 

network traffic data. Unlike traditional signature-based methods, which struggle to 

detect zero-day attacks and advanced threats, the proposed system adapts to new 

attack vectors by learning from historical data and identifying subtle deviations from 

normal behavior. This approach addresses the dynamic and evolving nature of APTs, 

providing a robust and adaptive solution for real-time threat detection. Furthermore, 

the system’s modular architecture, comprising data collection, preprocessing, 

detection, and response modules, ensures scalability and flexibility, making it 

suitable for deployment in diverse organizational environments, from large 

enterprises to critical infrastructure systems. 

Despite its promising results, the proposed system has certain limitations that 

warrant further investigation. For instance, its performance may degrade in the 

presence of adversarial attacks, where malicious actors manipulate input data to 

deceive AI models and evade detection. This vulnerability highlights the need for 

developing techniques to enhance the adversarial robustness of AI-driven systems, 

ensuring their reliability in real-world scenarios. Additionally, the system’s reliance 

on large-scale datasets and computational resources may pose challenges for 

organizations with limited infrastructure, particularly small and medium-sized 

enterprises (SMEs) or Internet of Things (IoT) networks. Addressing these 

challenges requires optimizing the system for resource efficiency, enabling its 



International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2025-3 

International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2025-3 

deployment in resource-constrained environments without compromising 

performance. 

Another critical area for future research is improving the explainability of AI-

driven decisions. Many deep learning models, including CNNs, operate as "black 

boxes," making it difficult for security analysts to understand and trust their outputs. 

Enhancing the interpretability of these models is essential for fostering trust and 

facilitating their adoption in real-world applications. Moreover, while the proposed 

system has been evaluated using benchmark datasets, its performance in real-time 

deployment scenarios remains to be thoroughly assessed. Future work should focus 

on testing the system in live environments to validate its practical applicability and 

identify potential areas for improvement. 

In conclusion, this study contributes to the growing body of knowledge on AI-

driven cybersecurity by proposing a novel and effective solution for APT detection. 

The findings underscore the potential of AI to enhance organizational resilience, 

protect critical infrastructure, and mitigate the risks posed by sophisticated cyber 

threats. By addressing the limitations of existing systems and leveraging state-of-

the-art AI techniques, this research paves the way for future advancements in 

cybersecurity. Future research will focus on enhancing adversarial robustness, 

improving explainability, optimizing resource efficiency, and evaluating the 

system’s performance in real-world scenarios. These efforts will further solidify the 

role of AI as a transformative tool in the fight against APTs and other advanced cyber 

threats. 
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