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Summary. Introduction. Today's globalized world requires government
agencies and international organizations to ensure effective control over the
taxation of multinational companies. One of the biggest problems of
international taxation is aggressive tax planning based on the erosion of the tax
base and shifting of profits to jurisdictions with low tax rates (Base Erosion and
Profit Shifting - BEPS). A special place in these processes is occupied by
Transfer Pricing, which is used by international groups of companies (MNEs) to
redistribute income between countries in order to minimize tax liabilities.

The purpose — to analyze the existing practice of ensuring the protection
of confidentiality and proper use of information that is subject to automatic
exchange as part of the implementation of the BEPS Action Plan.

Materials and Methods. The information base of the research includes:

publications in professional scientific journals and journals indexed in
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international scientometric databases of economic orientation, monographs,
regulatory acts defining the institutional framework for counteracting the
erosion of the tax base by the corporate income tax.

The methodological basis of the work is based on general scientific and
special methods of studying economic processes and phenomena, in particular:
bibliographic analysis, induction, methods of theoretical generalization and
comparison, analysis, synthesis, and logical generalization of results.

Results. The article proves, through an analysis of existing international
practice, that the implementation of the BEPS Action Plan and the introduction
of CbCR reporting contribute to the transparency of taxation of international
groups of companies, allowing tax authorities to effectively analyze transfer
pricing risks.

It is proved that the confidentiality of tax information remains a serious
challenge for the controlling tax authorities. The study identifies that a key
prerequisite for the formation of an effective system of financial data transfer
through international channels is the standardization of protection and
compliance with the confidentiality requirements established by international
organizations, in particular, the OECD. An analysis of the current practice of
ensuring data confidentiality has revealed that the existing risks of information
leakage or misuse may affect the trust between countries and accountable
taxpayers.

Based on the analysis of international practice, the author identifies that
different jurisdictions apply different mechanisms for protecting the
confidentiality of CbCR reports. The author proves that the introduction of
internationally agreed standards, such as OECD requirements and multilateral
agreements, is critical to ensuring the security of the transmitted information.

In the course of the study, the author identifies the challenges related to
ensuring the confidentiality of the transmitted data: the risk of unauthorized

access, non-compliance with information security standards; limited control
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over the use of the received data. The author proposes ways to overcome these
challenges, in particular: creation of an international center for monitoring the
security of tax data; introduction of a standardized encryption technology,
improvement of mechanisms of liability for breach of confidentiality, and use of
blockchain technologies in data exchange processes.

Discussion. Further research should focus on the study of national
practices for developing optimal mechanisms for ensuring the security of tax
information, analyzing the impact of digital technologies on the efficiency of
automatic data exchange, and studying international experience in preventing
transfer pricing abuse. This will help to form the institutional basis for further
improvement of tax administration in Ukraine.

Key words: BEPS Action Plan, transfer pricing, automatic exchange of
tax information, country-by-country report, international group of companies,

OECD.

Anomauia. Bcmyn. Cyuacuuil 2n006anizo8anuil ceim eumazac 6io
0€epIAHCABHUX OP2AHI8 MA MINCHAPOOHUX Op2anizayil 3abe3neueHts epeKmusHo2o
KOHMPONIO 34 ONOOAMKYBAHHAM MPAHCHAYIOHANbHUX KomnaHiu. QOHieto 3
Hauobinbwux npooiem MidHCHAPOOHO20 ONOOAMKYB8AHHS € A2pecusHe No0amKoge
NJIAHYBAHHS, sIKe DA3YEMbCS HA POSMUBAHHI NOOAMKOB0I 6A3u ma nepemiujeHHi
npubymKie 00 PUCOUKYIU i3 HULKUMU cmaskamu onooamkyseauus (Base
Erosion and Profit Shifting — BEPS). Ocobnuse micye 6 yux npoyecax 3aumae
mpaHncghepmue yinoymeopenus (Transfer Pricing), wo UKopucmogycmucsi
MidcHapoonumu epynamu xomnauiu (MNE) ons nepepo3nodiny 00x00ie Mmidic
Kpainamu 3 Memoio MiHimizayii nooamkosux 30008 s3aHb.

Mema — awuaniz icHyouoi npakmuxku — 3a06e3nedyeHHs — 3aXUCHy
KOH@IOeHYIUHOCMI mMa HAJLEeNHCHO20 BUKOPUCMAHHA  [HGopmayii, sKa €

npeomMemom asmomMamuiHo20 O0OMIHY 8 pamkax peanizayii 3axooieé Ilnaui Oiu

BEPS.
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Mamepianu ma memoou. Inghopmayiiina 6aza nposedeno2o 00CHiONHCEHH
gKmouac: nyonikayii y haxoeux HaAyKoGUX GUOAHHAX mMA BUOAHHAX, U0
[HOEKCYIOMbCsl Y MINCHAPOOHUX — HAYKOMEMPUYHUX 0a3ax, eKOHOMIYHO20
CHPAMYBAHHA, MOHO2PAQIi, HOPMAMUBHO-NPABOGI AKMU, WO BUHAYAIOMDb
IHCMUMYYIOHANbHI  3acaou  Npomudii  pO3MUBAHHIO 6A3U  ONOOAMKYBAHHSL
nOOAmMKOM Ha NPUOYMOK.

Memoodonozciuny ocHo8y pobomu CMAHOGIAMb 3A2ATbHOHAYKOBI ma
cneyianoHi Memoou O0O0CHIONCeHHST eKOHOMIYHUX Npoyecié ma Aeuly, 30Kpemda.
oioniocpaiunull ananiz, iHOyKYis, Memoou meopemuyHo20 Y3a2albHeHHs mda
NOPIGHAHHA, AHANL3, CUHME3, JIO2IYHE Y3a2ANbHEeHHS Pe3)Ibmamis.

Pesynomamu. ¥ cmammi uepes ananiz icHyr040i MidCHAPOOHOI NPAKMUKU
0ogeodeno, wo peanizayis lliamy oiu BEPS ma 3anpoeadiwcenus 3e8imnocmi
CbCR cnpusec npozopocmi 0onooamxy8aHHs MINCHAPOOHUX 2PYN KOMNAHIU,
00380104U NOOAMKOBUM OP2AHAM epeKmMUBHO 30TUCHIO8AMU AHANI3 PUUKIE
MpancoepmHo2o YyiHoymeopeHHsl.

Jlosedero, wo Konghioenyitinicmes no0amrkosoi’ inghopmayii 3a1umaemscs
CEePUO3HUM BUKIUKOM ON KOHMPONIOWYUX NOOAMKOBUX Op2aHie. Y Xxo00i
npoeedeH020 O00CNIONHCeHHsT 10eHMUIKOBAHO, WO KIIOY0B0I0 NepedyMOB80I0
Gopmysanns epexkmuenoi cucmemu nepeoadi iHAHCOBUX OAHUX uepe3
MIJHCHAPOOHI ~ KaHuaau € cmavoapmu3ayis 3axucmy ma 3a0e3nedeHus
8i0N0BIOHOCMI BUMO2AM KOHDIOCHYIUHOCMI, BCMAHOBNCHUX MINCHAPOOHUMU
opeanizayiamu, 3okpema OECP. Awuaniz uuunumoi npaxmuxu 3a0e3nedeHms
KOH@IOeHYIUHOCMI OaHUX 003801U8 BUABUMU, WO HASAGHI PUBUKU GUMOK) aA0O
HenpasoMipHO20 GUKOPUCMAHHS IHPOPMAYii MOAHCYMb BIUHYMU HA O08IPY MIdHC
Kpainamu ma nio36imHuUMu NIAMHUKAMU NOOAMKIG.

Ha ocnosi ananizy misxxcuapoonoi npaxmuku i0eHmu@iko8ano, wo pisHi
IOPUCOUKYTT 3ACcmMOCO8YI0Mb HEOOHAKOB8I MEeXAHIMU 3aXUCT) KOH@IOeHyitiHoCmi
36imie  CbCR. Asmopom 006edeHo, w0 3anpoBadN’CEeHHs Y3200HCEHUX HA

MidcHapooHomy — pieni  cmauoapmie, makux Ak eumoeu OECP ma
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0a2amocmoponHi Y200U, € KPUMU4YHO BaAXNCIUBUM Ol 3abe3neueHHs Oe3nexu
nepeoanoi ingopmayii.

YV x00i Oocnidoicennss asmopom 6UOiIeHO BUKIUKU, NO8 A3aHI I3
3abe3neueHHAM KOHDIOeHYIUHOCMI nepedanux OanHux. pusuK HeCaHKYioHOBAH020
docmyny, HesiOnogioHicms cmanoapmam 3axucmy ingopmayii; obmedxceHi
MOJCIUBOCMI  KOHMPONIO  3d  GUKOPUCMAHHAM — OMPUMAHUX — OQHUX.
3anpononosano wnAXu NOOONAHHA YUX BUKAUKIG, 30KpemMa:. CHBOPEHHS.
MINHCHAPOOHO20 — YeHmpy  MOHIMOpuHZy  Oe3neku  NnoOamkosux  OAHUux,
BNPOBADICEHHS. CMAHOAPMU30BAHOI MEXHON02TI WUPDPYBAHHSA, YOOCKOHAEHHS
MexaHizmie 8iOno8i0alIbHOCHI 3a NOPYULeHHS KOH@DIOeHYIUHOCMI, 3aCMOCY8aAHH 5
ONI0KYeliH-MexXHON02IU Y npoyecax 0OMiHY OAHUMU.

llepcnexmusu. Ilooanvuii HaAyKo8i 00CNIONCEHHA NOBUHHI 30Cepeoumucs
HA O0O0CNI0JHCeHHI HAYIOHANbHUX NPAKMUK DO3POOKU ONMUMANbHUX MEXAHIZMI8
3abe3neyenHs Oesneku noOamkosoi IHgopmayii, auanizi enausy yupposux
MexXHO02Il HA e(eKMUBHICIb ABMOMAMUYHO20 OOMIHY OAHUMU, A MAKONC HA
BUBYEHHI MINCHAPOOHO20 00CBI0Y 3an00ieaHHs 3108HCUBAHHAM ) cghepi
mpancpepmuoz2o YIHOYMBOPEHHSL. L]e 003801UMb chopmysamu
iHcmumyyioHanoHe RNIOIPYHMs NOOAIbULO20 YOOCKOHANEHHSI NOOAMKO8020
aoMinicmpysaHnus 6 Yxpaini.

Knwuoei cnosa: I[lnan 0iti BEPS, mpancgepmue yinoymeopeHus,
asmomamudnHuil 0OMIH NOOAmMKO80 IHGoOpmayicto, 38im Yy po3pizi Kpai,

midicnapoona epyna komnaniu, OECP.

Problem statement. The modern globalized world requires government
authorities and international organizations to ensure effective control over the
taxation of multinational companies. One of the biggest challenges in
international taxation is aggressive tax planning, which is based on base erosion

and profit shifting (BEPS) to jurisdictions with low tax rates.
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A key aspect of this process is transfer pricing, which multinational
enterprises (MNEs) use to allocate income across countries to minimize tax
liabilities.

In response to these challenges, the international community, particularly
the OECD, has introduced the BEPS Action Plan, which provides for the
automatic exchange of tax information between tax authorities in different
countries. One of the key mechanisms in this process is Country-by-Country
Reporting (CbCR), which allows governments to obtain detailed information on
profit allocation, taxes paid, and the economic activities of multinational
companies in each jurisdiction where they operate.

Despite the advantages of automatic tax information exchange, several
issues arise concerning the confidentiality of such data. The transfer of sensitive
financial information between tax authorities of different jurisdictions poses
risks of data breaches, improper use, or misuse. Since CbCR reports contain
crucial details on transfer pricing and corporate income structuring, their
improper use may lead to competitive disadvantages and legal risks for
businesses. Moreover, countries have different legal approaches to protecting
confidential data, which can complicate mutual information exchange and
undermine trust among participants in the process.

Thus, the development of effective mechanisms to ensure tax information
confidentiality during automatic exchange remains a pressing issue, particularly
in the field of transfer pricing. It is essential to identify the best international
practices in this area, assess their compliance with existing standards, and
determine key challenges that may hinder their implementation. Special
attention should be given to digital security, legal regulation, and the practical
application of confidentiality requirements across different countries.

In this context, the study focuses on analyzing approaches to
confidentiality protection and the proper use of information within the

framework of automatic tax data exchange, in line with OECD international
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standards and the BEPS Action Plan, with a particular emphasis on transfer
pricing and its impact on global tax transparency.

Literature. The issue of ensuring the confidentiality of tax information
subject to automatic exchange has been widely studied by numerous researchers,
including Oliinyk Y., Kucheriava M., Krishtopa 1., Nikolenko L.,
Chukhraieva N., Albrecht J. Ph., Jotzo F., Mercer S., Debelva F., Nicolas F.,
Thomsen S., Bang M., and others [1-10].

Many companies have expressed concerns regarding certain BEPS Action
Plan recommendations, particularly the new information exchange requirements
and the disclosure of corporate data, which in many cases go far beyond the
originally stated objectives of the BEPS initiative. Despite the fact that CbCRs
submitted by MNEs to tax jurisdictions may impose a significant additional
administrative burden on companies, these reports will be shared with foreign
governments on a bilateral basis through treaties and information exchange
agreements.

Given that CbCR submission to foreign tax authorities exclusively
through information exchange mechanisms ensures the confidentiality and
proper use of information by foreign jurisdictions, the issue of establishing
confidentiality conditions for personal data—particularly in terms of digital data
formats, cross-border data flows, and information management—has not been
sufficiently explored.

The purpose is to analyze the existing practices for ensuring the
confidentiality and proper use of information subject to automatic exchange
within the framework of the BEPS Action Plan measures.

Achieving this goal requires addressing the following objectives:

-summarize the conditions for the exchange of Country-by-Country

Reports (CbCRs) across different jurisdictions;
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-examine the conditions for ensuring CbCR confidentiality in various
countries in accordance with international practices, using different approaches
to data protection and proper usage in practice.

Methodology. The information base of the research includes: publications
in professional scientific journals and journals indexed in international
scientometric databases of economic orientation; monographs, regulatory acts
defining the institutional framework for counteracting the erosion of the tax base
by the corporate income tax.

The methodological basis of the work is based on general scientific and
special methods of studying economic processes and phenomena, in particular:
bibliographic analysis, induction, methods of theoretical generalization and
comparison, analysis, synthesis, and logical generalization of results.

Results. Jurisdictions most frequently exchange tax information with their
key trading partners, neighboring countries, and members of the same
international organizations or country groups that share common goals in
various fields. These include organizations such as the European Union (EU),
the Joint International Tax Shelter Information Center (JITSIC), the Forum on
Tax Administration (FTA), and the Intra-European Organisation of Tax
Administrations (IOTA), among others.

Other key reasons for the systematic exchange of tax information,
according to available data, include:

- participation in political unions (as noted by New Zealand) [11];

- significant migration of citizens (according to Serbia's data) [12];

- large-scale investments (in the case of South Korea) [13];

- active cross-border activities (as reported by Denmark) [14];

- a high number of citizens residing in a specific region (data from
Poland and the United Kingdom) [15].

The exchange of tax information can be based on several legal

mechanisms. The legal grounds for tax information exchange include:
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International tax treaties on the avoidance of double taxation, Tax information
exchange agreements (TIEAs), The OECD Convention on Mutual
Administrative Assistance in Tax Matters (adopted on January 25, 1988),
hereinafter referred to as the Convention. The Convention, as amended by the
Protocol of May 27, 2010, is open for signing and ratification by all countries,
including those that are not members of the OECD. It is intended to serve as a
global mechanism for international legal assistance in taxation, with a primary
focus on tax information exchange.

The key EU documents governing tax information exchange include:

- Council Directive 2011/16/EU of February 15, 2011, on
administrative cooperation in the field of taxation, which establishes the
framework for exchange of tax information upon request among EU member
states, simultaneous tax audits in two or more EU countries, participation in tax
inspections, and document delivery within another EU member state's territory
[16]. Furthermore, since 2015, EU countries have been required to implement
laws and administrative procedures mandating the automatic (without request)
exchange of information on tax periods starting from January 1, 2014.

- European Parliament and Council Directive 2005/60/EC of October
26, 2005, on the prevention of the use of the financial system for the purpose of
money laundering and terrorist financing [17].

- Council Directive 2003/48/EC of June 3, 2003, on the taxation of
savings income in the form of interest payments (as amended by Council
Directive 2014/48/EU of March 24, 2014) [18].

Furthermore, a new document regulating the exchange of tax information
has recently emerged. During the Seventh Plenary Meeting of the OECD Global
Forum on Transparency and Exchange of Information for Tax Purposes in
Berlin (2014), representatives of 51 countries signed an agreement providing for
the annual automatic exchange of data on non-residents' financial accounts. This

agreement was signed by all EU member states. At the same time, some
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countries that have not formally joined the agreement have expressed their
willingness to comply with its provisions. Ukraine has also begun preparations
for signing this agreement.

National legislation generally supports the exchange of tax information.
Although certain obstacles sometimes arise in its effective implementation,
governments have been proactive in amending their legislation to align with
international standards. For example:

— Italy and South Korea have introduced changes to their existing
procedures to accelerate treaty ratification;

— the Netherlands has amended its domestic rules to improve response
times to tax information exchange requests;

— India has developed and implemented new tax declaration forms [19,
20].

However, domestic legislation can sometimes impede full compliance
with all forms of international tax information exchange and assistance in tax
collection. This 1s the case in Poland and Serbia, which have stated that certain
forms of tax cooperation practiced internationally, such as assistance in tax
collection, cannot yet be implemented in their jurisdictions.

Thus, the primary mechanism through which developing countries can
gain access to Country-by-Country Reports (CbCRs) is mainly the exchange of
information with the tax jurisdiction of the Unified Parent Enterprise (UPE).

However, for such an exchange to take place, several critical

preconditions must be met, including the following (see Figure 1):
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Alignment of domestic legislation

EOI (Exchange of Information) mechanisms

Protocols for automatic CbCR exchange

XML schemas

Proper use

Confidentiality of information

Consistency

Fig. 1. Conditions for the Exchange of CbCR Reports

Source: summarized by the author on the basis of [21]

1. Domestic Legislation Requirements

A country must have domestic legislation that mandates any local Unified
Parent Enterprise (UPE), which is part of a Multinational Enterprise (MNE)
group and meets the CbC reporting size criteria, to submit such reports. This
requirement must be enforced even if the headquarters of the MNE is not
located within the country.

This rule reflects the "principle of reciprocity" in information exchange,
including the exchange of CbC reports. It means that countries will not
exchange information with other jurisdictions unless those jurisdictions can
provide reciprocal access to equivalent information.

According to the OECD Model Tax Convention on Income and Capital,
particularly in relation to reciprocity in the exchange of information procedures
(EOI), Article 26 states: "It follows that one Contracting State cannot utilize the
information system of another Contracting State if the latter has broader
capabilities than its own system. Thus, a state may refuse to provide information
if the requesting state is legally prohibited from obtaining or sharing similar

information or if the administrative practices of the requesting state (such as a
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lack of sufficient administrative resources) lead to an absence of reciprocity”
[22].

2. Existence of Information Exchange Mechanisms

There must be established mechanisms for information exchange. These
mechanisms can take the form of: Membership in a multilateral agreement on
information exchange, most commonly the Multilateral Convention on Mutual
Administrative Assistance in Tax Matters; Tax treaties that include provisions
for information exchange; Specific Tax Information Exchange Agreements
(TIEA), designed to facilitate the exchange of tax-related data between
jurisdictions.

The presence of such agreements and treaties ensures a legal and
operational framework for the effective and secure exchange of Country-by-
Country Reports (CbCRs) between tax authorities.

3. Availability of Protocols for Automatic Exchange of CbCRs

There must be protocols in place that allow for the automatic exchange of
Country-by-Country Reports (CbCRs) under existing agreements. These
protocols may take the following forms:

- Multilateral Competent Authority Agreement (MCAA) on the exchange
of CbCRs, enabling automatic exchange among signatory jurisdictions.

- Competent Authority Agreement (CAA) for the exchange of CbCRs
based on a Double Taxation Convention (DTC CAA), which facilitates
exchange under the framework of bilateral tax treaties.

- Competent Authority Agreement (CAA) for the exchange of CbCRs
based on a Tax Information Exchange Agreement (TIEA CAA), which enables
exchange under specific agreements dedicated to tax data sharing.

The existence of such agreements ensures that tax authorities
automatically receive CbCR data from relevant jurisdictions, supporting global
tax transparency and compliance with BEPS regulations.

4. Implementation of XML Schemas for CbC Reporting
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XML schemas for Country-by-Country (CbC) reports must be
implemented. The format used for information exchange between countries must
comply with the OECD XML schema, and the data provided must adhere to the
OECD CbCR XML Schema User Guide [23].

5. Compliance with the "Appropriate Use" Condition

Jurisdictions must comply with the "appropriate use" requirement,
meaning that the received CbCR data must be used exclusively for: General
assessment of transfer pricing risks; Evaluation of other BEPS-related risks;
Economic and statistical analysis.

Jurisdictions will not exchange CbCRs with countries that fail to meet the
appropriate use condition. Additionally, if a jurisdiction requires local filing of
reports under circumstances not outlined in BEPS Action 13, this issue will be
flagged during the peer review process (as highlighted in paragraph 15 of the
OECD report) [24].

6. The confidentiality condition must be strictly adhered to. This involves
incorporating confidentiality provisions into national legislation and applying
appropriate confidentiality measures in international tax information exchange
mechanisms. At a minimum, equivalent protection measures must be in place,
ensuring that CbCR data is safeguarded to the same standard as if it were
exchanged under the Multilateral Convention on Mutual Administrative
Assistance in Tax Matters, a Tax Information Exchange Agreement (TIEA), or a
Double Taxation Agreement (DTA) that adheres to internationally agreed
standards for exchange of information upon request. According to paragraph 57
of the Final Report on BEPS Action 13 [22], jurisdictions must also have
practical mechanisms in place to ensure compliance with these confidentiality
requirements.

In Annex 12 of the Report on BEPS Action 13 regarding CbC reporting

documents [23], which is required during the peer review process, specific
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elements are outlined that are assessed in the confidentiality review. According
to these elements, a jurisdiction is required to have the following:

- Mechanisms for international information exchange that ensure any
received information is treated as confidential and, unless otherwise agreed by
the relevant jurisdictions, may only be disclosed to individuals or entities
(including courts and administrative bodies) responsible for assessing or
collecting information, enforcement, prosecution, or handling appeals related to
taxes covered by the information exchange provision. Such individuals or
entities must use the information solely for the aforementioned purposes unless
the parties agree otherwise, and in accordance with their respective laws;

- Necessary internal rules or procedures to enforce the restrictions
outlined in the International Agreement and the relevant Competent Authority
Agreement;

- The existence and ability to ensure legal protection of the
confidentiality of information contained in CbC Reports obtained through local
filing, maintaining the confidentiality of the CbC Report to a degree at least
equivalent to the protection measures applied if such information were provided
to the country under the provisions of the Multilateral Convention on Mutual
Administrative Assistance in Tax Matters (OECD, 2011), a Tax Information
Exchange Agreement, or a tax treaty that complies with the internationally
agreed standard for information exchange upon request, subject to review by the
Global Forum:;

- The application of effective penalties for unauthorized disclosure or
unauthorized use of confidential information;

- Ensuring confidentiality in practice, such as having a verification
and monitoring mechanism to detect and address any breaches of

confidentiality;
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- Compliance with the provisions of the International Agreement and
the relevant Competent Authority Agreement, including restrictions on the use
of information received for tax periods covered by the agreement.

Many countries have legislation in place to ensure the confidentiality of
taxpayer information. Since numerous developing countries are members of the
Global Forum on Transparency and Exchange of Information for Tax Purposes,
they must analyze their domestic legislation and international agreements to
assess whether they provide sufficient guarantees for maintaining
confidentiality. This applies to the peer review process for the Exchange of
Information on Request (EOIR), which consists of two phases: Phase I,
reviewing the legal and regulatory framework, and Phase II, evaluating the
practical implementation of the standards.

It has been found that many countries (137) have adequate security
measures in place to ensure confidentiality, while another 17 countries have
amended their legislation and implemented systems and procedures to safeguard
the confidentiality of documentation received upon request from foreign
authorities [27].

7. The consistency requirement must be met, as outlined in the Final
Report on BEPS Action 13, which clearly states that domestic country-by-
country reporting frameworks must be implemented in accordance with
internationally agreed standards [24].

Among the listed conditions, this study focuses on the fifth and sixth
requirements, namely "appropriate use" and "confidentiality compliance." These
conditions are prerequisites for receiving and utilizing CbCR data. Therefore,
jurisdictions may require assurances that their exchange partners comply with
these conditions.

The issue of appropriate use was examined in detail during the first phase
of the research project. As a result, the research team developed a draft national

document on appropriate use, based on the OECD model document.
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Consequently, further research will focus on these conditions, with a particular
emphasis on ensuring confidentiality compliance.
To ensure the confidentiality and appropriate use of CbC reports,

jurisdictions are required to meet certain conditions (see Figure 2).

CONFIDENTIALITY

*Mechanisms for international information exchange

*National rules/procedures for enforcing restrictions

*Legal protection of information confidentiality

*Penalties for unauthorized disclosure/use of confidential information
*Practical implementation of confidentiality measures

* Compliance with all agreements on cooperation with competent authorities

APPROPRIATE USE

*Regulatory and administrative measures: High-level transfer pricing (TP) risk assessment; Protection
against substituting detailed TP analysis; Prohibition of unilateral proof of TP compliance/non-
compliance; Prohibition of making adjustments to taxpayers' income

*Referral of jurisdictional adjustments to the competent authority for review

Fig. 2. Conditions for Ensuring Confidentiality and Proper Use of CbC Reports

Source: summarized by the author on the basis of [24]

With regard to confidentiality, jurisdictions must:

1) have mechanisms for international information exchange that ensure
any received information is treated as confidential. Unless otherwise agreed by
the relevant jurisdiction, such information may only be disclosed to individuals
or entities (including courts and administrative bodies) responsible for
assessment, collection, enforcement, prosecution, or handling appeals related to
taxes covered by the information exchange provisions. Such individuals or
entities must use the information solely for these specified purposes unless the
parties agree otherwise, and in accordance with their respective national laws.

2) Have the necessary national rules and procedures in place to enforce
the restrictions outlined in the International Agreement and the related
Cooperation Agreement with the respective competent authorities;

3) Ensure the availability and application of legal safeguards to protect the
confidentiality of information contained in CbCRs submitted through local

filing. These safeguards must guarantee a level of confidentiality at least
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equivalent to the protections that would apply if such information were
exchanged under the Multilateral Convention on Mutual Administrative
Assistance in Tax Matters, a Tax Information Exchange Agreement (TIEA), or a
tax treaty that complies with the internationally accepted exchange of
information on request standard, as reviewed by the Global Forum on
Transparency and Exchange of Information for Tax Purposes;

4) have an effective system of penalties for unauthorized disclosure or
unauthorized use of confidential information;

5) Ensure practical implementation of confidentiality measures, such as
establishing monitoring and oversight mechanisms to detect and address any
breaches of confidentiality;

6) Comply with the provisions of the International Agreement and the
related Cooperation Agreement with the respective competent authorities,
including restrictions on the use of information received for tax periods covered
by the agreement.

In the OECD Guidelines on the appropriate use of information contained
in Country-by-Country (CbC) Reports, the definition of "appropriate use" states:
"A jurisdiction's ability to receive and use CbC reports depends on whether it
uses CbCR information appropriately. This condition is described in paragraphs
25 and 59 of the BEPS Action 13 Report and takes effect under Article 6(1) of
the model legislation, in Section 5, Paragraph 2 of multilateral and standard
bilateral CAAs. For these purposes, appropriate use is limited to: high-level
transfer pricing risk assessment; assessment of other base erosion and profit
shifting (BEPS) risks; and economic and statistical analysis, where applicable"
[27].

The guidance on appropriate use is included in the OECD publication
"Country-by-Country Reporting: Handbook on Effective Implementation." The
report provides a practical guide on defining appropriate use, the consequences

of non-compliance, and measures to ensure compliance (e.g., restricting access
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to CbC Reports and ensuring proper confirmation of appropriate use). As a
checklist, a jurisdiction must be able to answer "yes" to six key questions or
confirm that it will be able to do so before the first CbC Report exchange takes

place (see Figure 3).

Do the multilateral and/or bilateral agreements signed by your jurisdiction between competent
authorities regarding CbC reporting include appropriate use of the information contained in the
reports as a condition for receiving and using CbC reports?

Does the tax authority of your jurisdiction have a guidance document regulating the use of]
CbC reports, including a handbook on appropriate use?

)

Has the policy on the use of CbC report data been effectively communicated to all
employees who may have access to CbC reports in the course of their work?

Is the use of CbC reports monitored and reviewed to ensure appropriate use, which may
include: access restrictions to CbC reports and/or adequate confirmation of appropriate use?

Are recommendations provided or training conducted for employees of the relevant tax
authorities in the jurisdiction, outlining their obligations regarding communication on non-
compliance with the conditions for using CbC report data?

Are measures taken to analyze and update control mechanisms as needed, and are the results of these
reviews documented?

Fig. 3. Questions from the Questionnaire on the Appropriate Use of CbC Reports

Source: summarized by the author on the basis of [27]

Furthermore, jurisdictions must have procedures or mechanisms in place
to ensure a consultation process between competent authorities in cases where
adjustments to the income of a taxable entity, resulting from further
investigations based on CbCR data, lead to undesirable economic consequences.

These measures are similar to those that jurisdictions must implement
regarding the Common Reporting Standard (CRS) under the Multilateral
Competent Authority Agreement (MCAA). This step, referred to as
“Confidentiality and Appropriate Use of Country-by-Country Reports”, is
directly linked to the provisions of the Multilateral Competent Authority

Agreement on the Exchange of Information.
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Summarizing the above, it should be noted that the international automatic
exchange of tax information is a key tool for combating tax evasion and
promoting transparency in financial reporting. At the same time, there are a
number of challenges related to ensuring the confidentiality of the transmitted
data, which requires improvement of the mechanisms for their protection. These
challenges include, in particular, the risk of unauthorized access; non-
compliance with information security standards; and limited control over the use
of the data received. The analysis made it possible to formulate proposals for

improving the mechanism of tax data protection, as shown in Figure 4.

I Establishment of an international center for monitoring the ]

security of tax data J

( N
Implementation of standardized encryption technology

\, S

( N
Improving mechanisms of liability for confidentiality
violations

\, S

( N
Application of blockchain technologies in data exchange
processes

\, S

Fig. 4. Areas of improvement of the tax data protection mechanism

Source: developed by author

The automatic exchange of tax data is an important tool for global
financial transparency, but its effectiveness largely depends on the level of
confidentiality protection. The proposed measures will minimize the risks of
information leaks, increase the level of trust between the countries participating
in the exchange and promote the harmonization of international standards in this

arca.

International Scientific Journal “Internauka’. Series: “Economic Sciences”
https.//doi.org/10.25313/2520-2294-2025-3




International Scientific Journal “Internauka’. Series: “Economic Sciences”
https.//doi.org/10.25313/2520-2294-2025-3

In the context of ensuring the proper use, confidentiality, and security of
CbC report information, which is subject to international exchange, it is crucial
for Ukraine to analyze the experience of both developed and developing
countries.

Conclusions. The implementation of the BEPS Action Plan and the
introduction of CbCR reporting contribute to the transparency of taxation for
multinational enterprise (MNE) groups, enabling tax authorities to effectively
assess transfer pricing risks.

At the same time, the confidentiality of tax information remains a
significant challenge for tax authorities. The transmission of sensitive financial
data through international channels requires high security standards and
compliance with confidentiality requirements established by international
organizations, particularly the OECD. The risks of data breaches or
unauthorized use may undermine trust between countries and reporting
taxpayers.

An analysis of international practices has shown that different
jurisdictions apply varying mechanisms to protect the confidentiality of CbCRs.
The adoption of internationally harmonized standards, such as OECD
requirements and multilateral agreements, is critically important for ensuring the
security of exchanged information.

The study identified challenges related to ensuring the confidentiality of
transmitted data: the risk of unauthorized access; non-compliance with
information security standards; limited control over the use of the data received.
The following measures can serve as ways to overcome these challenges:
creation of an international center for monitoring the security of tax data;
introduction of standardized encryption technology; improvement of
mechanisms of liability for breach of confidentiality; application of blockchain

technologies in data exchange processes.
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Further research should focus on analyzing national practices in
developing optimal mechanisms for securing tax information, assessing the
impact of digital technologies on the efficiency of automatic data exchange, and
studying international experiences in preventing abuses in the field of transfer
pricing. Thus, enhancing mechanisms for protecting confidential tax information
is a prerequisite for the effective implementation of international tax initiatives
and the formation of a transparent global tax environment. This will help to form

the institutional basis for further improvement of tax administration in Ukraine.
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