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BE3IIEKA EJIEKTPOHHHUX IIVIATEZKIB Y CUCTEMAX
HHYBJIYHOI'O AAIMIHICTPYBAHHS B YMOBAX KIBEP3AI'PO3
SECURITY OF ELECTRONIC PAYMENTS IN PUBLIC
ADMINISTRATION SYSTEMS IN THE FACE OF CYBER THREATS

Anomauia. Bcmyn. Enekmpouni naamedxci cmaromos 6ce  Oilbuu
NONYIAPHUM CHOCOOOM CRIIKYBAHHS MIJIC I00bMU, KOMIAHIAMU MA 0epHCABOIO.
Lugposi @inancosi onepayii 3meHwyioms AOMIHICMPAMUBHI NepeuKoou,
NPUCKOPIOIOMb ~ HAOAHHA — 0EepHCABHUX  nocaye 1 pobaams  nyONiuHe
AOMIHICMPYBAHHA OLNbUL NPO3OPUM. 3ANPOBAVINCEHHS eNIeKMPOHHUX NAAMINCHUX
cucmem O CHAAMU NOOAMKI8, aAOMIHIcmpamusHux 300pie, wmpagie ma
[HUWUX NOCY2 CIMAN0 BANCTUBUM KPOKOM Y PO3BUMKY YUPPOBoi Oepircasu.

Ane pusuku, nog’sizami 3 Kibepamaxamu, IHAHCOBUM WAXPAUCMBEOM,
BUMOKOM KOHQIOeHYIIHUX OAHUX | MAHINYIAYIEIO MPAH3AKYIAMU, 3POCMAOMb
pazom i3 po3UUPEHHAM OOCMYNY 00 O0epPAHCABHUX eeKMPOHHUX QIHAHCOBUX
niamgopm. Ll npobrema ocobauso eaxciuéa 6 yMO8AX GOEHHO2O CMAHY 8
Ykpaini, ockinoku 0epocasHi NIAMINCHI CUCMEMU MONCYMb CMAMuU Yo

Kibepamak, aKi Moxcyms 0ecmabinizyeamu iHaHcoB8Ull CeKMop KpaiHu.
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Takum yunom, OO0CHIOJNCEeHHS NpobIeM, NO08 A3aHUX 13 0Oe3nexkor
eeKMPOHHUX Naamexcie y cgepi nyoniuHo20 AOMIHICMPYBAHHS, € BANCIUBOIO
YACMUHOIO  3aXUCM) HAYIOHANbHOI KibepiHppacmpykmypu, wo eumaae
PO3POOKU epeKMUBHUX MeXAHIZMIB OJis1 DOPOMbOU 3 MONCIUBUMU HeDE3NeKAMU.

Mema. Memoto cmammi € 6U3HAUEHHA 20]I08HUX PUUKIB, WO SUHUKIU
nepeo eNeKmpoOHHUMU NAAMINCHUMU cucmemamu y obaacmi nyoOniuHo20
AOMIHICMPYBAHHA, AHANI3 MEXAHI3MI8 3axucmy 6i0 Hux ma Qopmyn08aHHs
peKomeHOayill  wooo NiOGUWeHHs  Oe3neku Yyu@posux po3pPaxyHKi@ Y
0epIHCABHOM) CEKMOpI.

Mamepianu i memoou. Mamepiaramu Oocnioxcennss €: 1) HopmamueHo-
npasosi akmu, wo pezyuroms el1eKmpoHHi niamedici ma xibepbesneky ¢ Yipaiui; 2)
MIJICHAPOOHI  cmanoapmu  Oe3nexku eleKmpoHHUX niamedxicis, 3) 00Cai0ANCeHHs.
GIMUUBHAHUX ™A 3APYOINCHUX ABMOPIB, WO CIMOCYIOMbCIL 3aXUCTY DIHAHCOBUX OAHUX
¥ 0epACABHOMY CEKMOpL.

Teopemuune y3acanvHenHs, popmanizayis, ananiz i 102iuHe y3a2aibHeHH s
pe3yrbmamie ((popmyno8anHs BUCHOBKIB) OVIU HAYKOBUMU MemoodaMu, SKi
BUKOPUCTNOBYBANUCS OJISl NPOBEOeHHsT 00CNiOdceHHs. Llel KomniexcHuii nioxio
O0y10 CcmMmBOpeHo 3a O00NOMO20I0 YUX Memodi8; 8IiH GKIIUAE CUCMEMHUU I
NOPIGHAILHULL AHANI3, AHANI3 CYYACHUX HAYKOBUX Odicepen [ MOoOenio8aHHs.
Op2aHI3aYiUHO-IHPOPMAYIliHO20 3abe3nedueHHs 0Nl epheKmueHo2o Yupposoco
ynpaeninua. Kpim moeo, O6yno po3ensimymo KOHKpemHi Unaoku amax Ha
naamioicui  naam@opmu, AKi Hanexcamv oepoicasi. Lle Odano mooxcausicme
OYIHUMU eDEeKMUBHICMb [CHYIOUYUX 3AXUCHUX 3aX00i8 I GUHAYUMU OCHOGBHI
8PA3IUBOCMI eIeKMPOHHUX (PIHAHCOBUX NOCTY2, SIKI NI0 KOHMPOLeM NYOIIYHO2O0
AOMIHICMPYBAHHSL.

Pesynomamu. V docnioocenni 6yno sussiero, o eieKkmporHi niamedxci 6
cucmemax nyoniuHO20 AOMIHICMPYBAHHA € BANCAUBOIO HACMUHOW UYUPDPOBOI
oeporcasu, ane 80HU 8ce uje CXUIbHI 00 bazambox Kibep3azpo3s. Ananiz noxkasas,

WO OCHOBHUMU Hebe3neKamu OJisl 0ePAHCABHUX NIAMINCHUX CUCEM € DIUUHEO08I

International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2




International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2

amaxu, 6UMIiK NepCoOHANIbHUX OAHUX, HECAHKYIOHOBAHUL 00CMYN 00 (IHAHCOBUX
pecypcis, amaxku DDoS i mauninynayii 3 naamixcnumu mpansaxyiimu. Kpim
moeo, Oy10 BiO3HAYEHO, WO Ni0 YAC BOEHHO20 CMAHY UMOGIPHICMb
KIOep3/10YUHHOCMI 3HAYHO 3POCIA, WO BUMALAE NOCUTIEHHS 3AX0018 3AXUCHL).

Jlocnioocennss  niomeepouno, WO  6NPOBAONCEHHS  MINCHAPOOHUX
cmaunoapmie Kibepbesnexu, BUKOPUCMAHHS CYYAcHUX Memoois
aymenmugbikayii, — 8UKOpUCMAHHA  ONOKYeUH-MexXHOoN02i 0Nl 2apaHmii
He3MIHHOCMI OaHux I asmomamusayis auanizy @iHaHcosux onepayii 3a
00NOMO2010  WMYYHO20 [HMeNeKn)y GU3Ha4aoms pigeHb  Kibepbe3nexu
eIeKMPOHHUX Namedxcig y oeparcasHomy cexkmopi. lIposedenuii ananiz eékazye
Ha me, wo HeoOXIOHO cmeopumu €OUHy CmMpamezito 3aXUCHY HIAMIHNCHUX
cepgicie 0ns Oepaycasu. Lla cmpameeis maec 6azyeamucs Ha 6azamopieHesill
MmoOeni  Kibepbesneku ma — A0ANMUBHUX — MEXAHI3MAX  peazyBaHHs  Hda
Kibep3azpo3u.

llepcnexmusu. Ilooanvuwii 0ocniodxcenHs maroms OYmu CnpsMOBaHI HA
CMBOPEHHS KOMNJIEKCHOI cucmemu KiOep3axucmy O0epHCAGHUX eNeKMPOHHUX
niameocie.  3acmocy8anHs — HAUHOBIWUX — MEXHONO02IU  Kpunmozpagiunoz2o
3axXucmy, CMEOPEHHs CKIAOHUX CUCMEeM MOHIMOPUHSY 3a2p03 1 pPO3UUPEHHS
MOdCIUBOCHeElU 0N MINCHAPOOHOI cnienpayi y cgepi Kibepbesneku € 6cima
npuknadamu ywvozo. Ocobrusy yeacy cli0 npusepHymu 00 B00CKOHANEHHS.
3aKOHO0A8CmMBa w000 yugdposux niamedncie i Kibepzaxucmy, CMEOPEHHS
iHppacmpykmypu 6e3neynux el1eKmpoHHUX NAAMmed Ci8 Ha HAYIOHAIbHOMY PI6HI
ma po3pobku cmanoapmis yugposoi ioenmu@ikayii 2pomaos.

Bukopucmanua wmyunoeo inmenexkmy ma aHATIMUYHUX cucmem Ojis
BUSAIBIICHHSL AHOMANIU ) (DIHAHCOBUX MPAH3AKYIAX MOJCe CMAamu aNCIUBUM
KOMNOHeHmom 6opomvou 3 inancosumu 3novunamu. Kpim moeo, easxciusum
HANPSAMKOM MAuOymHIX 00CNI0dCeHb € IHmez2payis mexHono2iu OloKYelHy 8
Ooeporcasti ¢hinamcosi cepsicu 3 memor NIOBUWEHHS PIBHS NPO30POCmi ma

3axucmy MpaH3aKyiti 8i0 BMPYYAHHS 3308HI. Cmeopennsi
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Kibepingpacmpykmypu, cmiiikoi 00 amaxk, € CMpamecidyHo BANHCIUBUM
3Q80AHHAM, sIKe NOMmpebye CRIIbHUX 3YCUNb HAYKOBYIB, VPAOOBUX OpP2aAHI8 |
MIJHCHAPOOHUX napmuepig. 36ajdcaioyu HA CYYACHI GUKIUKU, Ye 3A80AHHS
nompebye CRibHUX 3)CUTD.

Knwuoei cnoea: enexkmpouni niamedici, nyobniuHe aOMiHICMPYS8AHHS,
Kibepbe3nexa, yugposi ginancosi nociyeu, oepicasgue YNpasiinHsi, OA0KYeuH,

Kpunmozpagiunuil 3axucm, wmyyHuil inmenekm, yugposa ioenmughixayis.

Summary. Introduction. Electronic payments are becoming an
increasingly popular way of communicating between people, companies, and
the state. Digital financial transactions reduce administrative barriers, speed
up the delivery of public services, and make public administration more
transparent. The introduction of electronic payment systems for paying taxes,
administrative fees, fines, and other services has become an important step in
the development of the digital state.

However, the risks associated with cyberattacks, financial fraud,
confidential data leakage, and manipulation of transactions are increasing as
access to public electronic financial platforms grows. This problem is especially
important in the context of martial law in Ukraine, as state payment systems
may become a target of cyberattacks that could destabilize the country's
financial sector.

Thus, the study of problems related to the security of electronic payments
in the field of public administration is an important part of protecting the
national cyber infrastructure, which requires the development of effective
mechanisms to combat possible dangers.

Purpose. The purpose of the article is to identify the main risks faced by
electronic payment systems in the field of public administration, to analyze the
mechanisms of protection against them, and to formulate recommendations for

improving the security of digital payments in the public sector.
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Materials and methods. The research materials are: 1) legal acts
regulating electronic payments and cybersecurity in Ukraine; 2) international
standards for electronic payment security; 3) studies by domestic and foreign
authors on the protection of financial data in the public sector.

Theoretical generalization, formalization, analysis, and logical
summarization of the results (formulation of conclusions) were the scientific
methods used to conduct the study. This comprehensive approach was created
using these methods; it includes systematic and comparative analysis, analysis
of modern scientific sources and modeling of organizational and information
support for effective digital governance. In addition, specific cases of attacks on
state-owned payment platforms were considered. This made it possible to assess
the effectiveness of existing protective measures and identify the main
vulnerabilities of electronic financial services under the control of public
administration.

Results. The study found that electronic payments in public
administration systems are an important part of the digital state, but they are
still exposed to many cyber threats. The analysis showed that the main dangers
to public payment systems are phishing attacks, personal data leakage,
unauthorized access to financial resources, DDoS attacks, and manipulation of
payment transactions. In addition, it was noted that during martial law, the
likelihood of cybercrime has increased significantly, which requires
strengthening of security measures.

The study confirmed that the implementation of international
cybersecurity standards, the use of modern authentication methods, the use of
blockchain technologies to guarantee data integrity, and the automation of
financial transaction analysis using artificial intelligence determine the level of
cybersecurity of electronic payments in the public sector. The analysis shows

that it is necessary to create a unified strategy for protecting payment services

International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2




International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2

for the state. This strategy should be based on a multi-level cybersecurity model
and adaptive mechanisms for responding to cyber threats.

Discussion. Further vresearch should be aimed at creating a
comprehensive cybersecurity system for public electronic payments. The use of
the latest cryptographic protection technologies, the creation of sophisticated
threat monitoring systems, and the expansion of opportunities for international
cooperation in the field of cybersecurity are all examples of this. Particular
attention should be paid to improving legislation on digital payments and
cybersecurity, creating a secure electronic payment infrastructure at the
national level, and developing standards for digital identification of citizens.

The use of artificial intelligence and analytical systems to detect
anomalies in financial transactions can be an important component of the fight
against financial crime. In addition, an important area for future research is the
integration of blockchain technologies into public financial services to increase
transparency and protect transactions from external interference. Creating a
cyber infrastructure that is resistant to attacks is a strategically important task
that requires joint efforts of scientists, government agencies, and international
partners. Given the current challenges, this task requires joint efforts.

Key words: electronic payments, public administration, cybersecurity,
digital financial services, public administration, blockchain, cryptographic

protection, artificial intelligence, digital identification.

IHocranoBka npodGaemu. llIBunkuit po3BUTOK MUPPOBUX TEXHOJOTIH 1
3pOCTaHHs O0CATY EJNIEKTPOHHUX IIJIATEXKIB € O3HAKaMU CYYacHUX CBITOBUX
(1HAHCOBO-€KOHOMIYHUX ToAINH. Y cdepl nyOdIdYHOrO aJMIHICTPYBaHHS
BIPOBA/IPKCHHST €JIEKTPOHHUX IUIATIKHUX CHCTEM € BaXXJIUBUM KpPOKOM [0
MIJIBUIIIEHHSI MPO30POCTI Ta €(PEKTUBHOCTI JEPHKABHOTO YIpPaBIIHHS. ¥Ypsau
0aratb0X KpaiH AakKTHUBHO BUKOPUCTOBYIOTh UUPpOBI 1iathopMu  AJis

0€3roTiBKOBOTO PO3paxyHKY, CIUIAaTH MOJATKIB, IITpadiB, aJAMIHICTPATUBHUX
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300piB 1 comianbHuX BUILIAT. Lle momomarae ontumizyBaTu AepskaBHI (iHAHCH,
MOKPAIIMTH JOCTYII 0 Iep>KaBHUX MOCTYT 1 3MEHIIUTH OIOPOKPATIIO.

3 iHmoro OOKy, 3pOCTaHHS BUKOPHUCTaHHS €JIEKTPOHHHUX IIJIATEXKIB
CYHpPOBOJIKYETHCA 30UIBIIEHHSIM KUIBKOCTI KiOep3arpo3, sKi CTBOPIOIOTH
cepiio3HMI pU3UK i JepKaBHUX (iHaHcoBuX cucteM. Kibepataku Ha
IJIATIXKHI CUCTEMU MOXYTh MNPU3BECTH 10 (HDIHAHCOBUX BTPAT, KOMIIPOMETAIIil
MEePCOHATBHUX JAHUX TPOMASH 1 JecTabumizaiii poOOTH JIepKaBHUX YCTAHOB.
s mpoOnema € 0coOIMBO BaXJIMBOK B YMOBAX BOEHHOT'O CTaHy Ta TOPHIHHUX
3arpo3, KOJIM JepKaBHI (pIHAHCOBI CHUCTEMH € IULIK0 aTak OpraHi30BaHUX
KIOEp3IOUYMHHUX TPY 1 BOPOKUX JAEPKABHUX CTPYKTYP.

dinaHcoBa 1HPpACTpyKTypa cTae OUIBII BPa3JIUBOIO 4Y€pe3 BIJICYTHICTh
€INHUX TPaBWI 3aXUCTy JIEP’KaBHUX EIEKTPOHHHUX IUIATEXIB, HU3BKY
0013HaHICTh KOPUCTYBayiB MPO MOTEHIIHHI PU3UKH Ta OOMEXKEHICTh PECYpCIB
Uit 3a0e3neueHHs kibepoesneku. [lokpanienns 6e3nexu udpoBUX IIIATEKIB Y
chepi myOMIYHOTO aIMIHICTPYBAaHHS BHUMAara€ BIPOBAKEHHS KOMILIEKCHUX
3axomiB. Ili  3axoauM  BKIIIOYAIOTH  BIOPOBAKEHHA  OaratopiBHEBO1
ayTeHTu(iKallll, MOKpPAIIEHHS CUCTEM MOHITOPUHTY TpaH3aKIik, MOCUIIEHHS
KOHTPOJIO 3a JISUIBHICTIO (PIHAHCOBUX TMOCEPEJHUKIB 1 BIPOBAKECHHS
CydYacHUX TexXHoJIorid Kkibep3axucTty. Takum 4YHWHOM, TIUTaHHS Oe3MeKu
€JIEKTPOHHHUX IUIATEXKIB Y MyOIIYHOMY a/IMIHICTPYBaHHI HA0yBa€ CTPaTEriyHOTO
3Ha4YeHHSI Ta NOTpeOye BCEOIYHOIrO IOCHIIKEHHS, 100 CTBOPUTU €(EKTHUBHI
METOJM 3aXUCTy Ta MiHIMi3alii pu3ukiB (iHAHCOBUX Ta iH(OpMAIITHUX
3JI0YMHIB.

AHaJi3 oCcTaHHIX gocaigxensp i myOaikaniii. HaykoBui B Ykpaini Ta 3a
KOPJIOHOM aKTHUBHO JOCHIIKYIOTh MPOOJIeMH O€3MEeKH €IEKTPOHHUX TUIATEXIB Y
nyOiYHOMY aJMiHICTpyBaHHI. BoHU 30cepe/KyloThcsi Ha LUQPPOBIN Oe3merr,
KOHTPOJ1 €JEKTPOHHUX (PIHAHCOBUX TPaH3aKIId, BIOPOBAIKEHHI CY4YaCHUX
TEXHOJIOT1 3aXMCTy Ta OIIHII BIUIMBY KiOep3arpo3 Ha JepiKaBHI IUIaTIXKHI

CHCTCMMU.
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VY crarri €Brena XuBuino «AKTyallbHI MpoOiieMu KibepOe3neku B

CUCTEMAaX EJIEKTPOHHUX KOMYHIKalllil y4aCHUKIB ()IHAHCOBOI'O PUHKY Y KpaiHHU 3
ypaxyBaHHAM MDKHApOJHHUX NPAKTUK y LIA Tajly3» aHaNII3yeTbCsl CyYaCHUMH
cTaH KibepOe3neku (piHAHCOBMX KOMYHIKalliil B YKpaiHi Ta MiAKPECIIOETHCS
HEOOXIJIHICTh BIPOBAKEHHS HAIlIOHAIBHUX CTaHAApPTIB KiOepOesmeku, 100
3aXUCTUTH €JIEKTPOHHI maaTexi [1].
VY cBoiit MoHorpadii «Dinancosi TexHomnorii» Onena IBaniBHa bepecnaBchka Ta
AHpnpiii IBanoBuu ['yneld JOCHIKYIOTh BIUIMB (DIHAHCOBHX TEXHOJOTIA Ha
MOJIEpHI3AIlII0 E€KOHOMIKM Ta (iHAHCOBOI cHUCTeMU YKpaiHu. ABTOpHU
MIJIKPECIIOIOTh  BAXKJIIMBICTG HHUPPOBOI 0Oe€3Meku B yMOBaX 3pPOCTArOUOl
uudposizaiii [2].

VY crarti «YmpaBiiHHS AiSUTBHICTIO (axiBIiB 3 KiOepOe3leku B yMOBax
noBHoMaciTabuoro BroprueHss» JI.B. Mazuuk Ta 3.I1. JIBymiT po3riasgaroTh
MUTAHHS YHOpPaBIIHHA KiOepOe3nekolo B YMOBaX BIMCHKOBUX KOH(IIKTIB,
MIAKPECTIOI0YN BaKJIMBICTh MMATOTOBKM KBaldi(piKOBAaHMX TIPAIlIBHUKIB IS
3aXUCTY JIEPKABHUX IUIATHKHUX cUCTEM [3].

JloCmIHUKY TaK0X 3BEPTalOTh yBary Ha Oe3NeKy €JIEeKTPOHHUX IUIATEX1B
Ha MDKHapoJHOMY piBHI. Opranizaiis €KOHOMIYHOTO CIIBpOOITHHIITBA Ta
po3Butky (OECD) ananmizye MeTOAu MiJABUIIEHHS CTIHKOCTI IU(POBUX
(hiHAaHCOBUX CHUCTEM YKpaiHU Ta MPOMOHYE CyYaCHI TEXHOJOT1I 3axucty [4].

TakuM YMHOM, aHam3 JOCHIPKeHb CBIIYUTH MNOPO TE, IO JJIA
3a0e3nedyeHHs]  KiOepOe3lneKku  eJIeKTPOHHMX IUIaTeXIB y  MyOJidyHOMY
aAMIHICTPYBaHHI HEOOXIJIHO BHUKOPHUCTOBYBAaTHM KOMIUIEKCHUN MIAX1J, SIKAM
BKJIIOYA€ PO3POOKY HAIIOHAIBHUX CTAHAAPTIB, BIPOBAHKEHHS Cy4YaCHUX
TEXHOJIOTIH 3aXWCTy Ta HaBuaHHS KBamidikoBaHUX ¢axiBIiB y cdepi
KibepOe3mneKu.

®opmya0BaHHA Wijed crarTti. MeTta cTaTTi moissirae B TOMY, 1100
BU3HAUUTH OCHOBHI 3arpo3u Oe3lell ENeKTPOHHHUX IUIATEeXIB y CHUCTEMax

myOJIYHOrO aAMIHICTPYBaHHS, IPOAHAJII3yBaTH Cy4YacHI METOAM 3aXHUCTY LHX
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MJIATeXKIB 1 PO3POOUTH TOpaay IIOJ0 MIABUINCHHS KiOepOe3meku aeprKaBHUX
¢dinancoBux miaTdopm, 0COOIUBO M1 YaC BOEHHOTO CTaHy.

Buxiaan ocHoBHoro marepiaay. I1[o6 3pobutu nepkaBHI MHOCIYyTH
OutbII eEeKTUBHUMU, 3p0OUTH (DiHAHCOBI oreparlii OuUIbIl €PEeKTUBHUMHU Ta
3pOOUTH aAMIHICTPATUBHI MpOIECH OUIbII MPO30PUMH, CY4YaCHUU eTam
PO3BUTKY JEp>KaBHOTO YIPABIIHHS XapaKTePU3YEThCA AKTUBHOIO LUQPPOBOIO
TpaHcopmaiiiero. BhpoBajkeHHS €JIEKTPOHHUX IUJIATEXKIB Yy  CUCTEMY
myOJIYHOrO aJAMIHICTPYBAaHHS OyJO BaXKJIMBUM KPOKOM y IIbOMY HAIPSMKY,
OCKUIbKM 1€ JO3BOJISIE TPOMAJsHaM 1 KOMIAHISIM MPOBOJUTH (PIHAHCOBI
omeparlii MBUIIIE, 3pyUHIlIe Ta Oe3MeyHIIIIe.

[Hudposizaiis piHaHCOBUX Omepalii y IepKaBHOMY CEKTOP1 MPU3BOAUTH
710 HOBUX Mpo0ieM, 0co0NuBO y chepi KibepOe3neku, He3BaKarouu Ha YUCIICHH1
nepeBaru. Y 3B 3Ky 3 3pPOCTAlOYMMH pHU3UKAMHU IIaxpaiicTBa, Kibeparak,
BUTOKY MEPCOHAIBHUX JAHUX 1 WMOBIPHICTIO 3JI0B)KUBAHHSA
aJAMIHICTpaTUBHUMHU  pecypcaMu HEOOXIJHO BHUKOPUCTOBYBATH  CydYacHl
TexHosorii 3axucty. lle ocoOnmMBO BaxJIMBO 3apa3, KOJIM B YKpaiHi TpUBae
BiifHA, OCKUIBKM pOCIHCbKa arpecis MocTaBuia MmiJg 3arpo3y (HiHAHCOBY
CTaOUIBHICTh KpaiHM, BKIIOYAIOUM IUJIECOPSIMOBAaHI aTaku Ha JeprKaBHi
MJIATIXKHI CUCTEMU, OaHKIBChbK1 YCTAaHOBU Ta €JIEKTPOHHI CEPBICH.

B ymoBax BiifHU nep:kaBHI €JIeKTPOHHI (iHAHCOBI MIATHOPMU CTAIH HE
Juiie 3aco00M OIUIaTH, a i BaXJIMBOK YaCTHMHOKO COLIAJIBHOIO 3a0€3MEeUEHHH.
['poMansiHn MOXKYTh JUCTAHILIMHO OTPUMYBATH BUIUIATH, JOMOMOTY IS
BHYTPIIIHBO MEpeMillIeHuX 0ci0, KoMIeHcallli Ta cyocuii 3aBasiku 1u(poBUM
TEXHOJIOT15IM, 5IK1 € JKUTTEBO BAKJIMBUMHM y NIEPI0J ryMaHITapHOI Kpu3nu. OaHaK
MPOTUBHUK AKTUBHO BHUKOPUCTOBYE KiOep30poro, 1mo0 aecTabiiaizyBaTH IO
cucteMmy. Y 3B’s3ky 3 macoBumu DDoS-arakamu, cnpoGaMu mepexorieHHs
TpaH3aKIid 1 MaHInyJAmisiMd 3 (IHAHCOBUMM JAaHUMU YypsAad TOBUHHI
BJIOCKOHAJIIOBATH CBOi CHUCTEMM 3aXHUCTy Ta JOTPUMYBATUCS MIKHAPOIHUX

CTaHJapTIB Ki0epOe3neKu.
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KiOep3mounHIli HEOAHOPA30BO aTaKyBajdd YKpAiHCbKY (piHAHCOBY
CHUCTEMY B OCTaHHI POKH, 3/I1MCHIOIOYN MacIlITa0HI aTaku Ha OAHKIBCHKI CEPBICH
Ta JepXaBHI IaTLKHI mat@opmu. OJHUM 13 HaWTy4YHIIIMX BHUMNAAKIB Oyia
DDoS-araka Ha Mono6ank y 2022 porui, sika 3ynuHWIA OHJIAH-OAHKIHT 1
3a0okyBania TmaTexi. llepeBaHTaxkeHHST CepBEpPIB CHOPUYMHUIIO 3HAYHI
HE3PYUYHOCTI K JJisi Oi3HeCy, Tak 1 JJisi TPOMAJsiH, OCKUIbKA KOPUCTYyBadl HE
MOIJIM OTPUMATH JIOCTYI JO CBOIX paxyHKIB, OIUIAUyBaTH 4YM MEPECHIATH
rpouii. [Hi komepiiiini 6anku, Taki sik [IpuBarbank 1 Omanbank, Takox Oyiau
o0’exTaMH MOAIOHMX aTak. BOHM mocTaBWIM MiJ 3arpo3y OHJIAWH-OaHKIHT 1
CUCTEMH MPUIOMY IJIATEXKIB Yepe3 TEPMiHAIU.

Kibep310unHIli BUKOPUCTOBYIOTH (PIIIMHIOBI CXEMH, 1100 OTpUMAaTH
JOCTYNl JO TMEepPCOHAJbHUX MaHUX TpomMansiH, kpiMm DDoS-atak. OgHum 13
MPUKIIAJIIB € MaclTabHa (IIMHIOBAa KaMmraHis, CIpPsMOBaHA Ha KOPUCTYBayiB
cucteMu «Jlis», y sIKii maxpai CTBOpIOBaIW MiApOOIEH] CallTh i KPaJaiKKu
0aHKIBCbKUX PEKBI3UTIB. BOHM BUKOPHCTOBYBAJIU COLIAIbHY 1HXKEHEPIIO, 100
MEePEKOHATH JIF0JIei BBOAUTH CBOI J1aHi, 11100 BOHH HIOUTO OTpUMAJIH TPOIII, ajie
HacMpap/i BOHU BTPATUIIN TPOIIII.

KonTpons Haj TpaH3akisMH B JEPKaBHUX IUIATIKHUX CUCTEMaXxX € IIe
OJIHUM THUIIOM aTak, sSIKUil ctaB Oulbin nomupeHuM. Hanpukmnan, y 2023 pomi
OyJl0 BUSBIECHO BHUMNAAKU MIAMIHM PEKBI3UTIB IiJI Yac TMepepaxyBaHHSI
COIlIaJIbHUX BUIUIAT; 1€ JO3BOJWIO 3JOBMUCHHKAM IEpPEagpecoByBaTU TPOIIIi
Ha [IaxXpaiichbKi paXyHKH.

3aXUCT TMEPCOHANBHUX JAHUX TPOMAJSH 3aIHIIAETHCS 3HAYHUM
BUKJIUKOM. 3JI0M €JIEKTPOHHUX PEECTPIB MOXKE OYTH Iy»Ke IIKIJIUBUM, 30KpemMa
st Oe3meku BIMChKOBUX abo0 o0cib, ski mnepedyBalOTh Ha TUMYacOBO
OKYMOBAaHMX TEPUTOPISIX. 3MIIHEHHS CTIMKOCTI JEpKaBHUX IUIATLHXHUX
miaTGopM 3aJekKUTh BiJ BOPOBAIKEHHS OaraTopiBHEBOI ayTeHTU]IKaIlli,
BUKOPUCTAHHA KPUNTOrpapiyHUX METOJIB IMU(PYBaHHS Ta BUKOPUCTAHHS

HITYYHOTO 1HTEJEKTY JUJISl BIACTEKEHHS TPAH3aKIIIi.
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B Vkpaini Oysi0 BXUTO HU3KY 3aXO1B, I[00 3MEHIIIUTH HMOBIPHICTh aTaK
1 MIIBUINUTH O€3MeKy JAEp:KaBHUX €JIEKTPOHHUX IJIATEXKIB. bBUIbIIICTD
JIepKaBHUX 1 (piHAaHCOBUX IUIaTGOpPM TMOYaIM BUMAarati JABOGAKTOPHY
aBTeHTudikamiio (2FA) mis nmiaTBep/kKeHHs 0cOOM KOPHUCTyBaya, 1110 3HAYHO
YCKIAQAHWIO HECAaHKI[IOHOBaHWM aocTyn A0 (iHaHCcOBUX AaHuX. KpiMm Toro,
BHCOKOTEXHOJIOT1YHI KPHUNTOrpadiyHl aJrOPUTMH AKTUBHO 3aCTOCOBYIOTHCS
Ut U pyBaHHS TaHUX M1 Yac iX mepeaadi Mi>K KOpUCTYBadueM 1 CEPBEPOM.

Jns  migBuineHHs  piBHSA  KiOepOesmeku y  cdepl  myOIigyHOTO
aAMIHICTpYBaHHSI ~ HEOOXITHO  MPOJOBXKYBaTH  BOPOBAIKYBaTH  HOBITHI
TEXHOJIOT1l Ta BJOCKOHAIIOBaTH peryiaaropny ©Oaszy. Il{o6 rapanTyBaTu
HE3MIHHICTh 1 MPO30PICTh JIEPKABHUX IUIATEXKIB, JCIIEHTPAI30BaHl PEECTPH,
3aCHOBAHI Ha OJIOKYEIH1, YHEMOXIIMBIISITS MaHITYJIALIT 3 TPAH3AKIIISIMU.

Kpim Toro, BKpaili BaKJIMBO aKTUBHO CTBOPIOBATH aBTOMAaTU30BaH1
CUCTEMH pearyBaHHs Ha 3arpo3u. L{i cucremMu MOXyTh aHadI3yBaTH MiA03piii
(diHaHCOBI omepanii B pPEXHUMI pealbHOr0 Yacy Ta HEraHo OJOKyBaTH
MOTEHLINHO MaxpaichbKi TpaH3akiii. 3ampoBaKEHHS J0JaTKOBUX IEPEBIPOK
JUTs1 HEOAHKIBCHKUX YCTaHOB JOTIOMOKE 3MEHIIIUTH MMOBIPHICTD IIaxpaicTBa.

3MINHEHHST MDKHApOAHOI cmiBOpaimi y cdepi kiOepOe3nmeKu TaKoX €
BAXKJIMBUM HAMNPSIMOM, OCKUIBKK 1€ JO03BOJUTH OOMIHIOBAaTHCS JIOCBIJIOM 1
IHTErpyBaTU HaMKpalll CBITOBI NPAKTUKU 3aXUCTy JaHUX. Y JOCKOHAJEHHS
3aKOHOJABCTBA JUIsl BIAMOBIAHOCTI MIXKHAPOJHUM CTaHJapTaM Oe3MeKH, TaKUM
gk PSD2 ta GDPR, nokpamurs 3aXUCT JaHUX TPOMAJISIH.

TakuM 4YMHOM, HEOOXIZIHO TPOJIOBXKYBAaTH PO3BUBATH CUCTEMU
KiOepOe3neky, BUKOPUCTOBYBAaTM  HOBI  TEXHOJOTI Ta  MOCHIIOBATH
peryiitoBaHHs, 100 €(EeKTUBHO 3aXHCTUTH JepkaBHI ()IHAHCOBI CEPBICH BIJ
MOTEHUIMHUX Hebe3nek. Y cdepi mnyOMIYHOrO AaAMIHICTPYBAaHHS JIMIIE
KOMILJIEKCHUM MMiJIX1J] MOK€ TapaHTyBaTU O€3IeKy Ta CTaOUIbHICTh LU(PPOBHUX

MJIATEX1B 1 MIHIMI3yBaTH PU3UKH K10€P3JIIOYUHHOCTI.

International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2




International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2

OuyeBunHO, MO OoOMexeHe (PIHAHCYBAHHS € OCHOBHHM BHKJIUKOM IS
BIIPOBAKEHHS OHJIAWH-TIJIATKHUX CUCTEM y MMyOIIYHOMY aaMiHicTpyBaHHI. Lle
pOOUTH PO3POOKY Ta IHTErpallil0 CydYaCHUX TEXHOJOTIYHHUX PIIEHb CKJIAIHOIO.
ExoHoMiuHi  mpoOiemMu, COpPUYMHEH] BIMHOIO, 3MYLIyIOTH  JepKaBy
CIPSIMOBYBAaTH PECYpcH Ha OOOpPOHHI Ta COIliajbHI MOTPEOU, HE MIATPUMYIOUYN
urdpoBi iHimiaTUBH. BogHOYAC BaXKIMBUM 3aJIMIIAETHCS MUTAHHS 3a7Ty4YCHHS
albTEPHATUBHUX JKepen (IHAHCYBaHHs, TaKUX SAK TPaHTH (HIHAHCOBUX
opraHizailiif, JIepKaBHO-IIPUBATHE NApPTHEPCTBO Ta TEXHIYHA JOMOMOra 3a
KOPJIOHOM, SiKa J03BOJMJIa O MPOJAOBXKYBaTH PO3BUTOK HUPPOBUX (HIHAHCOBUX
MOCJIYT Y A€P>KaBHOMY CEKTOPI.

OxkpiM mnpobnem 3 TrpomrMa, € 0arato TEXHIYHUX MEPEIIKO.
VYpoBajKeHHs €JIEKTPOHHMX IUIATEXKIB y JIEp>KaBHOMY YIPABIIHHI 3HA4YHO
YCKIIAJIHIOEThCS  OpakoM 1HPPACTPYKTypH, 3acTapiiuMu iHGOpMaLIHHUMU
cucTeMamMu Ta OOMEXEHUM JOCTYNoM 110 [HTepHEeTy, 0COOIMBO B CUILCHKUX Ta
npupoOHTOBUX paiioHaX. 3riIHO 3 JAOCHIIKEHHSMHU, OHOBJICHHS LHUPPOBOI
1HQPACTPYKTYpHU € SKUTTEBO BAXIJIMBUM JUIsl 3a0€3ME4YEeHHSI JOCTYMHOCTI
[HTEpHET-MIATIKHUX MOCIYT Y BCIX PEriOHax KpaiHu.

He menI cepito3HMM BUKIIMKOM € MEPELIKO/IU, OB’ s13aH1 3 OpraHi3alli€lo
Ta ynpaBiiHHSM. Po30anaHcoBaHICTh mpolecy HU(pPOBI3allii BUHUKAE 4Yepe3
BIICYTHICTh €IMHOi CTpaTerii po3BUTKY HHU(PPOBUX IUIATEKIB Yy JAEPKAaBHOMY
CEeKTOpl Ta (¢parMeHTapHICTh 3akoHO/AaB4oi ©Oa3u. HasBHi mpaBuna, 1wl
PEryJIoI0Th €1EKTPOHHI (pIHAHCOBI OMepallii, 4acTo He BIAMOBIAAIOTh Cy4aCHUM
CTaHJapTaM 1 HE BpPaXOBYIOTh MDKHAPOJHI CTaHJIapTU KibepOe3neku. 30kpema,
HEOOX1THO TMOCUJIIUTU 3aKOHOJABCTBO IIOAO 3aXHCTy MEPCOHAIBHHUX JaHUX 1
00poTEOM 3  KIOEp3JIOUMHHICTIO, 100 3poOUTH Jep>KaBHI BeO-cailTu
Oe3MeUYHNMU.

Henocraths mudpoBa rpaMOTHICTh TPOMAJISH 1 IEpKaBHUX CITY>KOOBIIIB €
e OJIHUM 3HAaYyHUM (PAKTOpPOM, IO MEPEIIKOMKAE PO3BUTKY EJIEKTPOHHUX

IJIaTeXIB Yy MyOJIYHOMY aIMIHICTpyBaHHI. barato iroaeil HpoJOBKYHOTh
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BiJIJlaBaTH TepeBary 3BUYAHUM (PIHAHCOBUM OIEpallisiM 4epe3 HEAOBIPY 10
uudpoBux cepBiciB ab0 MoraHe poO3yMiHHSA TOTO, SK BOHHM MpalioTh. Kpim
TOTO, JIEp’KaBHI YCTAHOBHU CTUKAIOThCS 3 MPOOJIEMOI0 HecTaul KBamiiKOBaHUX
mpaiiBHUKIB 'y chepi IT Tta kibepOesnexu. Ile pobuth po3poOKy Ta
BIPOBA/KCHHS €(DEKTUBHUX IUMPOBUX PIIIEHb OUIbII CKJIaJHUM 3aBJaHHSIM.
3riiHO 3 JOCHIIKEHHSAMH, OJHIEI0 3 OCHOBHUX MPUYUH HEE(HEKTUBHOCTI
uudpoux pedbopm € gedimur coemianmictiB y chepi  MyOIIYHOTO
aJMIHICTPYBaHHS.

Otmxe, mIsg MOAOJAHHS LHMX TPoOJieM MOTPiOEH KOMIUICKCHHMM MiaXij,
AKUA BKIIOYa€ (DIHAHCOBY MIATPUMKY UHU(PPOBUX 1HIIIATUB, MOJEPHI3aLII0
TEXHOJIOTIYHOI 1H(PACTPYKTYpH, YIOCKOHAJICHHS HOPMAaTUBHO-IIPABOBOI 0a3u
Ta TIJBUIICHHS PiBHSA LU(PPOBOI TPpaMOTHOCTI HACEJIEHHS Ta MpaliBHUKIB
JEPKAaBHOTO CEKTOpPY. 3aBASKHM CHUHXPOHHOMY BHUPIIMICHHIO IUX MPoOIemM
MOXHa JTIOCSATTU BUCOKOTO PIBHS €(PEKTUBHOCTI Ta O€3MeKH Aep:KaBHUX OHJIAiTH-
IJIATDKHUX CHUCTEM, 1[0 CHOPUSITUME PO3BUTKY MUGPOBOro MyOIIYHOTO
aJMIHICTPYBaHHS.

BucHoBKHM i mepcneKTHMBH MOAANBIIUX JOCTIIKEeHb. TakKuM YUHOM,
BIPOBA/PKCHHS  €JEKTPOHHUX IUIATDKHUX CHUCTeM Yy cdepi myOIidHOro
aMIHICTPYBaHHSI € BaXJIMBUM eTarnoM IudpoBoi TpaHchopMallii epxKaBHOTO
yrpasiiHHs. L1 cuctemMu nokpaiiyoTh SKICTh (IHAHCOBUX MOCIYT, 3MEHIIIYIOTh
OropokpaTiio Ta poOnATh (iHAHCOBI omepallii Oulbin mpo3opumu. OgHAK
HeJocTaTHE (DIHAHCYBAHHS, TEXHIYHI OOMEXKEHHS, PETyIsSTOPHI MpOrajluHU Ta
HU3bKUU piBeHBb NUGPOBOI IPaMOTHOCTI HACEJIEHHS — 1€ ekl 3 mpodiiem, sKi
MEePENIKOKAITh IU(]poBi3alii. YCyHEHHS [UX MEPElIKo[ € HEe0oOXiIHOI0
YMOBOIO CTBOPEHHSI HaJ1HO1, 0€3MeuHO01 Ta €()eKTUBHOI CUCTEMH €JIEKTPOHHUX
MJaTeXiB 1 JaepkaBHHX 1iieid. Komm BOHM 3HalOTh TIpo  IpodiiemMu
KiOepOe3neku, MOTEHLIMHI 3arpo3u IaxpaiictBa Ta Henodiku (HIHAHCOBOI

1H(pacTpyKTypH, Aep>KaBU MOXKYThb 3MIHUTU CBOi ICHYIOUl 3aCO0M 3aXHCTy Ta
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CTBOPIOBaTM Kpalll MOJeNi YIOpaBIiHHS EJIEKTPOHHUMHU (HIHAHCOBUMHU
MOTOKAMH.

JocnikeHHsl TOBUHHI 30CEPEAUTHUCS HAa BIIOCKOHAJIIEHHI 3aKOHOJIaBCTBA
o0 nudpoBux (HpiHAHCOBUX Olepalliil, kibepOe3nell eIeKTPOHHUX TIaTeXIB 1
MIJBUIIIEHHI O0013HAHOCTI TpOMaAsSH W00 OE3MEYHOr0 BUKOPUCTAHHS
Jep>KaBHUX OHJIalH-cepBiciB. KpiM TOro, BHUBYEHHS MIXXHApOAHOTO JOCBiIY
nupoBux (GIHAHCOBUX TEXHOJOTIA 1 MOXIMBOCTEM iX ajanTamii 110
YKpaiHCHKHUX pealliil € BAXKJIUBUM HampsiMoM. Po3poOka KOMIUIEKCHOTO MIIX01y
70 OIIIHKM €(EeKTUBHOCTI BIPOBAHXKEHHS EJICKTPOHHUX IUIATIKHUX CHUCTEM
JI03BOJIUTh HE JIMIIE MOKPAIIUTH iXHIO pOOOTY, ajie ¥ BU3HAUUTHU HaWKparll

HUISIXYW TOIaJbIo1 U(poBi3allii Aep>KaBHOTO yIPaBIiHHSL.

Jlireparypa

1. Kusunmo €. O. AxryanbHi npobnemu KiOepOe3lneku B cHCTEMax
€JEeKTPOHHUX KOMYHIKalii Yy4acHHMKIB (DIHAHCOBOTO PHUHKY YKpaiHu 3
ypaxyBaHHSIM MIKHApOJHMX MPaKkTUK y Wik cdepi. [lyoniune ynpasninns XXI
cmonimms.  0cooauBoOCmMi  80EHHO20 I  NICNAB0EHHO20 nepiodig:. XXIII
Miscnapoonuti  naykosuti xomepec. Xapkis, 2023. C. 485-488. URL:
https://www.researchgate.net/publication/380908571 Aktualni problemi kiber
bezpeki v_sistemah elektronnih komunikacij ucasnikiv_finansovogo rinku
Ukraini_z urahuvannam_miznarodnih praktik u cij sferi (mara 3BepHEHHS:
13.02.2025).

2. bepecnascbka O. 1., I'yneit A. [. dinaHCOBI TEXHOJOT1I: HaBYAIBHUIN
nociOHuk. JlHinpo: /IHimpoBChKMI HallOHANIBHUHN YyHIBEpcUTET iMeH1 Ouecs
['onuapa, 2022. 260 C. URL:
https://dpu.edu.ua/images/Documents/NAUKA/Naukova%?20biblioteka/Navcal
no-metodicna%?20literatura/F/Finansovi%20tehnologii.pdf (mara 3BepHeHHS:
13.02.2025).

3. Mazuuk JI. B., [ymit 3. II. YopaBniHHs AisuibHICTIO (haxiBIB 3

International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2




International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2

KiOepOe3neku B yMOBax MOBHOMAacCHITAOHOIO BTOPrHEHHS. Mewnedocmenm ma
nionpuemMHuymeo 8 Ykpaini: emanu cmanosnenus i npoonemu pozsumxky. 2023.
No 2 (9). C. 54-65. URL: https://science.lpnu.ua/sites/default/files/journal-
paper/2023/dec/32677/menedzhment223maket-54-65.pdf (maTta 3BepHEHHS:
13.02.2025).

4. OpraHizaliss eKOHOMIYHOTO crmiBpoOiTHUIITBA Ta po3BUTKY (OECD).
Enhancing Resilience by Boosting Digital Business Transformation in Ukraine.
2024. URL: https://www.oecd.org/content/dam/oecd/uk/publications/reports/20
24/05/enhancing-resilience-by-boosting-digital-business-transformation-in-

ukraine c2e06e50/5d9e86a7-uk.pdf (nara 3Bepuenns: 14.02.2025).

References

1. Actual problems of cybersecurity in electronic communication systems
of financial market participants in Ukraine, taking into account international
practices in this area. Public Administration of the XXI Century: Peculiarities of
the Military and Postwar Periods: XXIII International Scientific Congress.
Kharkiv, 2023. C. 485-488. URL:
https://www.researchgate.net/publication/380908571 Aktualni problemi kiber
bezpeki v_sistemah elektronnih komunikacij ucasnikiv_finansovogo rinku
Ukraini_z urahuvannam_miznarodnih praktik u cij_sferi [in Ukrainian].

2. Bereslavska O.I., Hulei A.l. Financial technologies: a textbook.
Dnipro: Oles Honchar Dnipro National University, 2022. 260 c. URL:
https://dpu.edu.ua/images/Documents/NAUKA/Naukova%?20biblioteka/Navcal
no-metodicna%20literatura/F/Finansovi%?20tehnologii.pdf [in Ukrainian].

3. Maznyk L. V., Dvulit Z. P. Management of cybersecurity specialists
in the conditions of a full-scale invasion. Management and entrepreneurship in
Ukraine: stages of formation and development problems. 2023. Ne 2 (9). C. 54-
65. URL: https://science.lpnu.ua/sites/default/files/journal-
paper/2023/dec/32677/menedzhment223maket-54-65.pdf [in Ukrainian].

International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2




International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2

4. Organization for Economic Cooperation and Development (OECD).
Enhancing Resilience by Boosting Digital Business Transformation in Ukraine.
2024. URL: https://www.oecd.org/content/dam/oecd/uk/publications/reports/20
24/05/enhancing-resilience-by-boosting-digital-business-transformation-in-

ukraine c2e06e50/5d9e86a7-uk.pdf [in Ukrainian].

International Scientific Journal “Internauka’ https://doi.org/10.25313/2520-2057-2025-2




