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Summary. The article considers the problem of information manipulation
of society. The development of digital technologies has not only benefited us, but
also contributed to the fact that fakes have become more and they are spreading
faster. Misinformation has a negative impact on economic and political
processes, threatens all security and national aspects of any country.
Information security has become especially important in the context of Ukraine's
war with Russia. In order to counter Russian propaganda, it is necessary to
understand its main points, objects and psychological effects on the individual
and society as a whole. Today, Russia uses disinformation as one of the
weapons in the war with Ukraine.

Information security can be effective when it covers the whole society,

institutes and institutions; media literacy of all segments of the population is
formed.
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It is important to study the history, main stages and tools of Russian
propaganda. Analysis of the impact on the world community, the foundations of
the formation of a negative and false image of Ukraine is a condition for
opposing Russian propaganda.

Key words: information security, disinformation, information

manipulation, Ukraine's war with Russia.

Anomauin. B cmammi poszensoaemvci npobrema  ingopmayiunoi
maHinynayii cycninecmeom. Pozsumox yugposux mexuonoziii Haoas Ham He
minvKy O1aza, a U cnpusg momy, wo ¢etikie cmano Oinvuie i NOUUPIOIOMbCS
60HU weuoute. Jlezingpopmayis mae He2amuHuli 6NIUE HA EKOHOMIUHI,
NOJIIMUYHI NPOYecu, 3acpodcye BCiM 0e3 NeKosUM HAYIOHANbHUM aCNeKmam
m060i kpainu. Ingopmayiiina besnexka Hadyna ocobaUBOI AKMYANbHOCHI 8
ymoeax eiinu Yxkpainu 3 Pociero. [ moeo, wob npomucmosamu pociiiCoKili
nponazamoi ciio 3po3ymimu ii OCHOBHI MOMeHmU, 00 €EKmuU ma NCUXON02IUHUX
enaue Ha ocobucmicms ma cycnitbcmeo 6 yinomy. Cvoeooui Pocis
BUKOPUCIOBYE Oe3iHpopMmayito, K 00HY 3 8U0i6 30poi y 6ilini 3 Ykpainoio.

Inghopmayiiina besnexka modxce Oymu 0i€8010 KOMU OXONIIOEMbCA 8Ce
CYCRiNbCmMEo, IHCmumymu ma iHcmumyyii, opmyemocs media 2pamomHicmo
8CIX 8epCmM8 HACENIeHHA.

Baoicnueum € eueuennsa icmopii, OCHOGHUX emanie¢ ma IHCMPYMEHMIE
nponazanou Pocii. Ananiz eniugy ma cimogy CnilbHOmMy, O0CHO8 (POPMYBAHHS
He2amueHo20 ma Henpagouso2o imiodxcy Ykpainu € ymogoro npomucmosiHHs.
POCIUCHKIIL NPONA2aHoL.

Knwuoei cnosa: inopmauivina desnexa, oezingopmayis, inghopmayiiini
maninyaayii, eiuna Yxpainu 3 Pociero.

Statement of the problem. Misinformation is a challenge for everyone. It
is broadcast on major TV channels, easily penetrates our news feed under the

guise of completely innocent publications, such as from the life of the
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hometown, it is filled with anonymous telegram channels, which under the guise
of insiders often promote manipulations that have a very specific purpose. And
all this has direct consequences that affect everyone's life.

Disinformation can be used to manipulate citizens in elections, which
ultimately determines which reforms will or will not be carried out by the state
and what its foreign policy course will be. Disinformation politicizes a wide
variety of topics, from language to historical issues, and deepens divisions in
society, making it even more vulnerable to harmful external influences.

Political information manipulation has existed for as long as humanity
has, but in recent years it has been the focus of many countries and international
organizations. In 2015, the EU set up a Strategic Communications Task Force to
respond to this information challenge. There is a growing emphasis on
countering NATO's information in its strategic documents, and information
threats are highlighted in the national security doctrines of various nations.

In 2021, two government centers were established in Ukraine to respond
to such threats: the Center for Countering Disinformation under the National
Security and Defense Council of Ukraine and the Center for Strategic
Communications and Information Security under the Ministry of Culture and
Information Policy. Which was another attempt by the state to respond to this
threat.

State and international institutions are far from the only ones who focus
on them, and civil society and even business make a great contribution to this
process. Major social platforms such as Facebook and Twitter are introducing
new fact-checking mechanisms to limit the spread of misinformation. In various
countries, including Ukraine, there are many public initiatives and think tanks
that study this problem.

Analysis of recent researches and publications. Problems of
information security at the present stage, the formation of state policy in the

field of information policy in Ukraine has been the subject of research by such
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scientists as Teleshun S., Reiterovych 1., Sashchuk H., Zaplotynskyi B.,
Panchenko O., Bilenchuk P., Borysova L., Dmytrenko M., Shevchuk V.,
Karpenko O. and others. Such scientists as Shevchenko T., Barovska A.,
Lukashenko A., Levchenko O., Dovnar V., Makarenko Ye., Pahnin M., Pashkov
M., Dvorovyi M. wrote about methods of combating disinformation and how to
resist the challenges of information warfare.

Teleshun S. emphasizes that the basis of globalization is the integration of
information systems of different countries into a single global information
system, the formation of a single information space, the creation of global
information and telecommunications networks, intensive use of new information
technologies in all spheres of public life, including public management [6].

Sashchuk H. claims that in the process of informatization a person has
become informationally "transparent". If you have the desire and the means, any
available information about a particular person can be made available and used
for their own purposes by another person, a group of people, a social group and
the state. Only a small part of the population can prevent unwanted access to
their information. Most people do not have this opportunity and remain
defenseless in this regard. In particular, such a threat has advanced with the
development of social networks. After all, the vast majority of people cover all
information about themselves on social networks in the open access [5].

Formulation purposes of article (problem). The aim of the research is
to study the mechanisms of disinformation by Russia in the war with Ukraine.
The biggest peak of information security, of course, has come right now, in the
context of Russia's full-scale war against Ukraine. When the information
consumed by ordinary Russians year after year has become so deadly that it
makes one disbelieve one's own sons, grandsons, parents and relatives in
general. With the help of information, not only the brains of the Russians have
been washed away, but also the whole civilized world is able to convey what

horrors and barbarisms are taking place on Ukrainian territories, which has a
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great positive impact. After all, ordinary citizens watching this horror on TV
screens are pressuring the authorities to take more radical measures to help
Ukraine, whether it is tightening sanctions or supplying weapons.

The main material. In order to understand how Russian propaganda
works, it is necessary to understand that it communicates with its consumer
through narratives, and it is its experts who consider it to be the main structural
element of Russian propaganda.

Narrative is an interpretation of events, the best example of a narrative is a
myth, legend or fairy tale. Recently, the word "narrative" was introduced into
fashion by postmodern philosophers. Narrative is not a description of reality, it
is an instruction to understand reality. Narrative is always subjective. For
example, the same war described by the victors and the vanquished looks
different. At the heart of each description is its narrative - the narrator creates a
model of the world in which the event takes place. The narrator, in fact, tells the
audience what to think about this event.

The power of narrative is in the ease and clarity of presentation. When it
is clear who is "own" and who is "foreign", who is "winner" and who is
"defeated", and for whom to support and whom to condemn. And another secret
of the power of narratives in their repetition.

Psychological research confirms that if people repeat a false statement
many times, even if they know that it is wrong with each subsequent repetition,
they will be less and less sure of it. The Russian media has fundamentally
changed the paradigm of news: facts and events are used to confirm pre-
prepared narratives. Once the narratives are defined, they make less use of fake
news, while most of them use deliberately manipulated and distorted interpreted
real events.

Also, very often, the narrative is harder to refute. Everything is clear with

the fake. We declare that this is not true, but the truth is actually different.
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Narratives are much more difficult, because we cannot refute manipulative
judgments that are used on real fact

Since the direct military intervention in Ukraine in 2014, we as a country
have been actively fighting against Russian disinformation, information
operations, various fakes, manipulations, hostile narratives, as well as military,
economic, diplomatic and political action - all that defines the term a hybrid
war.

The hybrid attack began long before that, in 2006 Russian President
Vladimir Putin officially unveiled a new ideological platform, the "Russian
World". Russia had already stated at the time that it had a duty to protect all
compatriots in the Russian world, who defined themselves as all Russian-
speaking people not only in Russia but also abroad.

"Russian World" is a certain ideological platform. Within a few months,
the term gained geopolitical significance, as is often the case in Russia, and the
idea was flooded with specialized literature, explaining the concept to
completely different audiences. This technology will then be used by full-time
writer at the beginning of the Russian-Ukrainian war, when the Kremlin will
need to explain and encourage to join the so-called "Donbass irregulars".

And already in 2008, Putin (2008) delivered his famous speech, almost
legendary, in Munich, at a conference on security. He said agreements with the
West had been broken, "NATO is moving to our borders" and Russia would
respond accordingly. It is from that time that the propaganda and militaristic
machines work synchronously.

In 2010, Russia adopted a new military doctrine, and in 2016 Russia
changed another important strategic document that defined the country's
movement - the Concept of Russia's Foreign Policy. In it 2 new tasks of Russia
in the foreign policy direction were named:

- «strengthening Russia's position as one of the powerful centers of the

modern worldy;
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- «strengthening the position of the Russian mass media and mass
communications in the global information space and bringing the Russian point
of view to the broad circles of the world community».

Unlike Western countries, where information operations are seen as short-
term tactical actions during hostilities, Russia defines them in its documents as a
continuous activity that does not depend on the state of relations with a
particular country. In other words, Russia considers itself in a constant state of
information warfare, while the West does not.

The military doctrine of the Russian Federation since 2015 among the
tasks of the Russian armed forces in third place puts the development of
forcesand means of information confrontation. Thus, the official security
documents of the Russian Federation explicitly state that:

a) Russia believes that it is threatened by the United States, NATO and
the West in general, that information warfare is part of this threat and an
important component of modern warfare;

b) for Russia Euromaidan and Ukraine's refusal to integrate with it is "a
new threat to national security";

c) Russia is "defending itself" from these threats through the development
of information confrontation.

If Ukraine had studied more of the processes taking place in Russia, we
would probably have been less surprised by the flow of disinformation that has
befallen our society since Euromaidan. And it was and is an integral part of the
military seizure of Crimea and the occupation of Donbass. For example, military
strategists from different countries are still trying to understand why Russia
managed to occupy the Crimea so easily. It is believed that one of the good
reasons 1s a successful disinformation campaign. Eyewitnesses of the Crimean
occupation recall how many Crimean people were frightened by rumors of a
train with armed Bandera members who were about to come to teach them a

good lesson. Of course, no train arrived. This was one of the fabrications of the
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Russian information forces, because of which the Crimean people began to look
at Russia as a savior from the armed Banderites (banderivtsi).

Thus, misinformation has helped Russia occupy Crimea with minimal
military costs and losses. It is these asymmetric actions that can be more
effective than traditional military ones and are mentioned in Russia's security
documents.

What nonsense can be heard from the central Russian TV channels is not
just propaganda - it is part of a military strategy to conquer our state, but not
with a traditional war, it is called a "hybrid war". This is a war in which the
aggressor achieves political goals by combining methods of disinformation and
active measures.

Here is what the main Russian propagandists said about Ukraine during
the 8 years of war in the east of our country:

e Civil war continues in Ukraine, it is a question of delegitimizing of the
institution of power in Ukraine, especially the Armed Forces of Ukraine, which
according to their reports: kill civilians, break the truce, suffer terrible losses and
defeats;

e Ukraine is an understate, inferior state, it mens one that cannot cope;

e Russia helps Donbass and Crimea

e Russophobia flourishes in Ukraine;

e fascists and radicals are destroying Ukraine;

e Ukraine is a puppet of the West, in 2020 it was finally formed into a
narrative in the so-called external management;

e Russian-speaking people are being persecuted in Ukraine, one of their
favorite topics.

The anti-Russian position of the Ukrainians, as they say, is the cause and
justification of Russia's aggressive behavior, and not the other way around -

Russia's aggression, which results in an appropriate attitude. That is, the
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Russians seem to have a right to righteous anger against "treacherous and
Russophobic Ukrainians".

It can be concluded that the Kremlin's narratives about Ukraine were
extremely stable, and this was their strength. Russian propaganda has been
repeating the same content for years, confirming these narratives.

The history of Russian disinformation in Ukraine really began with
Euromaidan, so its roots grow from there. According to a study by the Kyiv
International Institute of Sociology, the core of Russian propaganda is a quasi-

logical chain (Fig. 1).

The chain of effectiveness of Russian propaganda
The Maidan was organized by the Americans along with nationalists

N/

as a result of the Maidan, nationalists came to power, threatening the
Russian-speaking population of Ukraine

N/

the Crimea and the East of Ukraine were in danger

N/

the Crimea has been defended by including it into Russia, and the East has
risen up and wants independence and security blanket

N

nationalists who came to power illegally started a war with their people

Fig. 1. The chain of effectiveness of the Russian propaganda [7]

According to further research conducted by the non-govermental
organization Detector Media, most residents of the south-east viewed
Euromaidan as an armed coup, with a total of about 31% in Ukraine believing
0. (2019) This stratum of the population was needed by Russia, so it supported
his beliefs, constantly nourishing the narrative.

Another narrative 1s the war in Donbass, there were also correlations with
the regions. The Ukrainians in the south-east were more likely to blame Ukraine
than Russia for the start of the war, and less likely to believe that it continued
because of Russian military support for the so-called "LPR" and "DPR." And

although in the south-east they did not agree 100% with the Russian narrative,
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but a much larger share of those who are unsure. And one of the purposes of
disinformation is not only to promote thought, but also to confuse (2019).

In 2014, the conditional Russian narrative spread in Ukraine because it
was the first, and because it was repeated over and over again in different
variations for 8 years. Based on its analysis, the Kyiv International Institute of
Sociology (2015) concluded that Kharkiv, Odesa Oblast and Donbass were the
most exposed to Russian disinformation, and the West was the least exposed
(Fig. 2).

As Ukrainians often heard conflicting assessments, both versions often
coexist in their brains, for example, 45% believe that the war in eastern Ukraine
lasted both because of Russia's military support and the interest of the Ukrainian
government and oligarchs. This is how misinformation works, with frequent
repetition of theses embedded in the subconscious, and not necessarily critica.

IHAEeKC pe3ynbTaTUBHOCTI POCIMCBbKOT NponaraHam no perioHax
YKpaiuu

Fig. 2. Index of effectiveness of Russian propaganda in the regions of Ukraine [7]

The main material. One can see that Kremlin propaganda throughout its
history has had a tremendous impact on Ukrainian society. It was one of the
reasons for the beginning of the conflict in Donbass in 2014 and such an easy

occupation of the Crimea. In general, it was aimed at splitting Ukrainian society
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by injecting information about the most painful points of citizens, such as:
language, distrust of power, arbitrariness of oligarchs, and so on. And,
surprisingly, it had a real result. After all, even the greatest patriots of Ukraine
worked for this. Real facts were taken, and information was disseminated and
gained scale, later raising society.

These technologies should be inferred and prevented in the future by
ensuring an appropriate legislative process to ensure that journalism standards
are met. The main challenge today is how to take systematic steps to respond to
Russia's information war. At a time when information is increasingly being used
as a tool in war, it is necessary to respond flexibly to today's challenges and
make appropriate decisions and laws.

If we mention the actions that need to be taken by public authorities in
Ukraine, we must first pay attention to all cases of concealment of the truth by
Ukraine, which have been committed since 2014 and which damaged the
international image of Ukraine. There is no need to copy Russia's approaches to
propaganda and disinformation. Instead, it is necessary to find a way of
communication that would be open and truthful (paying attention to both
negative and positive aspects). If we mention the actions that need to be taken
by public authorities in Ukraine, we must first pay attention to all cases of
concealment of the truth by Ukraine, which have been committed since 2014
and which damaged the international image of Ukraine.

There is no need to copy Russia's approaches to propaganda and
disinformation. Instead, it is necessary to find a way of communication that
would be open and truthful (paying attention to both negative and positive
aspects). It is necessary to carry out more active communication with citizens of
the eastern and southern regions of Ukraine. It is necessary to increase the
number of transmitters, build new towers for broadcasting TV and radio signals.
It is important to produce special information products for citizens living in the

temporarily occupied territories in eastern Ukraine and the Crimea. Equally
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important is the blocking of the signal of the Russian and separatist media in the
territory controlled by the Ukrainian government.

It is also worth paying more attention to creating and disseminating one's
own narratives, which will be more effective in combating disinformation than
refuting it each time.

It is important for Ukraine to create a regime of maximum support for the
work of international journalists (primarily from the EU and NATO). For this
purpose it is necessary to organize professional services of recording,
translation, consultations, finding contacts for those journalists who work with
Ukrainian topics. This will help to talk about Ukraine on the world stage, and
will begin to refute the narratives that the Russian Federation has been spreading

to an international audience for many years in a row.

References

1. Bilenchuk P.D., Borysova L.V., Neklonskyi .M., Sobyna V.O. Legal
Bases of Information Security of Ukraine: monograph / edited by P.D.
Bilenchuk. Kharkiv, 2018. 289 p.

2. Karpenko O.V. Development of Strategic Approaches and Practical
Recommendations to Counter the Spread of Disinformation in Ukraine
through Social Media. URL:
https://drive.google.com/file/d/1BzyRnK{v9 6;VqQu8EN zOG6dwQPOaBn
U/view. (date of access: 07.04.2023).

3. Media Literacy and Russian Propaganda. Kyiv, 2019. URL:
https://detector.media/doc/images/news/archive/2016/164308/DM_KMIS t
ables-03 2019 ENGL WEB.pdf (date of access: 22.04.2023).

4. Putin V. Speech at the NATO Summit (Bucharest, April 4, 2008), UNIAN
News Agency. 18.04.2008. URL: http://www.unian.net/politics/110868-
vyistuplenievladimira-putina-na-sammite-nato-buharest-4-aprelya-2008-

goda.html (date of access: 23.04.2023).

Electronic Scientific Publication “Public Administration and National Security”
https://doi.org/10.25313/2617-572X-2023-5




Electronic Scientific Publication “Public Administration and National Security”
https://doi.org/10.25313/2617-572X-2023-5

. Sashchuk H. Information Security in the System of National Security.
Topical Issues of Humanities, Technical and Natural Sciences. 2021. URL.:
https://jti.donnu.edu.ua/article/view/11969 (date of access: 28.04.2023 p.)

. Tenemyn C. O., PeittepoBuu 1. B. [npopmaniiino-aHaniTuuHa AisUIbHICTD B
Jep>KaBHOMY YIPaBIiHHI : HaBYaJbHO-METOAWMYHI Mmatepianu. Kuis
HAY, 2013. 36 c.

. IlHmexc  pe3ynapTaTUBHOCTI  pociiickkoi  mpomaranau.  KuiBchkuit
MDKHapoaHui 1HCTUTYT couioiorii. URL: https://usp-ltd.org/pres-relizy-ta-
zvity-indeks-spryjniattia-rosijsko-ukrainskoi-vijny-rezultaty-telefonnoho-
opytuvannia-provedenoho-19-24-travnia-2022-roku/ (date of access:
28.04.2023)

. Reiterovych [.V. Information and Analytical Activities in Public
Administration: Educational and Methodological Materials. Kyiv
National Academy of State Administration, 2013. 36 c.

. Ilanuenko O. Indopmarriiina Oe3neka B KOHTEKCTI BHUKIHUKIB 1 3arpo3
HalllOHaNbHINM  Oe3meui.  /[lepowaene — ynpaeéninns  ma  micyege

camospsoysanns. 2020. Ne 2(45). C. 57-61.

References

Bilenchuk P.D., Borysova L.V., Neklonskyi I.M., Sobyna V.O. Legal
Bases of Information Security of Ukraine: monograph / edited by P.D.
Bilenchuk. Kharkiv, 2018. 289 p.

Karpenko O.V. Development of Strategic Approaches and Practical
Recommendations to Counter the Spread of Disinformation in Ukraine
through Social Media. URL:
https://drive.google.com/file/d/1BzyRnK{v9 6jVqQu8EN zOG6dwQPOaBn
U/view. (date of access: 07.04.2023).

Electronic Scientific Publication “Public Administration and National Security”
https://doi.org/10.25313/2617-572X-2023-5




Electronic Scientific Publication “Public Administration and National Security”
https://doi.org/10.25313/2617-572X-2023-5

Media Literacy and Russian Propaganda. Kyiv, 2019. URL:
https://detector.media/doc/images/news/archive/2016/164308/DM_KMIS t
ables-03 2019 ENGL WEB.pdf (date of access: 22.04.2023).

Putin V. Speech at the NATO Summit (Bucharest, April 4, 2008), UNIAN
News Agency. 18.04.2008. URL: http://www.unian.net/politics/110868-
vyistuplenievladimira-putina-na-sammite-nato-buharest-4-aprelya-2008-
goda.html (date of access: 23.04.2023).

Sashchuk H. Information Security in the System of National Security.
Topical Issues of Humanities, Technical and Natural Sciences. 2021. URL.:
https://jti.donnu.edu.ua/article/view/11969 (date of access: 28.04.2023 r.)
Teleshun S. O., Reiterovych 1. V. Informatsiino-analitychna diialnist v
derzhavnomu upravlinni : navchalno-metodychni materialy. Kyiv : NADU,
2013. 36 s.

Indeks rezultatyvnosti rosiiskoi propahandy. Kyivskyi mizhnarodnyi
instytut sotsiolohii. URL: https://usp-ltd.org/pres-relizy-ta-zvity-indeks-
spryjniattia-rosijsko-ukrainskoi-vijny-rezultaty-telefonnoho-opytuvannia-
provedenoho-19-24-travnia-2022-roku/ (date of access: 28.04.2023)
Reiterovych 1.V. Information and Analytical Activities in Public
Administration: Educational and Methodological Materials. Kyiv
National Academy of State Administration, 2013. 36 s.

Panchenko O. Informatsiina bezpeka v konteksti vyklykiv 1 zahroz
natsionalnii bezpetsi. Derzhavne upravlinnia  ta  mistseve

samovriaduvannia. 2020. Ne 2(45). S. 57-61.

Electronic Scientific Publication “Public Administration and National Security”
https://doi.org/10.25313/2617-572X-2023-5




