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PERSONNEL SECURITY IN THE SYSTEM OF RISK MANAGEMENT
OF EMERGENCIES OF BUSINESS STRUCTURES
KAJIPOBA BE3IEKA Y CUCTEMI PUBUK-MEHEJ)KMEHTY
HAJI3BBUMAHHUX CUTYALIHN BIBHEC-CTPYKTYP

Summary. In economics, the decision-making process at all levels of
government takes place in conditions of constant uncertainty of the final results
of activities. The growing tendency of process uncertainty and global
consequences, which was clearly seen in the example of the coronavirus
pandemic, forces all businesses to pay attention to the risk management system
as an effective tool to counter the impact of emergencies that affect all aspects of
a business. One of the "weaknesses" of the business structure is its personnel
component. Risk management, an important management tool at all levels and a
risk-oriented approach, provide many methods and ways to make decisions more
consciously and reasonably.

The theoretical and methodological analysis allowed the author to develop
recommendations for improving personnel security in the risk management
system of emergencies of business structures. The peculiarity of the proposed
guidance is that it allows taking into account modern phenomena, namely
emergencies that occur in the contemporary world and tend to increase in size,
scale and damage. Ignoring the quality of human resources management of

business structures, the level of professional development of workers,
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mechanisms for reproduction and implementation of their business qualities,
protection of the interests of professionals and safety of society from non-
professionals poses a real threat the security of all humanity. Crisis phenomena
create additional obstacles for business structures on the way to their sustainable
development. The risk management system has always been able to protect the
organization from harmful influences, the effectiveness of which depended on
how modern this system is, i.e. able to meet everyday challenges. Today, the most
acute problem is emergencies: pandemics, fires, earthquakes, etc.; all this forces
businesses to move to remote work. Thus, when creating a modern system of
business management risk, it is necessary to focus on its personnel component
through the prism of the impact of emergencies.

Key words: business structure, emergency, informatization, risk

management.

Anomauyin. B exonomiyi npoyec nputinamms piuieHb HA BCIX DPIGHAX
VNPAGiHHa 8Ii00Y8AEMbCS 68 YMOB8AX NOCMIUHOI HEBUSHAYEHOCMI KIHYegux
pe3yarbmamig OisnvHocmi. llocunenHs meHOeHyii HegU3HAYEeHOCMI NPoyecis i
2100aNbHUX HACTIOKI8 610 HUX, W0 YIMKO OVI0 6UOHO HA NPUKIAOI NAHOEeMIl
KOpPOHABUpPYCa, 3MYUYE 6CI 20CN00aprotodi cyb'ekmu 36epHymu c8oio y8azy Ha
cucmemy pusUK-MeHeOHCMeHmy 5K eQeKmusHo2o0 IHCMpPYMeHmy npomuoii
BNIUBY HAO38UYAUHUX CUMYAYILl, K 3aYinaoms 6ci acnekmu OisiibHOCmi Oi3Hec-
cmpykmyp. OOHUM 3 «CIAOKUX MicYb» Oi3Hec-CmMpPYKmMypu € ii Kadpoea cKkiaoosa,
VNPAGIIHHA PUBUKAMU SIKOI € 8ANCTUBUM YNPABAIHCOKUM [HCMPYMEHMOM HA 8CIX
PIBHAX, MAKOIHC PUBUK-OPIEHMOBAHUL NIOXIO 0a€ Oe3niu Memoois i cnocobis, sKi
00380.JI5110Mb NPUUMAMU PIlUeHHsL OLIbUL YCEIOOMIIEHO | 0OIPYHMOBAHO.

Teopemuxo-memooono2iunuii  ananiz 00360J1U8 ABMOPY pPO3PoOUmMuU
pexomenoayii w000 B00CKOHANEHHS KAOpo8oi 0Oe3neku 6 cucmemi pusuk-
MeHeOdCMeHmy Hao3eudanHux cumyayii 6iznec-cmpykmyp. QOcobaugicmio

3anponoHo8anoi pekomeHnoayii  momy, ujo 60HA 003B80JIAE 8PAXOBYBAMU CYYACH]
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A6uwa, a came Hao38UYauHi cumyayii, AKi 8i00y8aOmMbCs 6 CYYACHOMY CGIMI 1
Mawms MeHOeHYilo 00 KIIbKICHO20 3POCMAHHA, MacuimabHocmi i 3a80aHOl
wxoou. Heysaeca 0o saxocmi YnpaeniHHA KAOpOBUM NOMEHYIAIoM Oi3Hec-
CMpyKmyp,  pieHI0  npogecitinoco  po36UMKY  POOIMHUKIB,  MeXaHi3MIi8
giomeopenns i peanizayii ix O0iLl08ux sAKOcmel, 3aXUuweHocmi iHmepecis
npocghecionanie i 3axuwjeHocmi Cycniitbcmea 6i0 HenpogecioHanie cmeoproe
peanvhy 3azcpo3y Oesneyi 6cix cy6’exkmie cycninbcmea. Kpuzosi saeuwa
CMBOpPIOIMb 000AMKO8I nepeukoou Di3HeC-CMPYKMYpam Ha WLIAXY iX Cmanozo
pozeumky. Cucmema pusuK-meHeOHCMeHmy 3a8x4cou 30amua 0yia 3axucmumu
opeanizayiio 8i0 He2amueHo20 BNJUBY, PEe3YIbMAMUBHICIb AKOI 3anexcana 8io
Moo, HACKIILKU Ysi cucmema € Cy4yacHor, moomo 30amua 8ionogioamu came
cyuacuum  eukaukam. Cbo2oOHi  Haueocmpiwioro  NpobLeMor  Cmanms
HAO038UYAUHI cumyayii: nanoemii, noxcapu, 3emiempycu mowo, 6ce ye 3Myuye
nepexooumu Oi3Hec-cmpyKmypam Ha Oucmanyituny pooomy. Taxum yunom, npu
CMBOPEHHI  CY4acHoi cucmemu pusuK MeHeOdCMeHmy OIi3HeC-CImpPYKmyp
HeoOXIOHO aKyeHmysamu y6acy Ha ii Kaoposiil CKIA008ili Kpi3b NPU3M)y GHIAUBY
HAO36UYAUHUX CUMYAYIU.

Knrwuoei cnoea: 6iznec-cmpykmypa, kaoposa 0Oe3nexka, Ha036U4AlHA

cumyayisi, pusuK-meHeoNCMeHm.

Statement of the problem. In economics, the decision-making process at
all levels of management occurs under conditions of constant uncertainty of the
final results of activities. The increasing trend of the uncertainty of operations
and global consequences from them, which was clearly seen in the example of
the coronavirus pandemic, forces all business entities to turn their attention to the
risk management system as an effective tool for countering the impact of
emergencies that affect all aspects of the activities of business structures. One of
the "weak points" of the business structure is its personnel component. The staff

of the business structure affects all aspects of its life and is inextricably linked to
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its economic security. This is since its own staff usually generates the principal
risks of the company. According to statistical studies, about 51% of economic
crimes are committed by employees of companies, and effective organization of
work to ensure personnel security can reduce almost 60% of direct and indirect
losses of the enterprise associated with the human factor [1; 2]. Therefore,
ensuring personnel security is one of the essential aspects, as it is necessary to
eliminate social and economic threats. The lack of organizational and conceptual
foundations of personnel security management necessitate and relevance of a
systematic study of this problem.

Analysis of recent researches and publications. In international
standards, more and more attention is paid to risks that need to be managed not
just intuitively, but it is necessary to do it systematically and on an ongoing basis
[3; 4; 5]. The study of the personnel component of business structures has long
attracted the attention of many scientists and is covered in the works of scientists,
including Bashynska I. [1], Cherkasova S., Filyppova S. [6], Kovshun N.,
Kostrychenko V. [7], Smokvina G. [8; 9] and others. Despite the lack of unique
works on the stated topic, there is a fairly broad methodological basis on which
to rely. However, modern changes in society necessitate the improvement of
specific issues, such as personnel security in the risk management system of
emergencies of business structures.

Formulation purposes of the article. The paper aims to develop
recommendations for improving personnel security in the system of risk
management of emergencies of business structures.

The main material. Emergency — is the situation in a separate territory or
entity on its or water object, characterized by a violation of normal living
conditions caused by a catastrophe, accident, fire, natural disaster, epidemic,
epizootic, epiphysis, use of the means of destruction or a dangerous event that
(could) lead to a threat to the life or health of the population, a large number of

casualties and casualties, significant material damage, as well as the inability of
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the population to reside in such territory or facility proceedings on her economic
activity [10].

Thus, a pandemic due to coronavirus infection can be attributed to
emergencies. The COVID-19 pandemic has provided opportunities for some
businesses to grow and increase profits, but it has caused significant damage to
most.

First of all, it is the forced termination of most trade enterprises. Quarantine
measures led to the loss of income by enterprises, the cessation of supplies and
caused the loss of relevance to the previously successful activities. Quarantine
measures led to the loss of income by enterprises, the cessation of supplies and
caused the loss of relevance to the previously successful activities. The most
sensitive to adverse economic conditions are companies with high fixed costs,
which include industrial production. However, such conditions also affected other
business areas, including distributors of international companies that import
goods into Ukraine for further sale.

The most significant direct impact the COVID-19 outbreak is having on
humans. Organizations have focused on caring for their people and quickly
transitioning to new forms of work.

At this critical juncture, managers need to consider these changes while
remembering the need to build and maintain trust among their employees. The
level of trust depends on the degree to which managers care for the community,
all staff in general, and each employee in particular. This means that they must
demonstrate clear plans of action and ensure transparency in the decision-making
mechanism. This requires the creation of dedicated teams of leaders who can take
proactive measures, not just react to what happened, and at the same time
anticipate the changing needs of their employees.

Among the main drivers of the direct impact of COVID-19 is the need to
manage the immediate transition to a teleworking model and the willingness to

increase the number of sick leave. The solution to these challenges can be the
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creation of flexible digital jobs. The measures taken will differ from organization
to organization, but they should be based on the following principles:
— to protect employees and increase the level of opportunities available to
them;
— meet the basic needs of customers;
— and maintain business continuity.

For example, there is an urgent need for virtual messaging and doctor visits
in healthcare. While COVID-19 is the catalyst for the immediate deployment of
the Elastic Digital Workplace, we expect the crisis itself to change the way we
work fundamentally. Leaders need to develop a comprehensive Elastic Digital
Workplace implementation plan.

Regarding personnel security, we present its general structure by functional
elements (Fig. 1).

The proposed structure of personnel security should be considered in terms
of the relevant stages of work with staff (hiring - organization and motivation of
staff - coordination and regulation of staff - control of staff - dismissal) and, in
fact, the work of staff in the business structure, because in the process such work,
each of the elements reveals its functional purpose.

At the same time, it clearly reflects the logic of personnel security as a
system focused on the direct organization of work with staff and on maintaining
the general normal state of the business structure through a constant exchange of
information on personnel security, the dynamics of its leading indicators, their
relationship with others components of economic protection of the enterprise and

the external environment.
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Personnel security subsystem

> health diagnosing, analyzing, controlling, developing measures to prevent, prevent, reduce the impact of

q‘q;j safety internal and external risks that may adversely affect the health of staff (physical - damage to the body;
N % mental - mental disorders; spiritual - disorders of consciousness; social - social imbalance, alienation,

S@ occupational etc.), as well as forecasting their impact in the future;

—

safety lp|{ development, implementation, control of safety measures, as well as the formation of appropriate
working conditions, rules, principles, methods of compliance with best practices;

financial and development of the introductory provisions and regulations of remuneration, control over their
observance, forecasting of possibilities of improvement according to needs, interests, the purposes,
motives and opportunities; development of measures to provide a social package for staff, participation
in profits and share capital, receipt of preferential goods of the business structure, benefits and
career and compensations not related to standard working conditions, etc., as well as monitoring their
professional implementation, forecasting opportunities for support or expansion; pension guarantees; guarantees in

social P>
security

security (| creation, provision, regulation, control and monitoring of conditions of professional growth of the
personnel by the introduction of various forms of training, certification, a guarantee of career
advancement of the personnel, development of the corresponding programs, schedules; coordination of’
career and professional growth; analysis of the interdependence of professional and trade parameters;

psychological
and climatic
safety  |p

a set of measures for the formation, maintenance and development of decently stable psychological
administrative attitudes and types of behaviour that are formed based on mental reflection of living conditions in the

v
social and motivational security

and process of interpersonal interaction of work team (adaptation and socialization, working and leisure
procedural . requi.rem.ents, natgre of work, n.qodali.ty, hierarchy its .communication, fpnns of conflict prevention,
security inclusion in the socio-psychological climate of the business structure, attitude to leadership style, etc.)
> planning, control, organization, regulation, forecasting, coordination of procedures for evaluating the
technolo- work of staff (external, internal evaluation and self-evaluation), determining their potential for
gical promotion, preventing situations of incompatibility with the position, as well as ensuring a clear
security sequence of stages of work with staff;

H» planning, organization of provision, coordination, control and analysis of the technological provision of]
personnel with equipment and technologies necessary for work, monitoring opportunities for
improvement, etc.

qualitative and

2y categorical . - - - - .
g security is to monitor, plan, coordinate and control the optimal ratio between categories of staff (managers,
5 : . specialists, employees and workers) on the qualitative characteristics of staff (age, experience, turnover,
Q| information . o C
N 2 d gender, etc.), finding areas for equalization of structural proportions
— an
g communication is to monitor, plan, coordinate and control the optimal ratio between categories of staff (managers,
o security specialists, employees and workers) on the qualitative characteristics of staff (age, experience, turnover,
= - gender, etc.), finding areas for equalization of structural proportions;
=
w| intellectual
security > is to implement a set of measures aimed at creating, reproducing, preserving and protecting the

intellectual potential that is formed (used, transformed) by the staff of the business structure.

Fig. 1. The structure of personnel security of the enterprise by functional elements

Source: summarized by the author according to [1; 6-9])

Given the above, we can offer recommendations for improving personnel

security in the risk management system of emergencies of business structures

(Fig. 2).
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i 4

' - to reduce or eliminate possible losses from the risk of emergencies

| - risk prevention;
»— minimization of damage caused by risks;
- maximizing the additional effect that the state will receive as a result of risk management.

.

) 4

Mechanism

- prognostication; - regulation; | scale (maximization);

minimization;
adequate response;
reasonable acceptance.

- organizations; - coordination;
.- control; - motivation

Emergency Risk Management

S/

S system of risk management of emergencies of |-
< business structures

L8 [

- v v v v

3 personnel security

A L 2SN . 2R R 2 [
. § adaptive security flexible cooperation virtual work

B ! ! ¥

: § corporate culture and information | | distributed continuity seamless interaction

Fig. 2. Personnel security in the system of risk management of emergencies of business
structures

Source: developed by the author

The peculiarity of the proposed recommendation is that it allows one to
consider modern phenomena, namely, emergencies that occur in the
contemporary world and tend to increase in quantity, scale and damage.

Conclusions. Ignoring the quality of human resources management of
business structures, the level of professional development of workers,
mechanisms for reproduction and realization of their business qualities,
protection of interests of professionals and protection of society from non-
professionals (and even more so from destructive professionals) poses a real
threat to security. Crisis phenomena create additional obstacles for business

structures on the way to their sustainable development. The risk management
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system has always been able to protect the organization from negative influences,
the effectiveness of which depended on how modern this system is, i.e. able to
meet modern challenges. Today, the most acute problem is emergencies:
pandemics, fires, earthquakes, etc.; all this forces businesses to move to remote
work. Thus, when creating a modern system of business management risk, it is
necessary to focus on its personnel component through the prism of the impact of

emergencies.
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