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RISK MANAGEMENT OF EMERGENCIES OF BUSINESS
STRUCTURES IN THE CONTEXT OF GLOBAL INFORMATIZATION
PU3UK-MEHEUKMEHT HAJI3BUYAVHUX CUTYALLA BI3HEC-
CTPYKTYP B YMOBAX I'TIOBAJIbHOI IHOOPMATH3A LI

Summary. Modern processes in a society increasingly began to take on the
character of emergencies, namely, the situation in a certain territory, which
developed as a result of an accident, a dangerous natural phenomenon, a
catastrophe, the spread of a disease, a natural or other disasters that may or did
entail human casualties, damage to health people or the environment, significant
material losses and disruption of the living conditions of people. At the current
time, such a situation is the COVID-19 pandemic, which has already claimed the
lives of many people and brought significant economic consequences, including
a complete shutdown of the activities of business structures. In this regard, the
purpose of the study is to develop a conceptual framework for a risk management
system for emergency situations, which can ensure the normal operation of a
business structure and prevent its death in the event of an emergency event of any
nature. The author analyzed the impact of the COVID-19 pandemic on society
and the activities of business structures as one of the latest and most striking
examples of emergencies. The analysis revealed that this event could completely
destroy the business, therefore, the primary and indispensable criterion for the

normal viability of a modern business structure is the ability of top management,
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based on a strictly scientific basis, to predict, carry out prevention, rationally
control and effectively manage risks. Based on the analysis, the author proposed
conceptual risk management of emergencies for business structures in the context
of global informatization of digitalization. The proposed system is based on the
fact that modern processes in society are a symbiosis of two concepts - emergency
situations and "black swan", i.e. this is difficult to predict an event that has
significant financial and material losses and a violation of the living conditions
of an economic entity up to its complete dysfunction. The proposed
comprehensive emergency risk management system will allow neutralizing two
main and most ambitious consequences: catastrophic losses (financial, labour)
and suddenness of the event.

Key words: business structure, emergency, informatization, risk

management.

Anomauia. Cyuacui npoyecu 8 cycniibCcmei 6ce uacmiuie cmaiyu HoCumu
Xapakmep HA038UYAUHUX CUMYayili, a came 0OCMAHOBK)Y HA NEeGHI mepumopii,
wo ckianacs 8 pe3yibmami asapii, Hebe3neuHo20 NpUpoOHO20 ABUWA,
Kamacmpoghu, nowupenHs 3axe0prO8AHHs, CMUXIUHO20 YU [HUWL020 JUXA, SKI
MOJNCYMb CAPpUYUHUMU AOO0 CHPUYUHUIU 3a COOO0I0 THOOCLKI JHCepmeu, Kooy
300p08'10 1t10deti ab0 HABKOIUUWHLOMY Cepedo8UWy, 3HAYHI MamepiaibHi 30UumKu
ma nopyuleHHs YMo8 HCUmMmeOisIbHOCHI 1100eti ma 20Cno0apiooyux cyo eKmu.
Y nomounuii uac maxorw cumyayieto € namoemia COVID-19, axa 3abpana
ACUMMSL BIICE BENUKOT KIIbKOCMI 100€ll, A MAKONC NPUHECIA 3HAYHI eKOHOMIUHI
HACNIOKU, 8 MOMY YUCTE I NOGHY 3YNUHKY OlsIbHOCHI Oi3Hec-cmpyKkmyp. V 363Ky
3 Yum, Mmema OOCHIONHCEHHS. pOo3poouUmMuU KOHYenmyaibHi 3acaou pusuk-
MEHeOHCMeHmy HAO038UUAUHUX Ccumyayiti Oi3Hec-CmpYKmyp, SKaA Moxce
3abe3neuyeamu HOPMAIbHY OislbHICMb Oi3Hec-cmpykmypu 1 3anobiemu il
3azubeny 6 pasi HACMAHHA HAO38UYAUHOI NOOii 0)0b-sAK0i npupoou. Aemop

npoananizyeas eénaue nanoemii COVID-19 na cycninbcmeo i OisnbHicmo Oi3Hec-
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CMPYKmMyp, 5IK 00H020 3 OCMAHHIX | HAUOLIbUL ACKPABUX NPUKIAOI8 HAO38UYAUHUX
cumyayiu. Ananiz 8us6us, wjo 0ana nodis Moxce HOGHICMIO 3pYUHYy8amu Oi3Hec,
MAKUM YUHOM, 20JIOBHUM i HEOOMIHHUM KpUmMepiemM HOPMAlbHOI Oi€30amHOCmi
Cy4acHoi OiZHec-CMpPYKmMypu € 6MIHHS 8UW020 KepIiBHUYMBA, CRUPAIOYUCH HA
CMpo20  HAYKOBY OCHO8Y, NPOSHO3Y8AMU, NPOBOOUMU  NPOPDIIAKMUKY,
PAyioHaIbHO KOHMpPO08amu i eghekmugHo ynpagnsamu pusukamu. Ha niocmasi
aHanizy asmop 3anponoHy8as KOHYEeNnmyanibHi 3acaou pPUsUK-MeHeOHNCMEHNY
HAO36uYauUHuUx  cumyayiti  Oi3Hec-cmpyKmyp 8  YM08ax  2100anbHoOi
iHghopmamuzayii. 3anpononosana cucmema 3ACHOBAHA HA MOMY, WO CYYACHI
npoyecu 8 Cycniibcmei € cumbiozom 06ox nouamsv: HC i «uopHuii 1e6iovy,
moomo ye BaNCKONPOSHO308AHA NOO0IA, AKA MA€ 3HAYHI QiHancosi ma
mamepianbhi 6mpamu i NOPYUWEHHS YMO8 HCUMMEOISLILHOCMI 20CN00API0I0Y020
cy6'exma asic 00 no8HoI 1020 OucpyHKYii. 3anponoHo8ana KOMNIEKCHA CUCeEMA
VAPAGNIHHA PUBUKAMU HAO38UYAUHUX CUMYAYill 00380]1UMb HiGenosamu 08d
OCHOBHUX 1 HAUMACWMAOHIWUX HACTIOKU. Kamacmpopiuni empamu (PiHaHCo8I,
mpyoo8i) i panmogicms HACMAaHHs NOOii.

Knrwuoei cnosa: 0Oisnec-cmpykmypa, ingopmamuzayis, Hao036u4aiiHa

cumyayisi, pusuK-meHeoNCMeHm.

Statement of the problem. Modern processes in a society increasingly
began to take on the character of emergency situations, namely, the situation in a
certain territory, which developed as a result of an accident, a dangerous natural
phenomenon, a catastrophe, the spread of a disease, a natural or other disasters
that may or did entail human casualties, damage to health people or the
environment, significant material losses and violation of the living conditions of
people [1].

The face of the modern world is changing every day. If the past two
centuries have become a stage of rapid industrial development, then the 21st

century 1is the heyday of information technology and digitalization.
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Informatization is a directed process of system integration of computer facilities,
information and communication technologies to obtain new system-wide
properties that allow more efficiently organizing the productive activity of a
person, group, society. Digitalization and development of information and
communication technologies in modern conditions acquire the status of one of
the most noticeable trends in the development of the world order [2; 3]. Digital
technological innovations open up huge opportunities for technology
development, improvement of remote services, etc.

Analysis of recent researches and publications. At the current time, such
a situation is the COVID-19 pandemic, which has already claimed the lives of a
large number of people (Fig. 1), and also brought significant economic
consequences (Fig. 2), including a complete shutdown of the activities of business

structures.
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Fig. 1. Cumulative confirmed COVID-19 cases and deaths,
World from 22.01.2020 till 22.08.2021
Source: developed by the author based on [4]
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Fig. 2. World Gross Domestic Product, 2010-2020
Source: developed by the author based on [5]

That 1s, we see how an extraordinary event completely destroys the
business.

Formulation purposes of the article. The purpose of the paper is to
develop a conceptual framework for a risk management system for emergencies,
which can ensure the normal operation of a business structure and prevent its
death in the event of an emergency event of any nature.

The main material. Of course, the business itself is a risky area; risk, an
integral part of society's economic, political, and social life, inevitably
accompanies all business structure spheres of activity and directions [3; 6]. In this
regard, the primary and indispensable criterion for the normal viability of a
modern business structure is the ability of top management, relying on a strictly
scientific basis, to predict, carry out prevention, rationally control and effectively
manage risks.

The theories of a risk-generating society have long occupied a worthy place
in the body of social sciences and humanities thanks to the efforts of W. Beck, E.

Giddens, N. Luhmann. The processes taking place in modern societies force us
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to state the uncertainty and instability of social situations. However, in recent
decades, risks are increasingly moving into the category of "black swans". This
term was introduced by N. Taleb in 2007 and meant "difficult to predict and rare
event that has significant consequences" [7]. Criteria for classifying an event as a
"black swan":

— the event is unexpected (for an expert);

— the event has significant consequences;

— after the onset, in retrospect, the event has a rationalistic explanation, as if

the event were expected.

From the author's point of view, practically all significant scientific
discoveries, historical and political events, achievements of art and culture are
events of the "black swan" type. Examples of such events: the development and
implementation of the Internet, the First World War, the collapse of the Soviet
Union, the September 11 attack and the World Economic Crisis. This also
includes the COVID-19 pandemic.

Taleb also notes that humanity cannot predict its future success, and
confidence in their knowledge is ahead of knowledge itself and gives rise to the
phenomenon of "overconfidence".

Thus, if we transfer the current processes to the area of management of
business structures, we see that modern processes in society are a symbiosis of
two concepts — emergencies and "black swan", i.e. this is difficult to predict an
event that has significant financial and material losses and a violation of the living
conditions of an economic entity up to its complete dysfunction.

It is worth noting that "black swans" can be negative events and represent
unpredictable "luck"; thus, the created risk management system should consider
not only the negative impact but also the positive one.

Taleb is critical of a community called the experts. He doubts the abilities
of some specialists, which, in his opinion, are not; they are only able to speak

convincingly about the problem and not solve it. Taleb also writes about the so-
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called professionals who hide the truth behind a pile of formulas, which is more
dangerous since it is characteristic of scientific rationality or other forms of
expertocracy that uses scientific knowledge resources. That is why it is worth
moving away from the human factor. Moreover, there is so much information in
the modern world that only machines and artificial intelligence can cope with its
analysis. With the rational use of its tools and achievements, current digitalization
makes it possible to more effectively and efficiently search for information,
analyze it, and make forecasts.

Thus, taking into account the above generalizations and taking into account
the existing trends in global digitalization (digitalization), we will develop a
conceptual framework for risk management of emergency situations of business

structures in the context of global informatization of digitalization (Fig. 3).
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Fig. 3. Conceptual foundations of risk management of emergencies of business
structures in the context of global informatization of digitalization

Source: developed by the author
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Thus, the proposed comprehensive emergency risk management system
will allow neutralizing two leading and most ambitious consequences:
catastrophic losses (financial, labour) and suddenness of the event.

Insights from this study and perspectives for further research in this
direction. The author sees an assessment of the effectiveness of the proposed risk
management system for emergency situations and its testing on business
structures of various kinds and scales of activity as a further promising area of
research.

Conclusions. Risk management is not a strictly sequential process in which
only one component is applied to another. It's a multi-faceted, iterative process in
which nearly every ingredient can have a different effect. In turn, the risk
management system is influenced by global informatization, which has two
effects: positive (media awareness of information, freedom of expression, etc.)
and negative (presence of information noise, lack of clear criteria for determining
the reliability of the information source, etc.). Thus, the risk management system
should be well structured, which will provide managers with the necessary

relevant information to make management decisions.
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