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JIESIKI CIHIOCOBH 3AXHUCTY KOMIT'IOTEPHUX ITPUCTPOIB
HEKOTOPBIE CIIOCOBBI 3AIIIUTHI KOMITBIOTEPHBIX
YCTPOMCTB
SOME METHODS FOR PROTECTING COMPUTER DEVICES

Anomauyia. Ha niocmaei ananizy memnie po3sumxy yYu@dposux
MExXHON02IU 1 WUPOKOMY IX B6NPOBAOINCEHHI 6 CYUACHOMY IHpOPpMAYIUHOMY
CYCNiNbCMEi poOUmMbCsi BUCHOBOK NPO  30IIbUIEHHS 310YUHIE NOB8'SI3AHUX 3
BUKOPUCMAHHAM KOMN'tomepuux mexnono2iu. Bupobneni Oeaxi pexomenoayii
w000 3axucmy KOMn' 1omepHuUx npucmpois.

Knwuoesi cnosa: inghopmayiiina beznexa, 3axucm xomn'romepis.
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Annomayua. Ha ocnosanuu aumanuza memnog pazeumusi Yu@poswvix
MEeXHON02Ull U WUPOKOM UX BHEeOPEeHUU 6 COBPEMEHHOM UH@OPMAYUOHHOM
obuecmge Oenaemcs 661600 00 YyGerUYyeHUUu NPeCcmynieHull CEA3aHHbIX C
UCNONIL30BAHUEM KOMNBIOMEPHBIX MexXHOoNo2ul. Buipabomanvl Hexomopwie
PEKOMEHOayuy no 3aujume KOMNbIOMEPHbLIX YCMPOUCHS.

Kniowueevie cnosa:  ungopmayuonnas — b6ezonacHocmnv,  3auuma

KoMnsomepoe.

Summary. Based on the analysis of the rate of development of digital
technologies and their widespread introduction in the modern information
society, it is concluded that the crime associated with the use of computer
technologies has increased. Some recommendations for protecting computer
devices have been developed.

Key words: information security, computer protection.

Beryn.  Baromum  daktopoM, 1m0 Ccropus€  MIBUIAKOMY  3POCTY
MOCTIHAYCTPIAIbHOT E€KOHOMIKM € 1HTEHCHUBHE BIPOBAKEHHSA ITU(DPOBUX
TEXHOJIOT1H B cami pi3HI cepH KUTTEABUIBHOCTI cycniabeTBa. s peanizamii
nmporo y BepecHi 2019 poky Oymo cTBopeHO MiHICTEPCTBO HUPPOBUIA
tpanchopmarii, skuii wianye 10 2024 poky nudpyBaTy BCi mMyOIidHi Jep)kaBHI
MIOCJIYTH, HABYUTH OJM3bKO 6 MJTH 0ci0 1udpoBUii TPaMOTHOCTI Ta 3a0€3MeUnTH
100% TOKPUTTS BHCOKOIIBUAKICHUM iHTepHeTOoM. OjHAaK, 3HAYHA YacTHHA
HaceJeHHs YKpainu nepeOyBae B 30HI pU3UKY (DYHKI[IOHAIBHOT HETPAMOTHOCTI.

Ha 06a3i penpe3enTaTuBHa BUOIpKa MOXKHa 3pOOUTH BUCHOBOK, IO IIE,
TMIEPIII 32 BCE, 0COOM CTApIIUX BIKOBUX I'PYII, 0COOM 3 HEBUCOKUM PiBHEM OCBITH,
BEPCTBH HACEJICHHS 3 HU3bKUMH J0XOJdaMH, MEIIKaHIlI CLIbChKOT MiciieBOCTI [1].
ToMmy myxe BaXIMBO BKJIIOYATH B TPOrpamMy HaBUaHHS OCHOBHI CHUCTEMHI
MOJIOKCHHST 3aXUCTy CBOIX JaHWX 1 iHQopMarii, ska 30epiraerbcs Ha

KOMIIT 1OTePI.
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OcHoBHuii Mmatepian. IcHye nBa Bunu 3arpo3 iHdopmaliiHii OGe3nerri:
NPUPOAHI (BUIAAKOBI) 1 IITYYHO CTBOPEHI. Jl0 MPUPOJHUX BIAHOCITH 3arpo3H,
110 HE 3aJeXaTh BiJ JIOJUHU: MOXKEXKA, MOBIHB, 3eMJIETPYC, a TaKoXK 301 abo
BIIMOBAa TEXHIYHUX MPHUCTOCYBaHb, MPOrpPAMHI TNOMWIKH, BHXIJ 3 Jaay
MPUCTPOIB JyUIsl 30epiranns iHQopMalii il BILIMBOM 30BHIIIHIX (DaKTOPIB.

Jlnst uporo nepeadadeHo pesepHe komitoBaHHS AaHux (backup). Backup
PEKOMEHIYEThCS 3A1MCHIOBATH HAa 30BHINIHINA HOCIH ab0 B «1MQppoBiid xmapiy,
ToAl mpu (PIBUYHOMY 3HUIIEHHI KOMIT'IOTEpA ICHYE MOMKJIMBICTH BIIHOBUTH
iHpopMallito.

[Ipu cTBOpeHHI pe3epBHUX KOMii HEOOXIAHO BPaxoOBYBATH HACTYIMHI
YMOBH:

* UYACTOTAa CTBOPCHHS PE3CPBHUX KOIMIM 3aleXHUTh BiJ] YacTOTH
OHOBJIEHHS 1H(OpMaIlii;

* 30epiraTd pe3epBHI Komii Ha 30BHINIHIX pecypcax 3 KIIEHTCHKUM
UG pyBaHHSIM;

*  MEpIOAUYHO MEPEeBIPATH PE3EePBHI KOIIi HAa MpaIe31aTHICTb.

Hpyruii Buj 3arpo3 iHpopMarliiHoi 6e3neKu - MTYy4Hi, sIKi, B CBOIO Yepry,
NOJUIAIOTECS HAa JBI TpynmW - BUIAJAKOBI (Yepe3 HE3HaHHs, dYepes
HEOOEPEIKHICTH) 1 cremiaibHi (KpagkKa 1 KOMiIoBaHHS ITU(DPOBUX JTOKYMEHTIB,
HECaHKI[IOHOBAaHUM JOCTYN 10 iH(opmallii, MepexorieHHs 1 migpoOka
iHpopMaIrii, Xxakepchki aTaku, IU(pyBaHHS JaHUX T. 1.).

PosristHemo ocTaHHIO Tpymy 3arpo3 - CIeliaJbHO CTBOPEHi, 1 crocoOu
0OpOTHLOM 3 HUMH.

Y  Oynp-KOTO KOpHUCTyBaya KOMIM'IOTEPOM ICHYIOTH (ainm, sKi
HEMOXXJIMBO BIJHOBUTH, B pa3i ix 3HUIEHHS. Hampuknax, dotorpadii,
JOKYMEHTH, OCOOUCTI Bijeo, BiacHi po3poOku. Ille icHyroTh (aitnmm 3 meBHUM
PEKUMOM CEKPETHOCTI, K Ha JOMAIIHbOMY KOMII'IOTEpi, Tak 1 HA pobouomMy —
po0OoYl TOKYMEHTH, JOKYMEHT 3 JOT1HAMM 1 MApOIsIMU BiJl PI3HUX PECYpPCIB Ta

mporpaM, JlaHi TpaH3akiid 1o kpunrtoBamtoram. [lpum HMOBIpHOCTI 37I0MYy
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KOMIT'IOTepa BIAJAIEHO a00 BUKPAJIECHHS HOro Pi3uyHo, 11 (ailiiu MOXyTh OyTH
BUKOPHUCTAHI B 3IOYMHHHUX LIJIAX.

PosrnstHemo cnocobu 3axucty iH(opMallii BiJ BUKOPUCTaHHS B pasl
BUKPAJICHHS.

llepwuii cnoci6 - mmpyBaHHS JdaHUX, HAOPUKIAT, 3a JIOMOMOTOIO
nporpam VeraCrypt, TrueCrypt 1 noaionux [2; 3]. IlpuxoByBaHHs (aiiniB, a
TaKOX TAIoK, B SKMX BOHU 3HAXOASITHCS, HANIPUKIIA, 33 JTOMOMOTOI0 TPOTpaMu
CyberSafe [4]. Ilpu BiACYTHOCTI KJtoua IHUQPYBaHHA Yy 3JIOBMHCHHKAa HEMAa€
MO>KJIMBOCTI BIAKPUTH (haiiiiu 1 BU3BHAYUTH CTYMIHB iX IIIHHOCTI.

pyeuii cnoci6 - BUKOPUCTaHHS anlapaTHUX TOKEHIB, (hJiel-HaKomuyyBadya
3 maposieM. B 11bOMy BHUMAJIKy JOCTYI J0 KOMIT'IOTepa abo 10 OoKpemux ¢aiib
HEMOXKJIUBUH 0€3 IILOr0 HOCIS, HABITh SKIIO 3JIOBMHCHHKOBI BIJIOMI JIOTIH 1
napoJib KOPUCTYBaya.

Tpemiui cnoci6b - iCHyBaHHsS JCKUIBKOX IIapojiB, MPH BBEJCHHI SKUX
Bi/1I0yBa€ThCsl BUKOHAHHS PI3HUX CIICHAPIiB.

Yemeepmuil cnoci6 - CTBOPEHHsI CKJIQJHHMX TapoJiB HAa MECEH]DKEepax,
nmamkax, akcecyapax, BUKOPUCTOBYyBaTH MeHemkepu maponiB (KeyPass), He
MTOBTOPIOBATH MapOJIi 1 AITOPUTMH 1X CTBOPECHHS.

Cnocobu 3axucTy HEOOXITHO BHUKOPHUCTOBYBAaTH Pa3oM 3 PE3CPBHUM
KOITIFOBaHHM, TOJI1 € BEeJIMKa WMOBIPHICTb, IIIO HABITH MPHU 3JI0MI KOMITIOTEpa i
BUKpaJieHHI (QainiB abo mm@pyBaHHI JaHUX 3JI0BMUCHHK HE 3MOXeE
CKOPHCTATHCS [IUMH JTaHUMH.

BucHoBok. B niepion iHTeHCMBHOT nU(poOBi3allii eKOHOMIKHA KpaiHU MPU
MacoOBOMY HaBUYaHHI HACEJIEHHS KOMIT IOTEpHIA TPaMOTHOCTI HEOOXITHO BEIUKY
yBary mpuAUIATH criocobaM 3axucTy 1 30epiranaio iHdopmallii Ha 0cCOOMCTHX

KOMIT FOTEpax Ta rajKerax.
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