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Summary. The article highlights the impact of information technology on
the economic security of regions and threats to economic security of the region
that arise from the use of information technology. The system of economic security
of the region in the context of development and application of information
technologies is considered, which should include the following elements:
diagnostics and identification of the existing state of economic security of the
region; identification of threats to the economic security of the region from the use
of information technology by business entities and from trends and problems in the
development of the IT sector in the region; assessment of identified threats;
development of effective mechanisms for their prevention; ensuring the increase of
the level of economic security of the region with observance of the balance of

national, regional and local interests; monitoring the level of economic security of
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the region. The main tasks of monitoring the economic security of the region in the
context of development for the use of information technology are analyzed:
monitoring the state of development of the IT sphere of the region and the level of
ICT use in the activities of enterprises; timely detection of changes occurring in the
IT sphere of the region and in the activities of economic entities of the region in the
process of using information technology, and the reasons that caused them;
prevention of negative trends leading to the formation and development of tensions
in the IT sphere and socio-economic space of the region to prevent threats to its
economic security; implementation of short-term forecasting of trends in the most
important processes in the IT sphere of the region and in the functioning of
economic entities from other sectors of the economy, due to the widespread use of
IT in commercial, management and production activities; assessment of the
effectiveness of methods, organizational structures and processes of managing the
economic security of the region in terms of information development of society and
the deep penetration of IT in various areas of management and economic activity
at the regional level. The principles of monitoring the economic security of the
region in the context of development and application of information technologies
are revealed. The requirements to be met by the mechanism of economic security
of the region, related to the intensification of informatization processes and the
development of the IT sphere, are described. The functions that should be
performed by the mechanism of economic security of the region (MESR) related to
the intensification of informatization processes and the development of the IT
sphere are substantiated. The main groups of computer crimes with the use of
information computer technologies are identified, which have an extremely sharp
Impact on the economic condition of both a particular enterprise and the region as

a whole.
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Anomauin. Y cmammi 6uceimieHo 6nau8 iHQOpMayiiHux mexHono2iu Ha
EeKOHOMIUHY 0e3neKy pecioHi8 ma 3a2po3u eKOHOMIUHOI Oe3neku pecioHy, sKi
BUHUKAIOMb 3i CMOPOHU BUKOPUCMAHHA IHopmayitinux mexHonoz2iu. Posenanymo
cucmemy eKOHOMIYHOI Oe3neKu pecioHy 8 KOHMeKCmi pO36UMKY ma 3acmocy8aHHs.
IHGhopmayitiHux MmexHoN02Il, KA NOBUHHA BKIIOYAMU 8 cebe HACMYNHI eleMeHmu.
npo8edenHs: OiacHOCMUKU Ma BUSAGNIEHHS ICHYI0U020 CMAHY eKOHOMIUHOI be3neKu
peciony, BUABNEHHS 3a2P03 EeKOHOMIUHOI 0Oe3neKku pecioHy 6i0 BUKOPUCTAHHSL
IHhopmayitinux mexuono2it cyb’ekmamu 20Cno0apr8ants ma 6i0 meHOeHyil i
npoonem y pozsumky IT-cghepu 6 pecioni; oyinka 6UAGIEHUX 3A2PO3; 8UPOOIIEHHS
eheKmueHUX Mexanizmié wo0o ix 3anobicanHs,; 3a0e3neyenHs NiOBUUeHHsl PIGHS.
EeKOHOMIYHOI Oe3neKku peciony i3 OOMPUMAHHAM OANAHCY 3A2ANbHOOEPIHCABHUX,
PeCIOHANbHUX ma  Micyesux IiHmepecié;, NpoBeOeHHs MOHIMOPUHSY — DIGHS
eKOHOMIUHOI Oe3neku peciony. llpoananizosano OCHOBHI 3a80aAHHS MOHIMOPUHSY
EeKOHOMIYHOI Oe3neku pecioHy 6 KOHMeKCmi pO36UMK)Y HA 3aCMOCY8AHHS
IH(hopmayitiHux mexHoNo2IU: cnocmepexceHus 3a cmanom pozeumky IT-cpepu
peciony ma pienem euxopucmanusa IKT y Oisnbnocmi nionpuemcme; c8oe€uacHe
BUAGIIEHHSL 3MIH, WO 8i0Oyeatomuvcs 6 IT-cghepi peciony ma y disnvrocmi cyd’ekmis
20CN00APIOBAHHSL PE2iOHY 8 NPOoYeci BUKOPUCAHHA THHOPMAYIUHUX MEXHONO02Il, 1
NPUYUH, WO BUKTUKATU IX; NONEPEONHCEeHHS He2AMUBHUX MEHOeHYIl, o 6e0ymb 00
Gopmysanns i pozeumxy nanpysicenocmi 8 IT-cghepi ma coyianvHo-eKOHOMIUHOMY
npocmopi  pe2iony 011 3ano0ieaHHs BUHUKHEHHIO 3a2p03 U020 eKOHOMIYHIl
Oe3neyi; 30iUCHEHHS KOPOMKOCMPOKOBO20 NPOSHO3YEAHHS MEHOEHYIl PO3BUMK)
Haueadxcausimux npoyecie 6 IT-cghepi peciony ma y @yHKyioHysawHi cyb’€xmis

20CNO0ApIO6aHHs 3  [HWUX  cep  eKOHOMIKU,  O0OYMOGNEHUX  WUPOKUM
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suxopucmanuam IT 6 xomepyiunii, ynpasiiHcoKil ma 6upoOHUYIN OiSNbHOCHI,
OYiHKa eghekmusHocmi Memoaois, OpeaHi3ayiuHux CmpyKmyp i npoyecie ynpaeiinHs
3a0e3neueHHAM eKOHOMIYHOI Oe3neKku pecioHy 6 YyMo8ax IHGOpMayiliHo2o
PO38UMKY cychitbemea ma 2aubokoeo npouuxHenns 1T 6 pisni cpepu ynpasninmus
ma chepu eKOHOMIUHOI OisLIbHOCMI HA pe2ioHalbHOMY pieHi. Pozkpumo npunyunu
MOHIMOPUHZY eKOHOMIUHOI Oe3neKku pecioHy 6 KOHMeKCmi po36UmKy ma
3acmocysanus iHopmayitinux mexHonozit. OXapakmepuzosano 6UMO2U, AKUM
NOBUHEH B8i0N06ioamu Mexamism 3a0e3neueHHss eKOHOMIUHOI Oe3neKku pecioHy,
nog’azanoi i3 inmencugpikayicro npoyecieé ingpopmamuzayii ma pozsumrxom IT-
cpepu. Obepynmosaro yuKyii, AKi NOBUHEH BUKOHYBAMU MeXAHI3M 3a0e3neyeHHs
ekoHomiuHoi be3nexu peziony (M3EBP), nog’sa3anoi i3 inmencugikayieto npoyecis
inpopmamuzayii  ma  pozsumxom  IT-cghepu. Buoineno ocHoeui  epynu
KOMN'IOMEpHUX 310YUHI8 13 3ACMOCY8AHHAM IHOOPMAYIUHUX KOMN'IOMEPHUX
MexXHON021l, AKI HA038UYALIHO 20CMPO NO3HAUAIOMbCA HA eKOHOMIYHOMY CMAHI K
KOHKPEMHO020 NIONPUEMCMEA, MAK | PecioHy 8 YLIoM).

Knrwouogi cnosa: exonomiuna be3nexka pe2iowis, iHhopmayitini mexmonozii,

IT-chepa, monimopune, mexaunizm, 3104UHU, 3A2PO3U.

Problem formulation. Information technology and IT occupy one of the
key places in the system of socio-economic development of both the individual
region and the country as a whole. This is primarily due to the urgent needs of the
time in the informatization of almost all spheres of public life, the emergence of
advanced information technologies and the development of the information
society. However, along with the advantages provided by information technology,
the issue of ensuring the economic security of the region is acute, which is

extremely important today.
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The 21st century is an era of information. Today, the acquisition and
processing of information, its exchange and protection, the acquisition of skills to
use sources of information are priority areas of society. In the conditions of total
informatization of all spheres of life, one of the important issues is mastering the
computer as a means and tool of high-quality professional duties. It is difficult to
find a field of activity where information technology is not used. Their rapid
development is fueled by important factors: a person's desire to know more, to
master more information, and the rapid pace of technical progress, which is
improving every day the technical means and sources of obtaining and processing
information. Computers and communications have become firmly entrenched in
modern life, and it is no longer their presence that is surprising, but rather the
absence or inefficient use of [2].

Analysis of recent research and publications. The problems of the
influence of information technologies on the economic security of the regions are
devoted to the works of such scientists as: O.Yu. Alexandrova [3], Z.S. Varnaliy
[1], R.Yu. Guchko [2], V.V. Dikan [3], O.V. Kolomytseva [5], O.A. Masliy [1],
S.V. Onishchenko [1], A.V. Shevchuk [4], 1.B. Shevchuk [5, 6] and others.

Main goal. Highlight the impact of information technology on the economic
security of regions.

Presenting main material. With the comprehensive use of information and
Internet technologies, not only the level of socio-economic development of the
regions is growing, but also new sources of threats to its economic security are
emerging.

The economic security of the region in the context of development and
application of information technology can be defined as the state of the region's

economy associated with the use of information technology in business and IT

International Scientific Journal “Internauka’. Series: “Economic Sciences”
https://doi.org/10.25313/2520-2294-2021-2




International Scientific Journal “Internauka”. Series: “Economic Sciences”
https://doi.org/10.25313/2520-2294-2021-2

development, which provides economic independence and ability to stable and
continuous development [6, p.5].

The economic security of the region is an integral part of the economic
security of the state, and it is already a component of national security. Threats to
the economic security of the region may arise from the use of information
technology to organize information processes using computer technology at the
level of regional management, at the level of individual enterprises or
organizations, etc. (use of pirated software; targeted virus attacks; spyware in
conditions of aggravation of the Ukrainian-Russian confrontation, the development
of e-business and the expansion of territorial boundaries of regional markets) and
the functioning and development of the IT sector (IT industry) in the region
(simplified taxation system; increasing shadowing of the regional economy;
demand for IT products in the domestic market, human capital and education,
intellectual migration, the lion's share of foreign direct investment in total
investment in the IT sector, foreign economic activity) [5, p. 351-361].

In general, the system of economic security of the region in the context of
development and application of information technology should include the
following elements: 1. Diagnosis and identification of the existing state of
economic security of the region. 2. Identification of threats to the economic
security of the region from the use of information technology by business entities
and from trends and problems in the development of the IT sector in the region. 3.
Assessment of identified threats. 4. Development of effective mechanisms for their
prevention. 5. Ensuring an increase in the level of economic security of the region
in compliance with the balance of national, regional and local interests. 6.
Monitoring the level of economic security of the region.

An integral part of ensuring the economic security of the region is the
monitoring of the level of threats, which should ensure the timely detection of
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potential threats in order to apply effective measures to prevent them and
neutralize the negative impact.

The main tasks of monitoring the economic security of the region in the
context of development for the use of information technology include: —
monitoring the state of development of the IT sector of the region and the level of
ICT use in the activities of enterprises; — timely identification of changes occurring
in the IT sphere of the region and in the activities of economic entities of the
region in the process of using information technology, and the reasons that caused
them; — prevention of negative trends leading to the formation and development of
tensions in the IT sphere and socio-economic space of the region to prevent threats
to its economic security; — implementation of short-term forecasting of
development trends of the most important processes in the IT sphere of the region
and in the functioning of economic entities from other spheres of economy, due to
the widespread use of IT in commercial, management and production activities; —
assessment of the effectiveness of methods, organizational structures and processes
of managing the economic security of the region in terms of information
development of society and the deep penetration of IT in various areas of
management and economic activity at the regional level.

Monitoring of economic security of the region in the context of development
and application of information technologies should be carried out in compliance
with the following principles: — systematic — systematic collection of information
to monitor and control the development of informatization of regional authorities,
public and private sectors of the regional economy. development of the IT sphere
in the region, as well as their forecasting; — cost-effectiveness - aimed at ensuring
the organization of monitoring, collection, processing and analysis of information

on the state of economic security of the region, which does not require large
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material costs, provides not too complex analysis and evaluation procedures and
provides comprehensive information; — identities - compliance with the
correspondence between the monitoring system and the object of study; —
purposefulness - the monitoring system should be focused on the development of
information and analytical support for the analysis of the economic security of the
region; — unity - the object of observation must be the region as a holistic socio-
economic system, which is the process of transformation of industrial society into
an information society, information society into a knowledge society, the processes
of interaction of the IT industry and other sectors of the economy, etc .; —
complexity - includes systematic monitoring of all components of economic
security in the region and potential threats; — alternatives - the use of different
sources of information about the object of study and the use of different methods
for its analysis and evaluation; — efficiency - timely collection of information about
the object of study and providing the results of its analysis, which will provide an
immediate response to threats to economic security of the region in the information
dimension and identify measures to counter and neutralize them; -
representativeness and adequacy - provides for monitoring on the basis of
statistically significant data, which will provide an opportunity to adequately assess
the state of economic security of the region and the timely detection of signs of
threats [6, p. 6-7].
Application of monitoring of such plan will allow:
1) to conduct an express analysis of crisis situations in the IT sphere of the
region and other spheres of activity of people in the territory of the region
related to the use of IT, and to make a rating of its districts according to the

level of threats to economic security;
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2) to conduct an in-depth analysis of crisis situations in the region's economy
and the system of regional governance that will arise in the process of
informatization of society, to justify a set of measures to localize and
neutralize their sources.

The results of monitoring the economic security of the region are the basis
for developing a set of effective measures to overcome the crisis and eliminate
dangerous deviations from the threshold values of economic security in the region
as a result of various forms of informatization of society within a particular area [6,
p. 7].

The mechanism of economic security of the region, associated with the
intensification of informatization processes and development of the IT sphere, as
well as other mechanisms of economic security, must meet the following

requirements [3, p. 18-25]: — function within the existing legal framework; —
ensure reliable protection of national and regional economic interests; — provide an
opportunity for forecasting and timely prevention of threats and adverse processes
in the economic security of the region; — function effectively in both normal and
emergency situations; — provide for constant monitoring of the state of economic
security.

In addition, it must: provide measures to counter threats, which are aimed at
strengthening the state of economic security, as well as to prevent and neutralize
possible threats; — contain effective forms and methods of creation, improvement
and development of the economic security system of the region; — constantly
Improve in accordance with today's requirements.

The Mechanism for Economic Security of the Region (MESB), related to the
intensification of informatization processes and the development of the IT sphere,

should perform the following functions:
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1. Protective function (prevention of threats to the region’s economy).

2. Regulatory function (regulation of the internal environment of the region).

3. Preventive function (anticipation and further prevention of threats, risks,
critical situations in the socio-economic and informatization processes of the
region).

4. Innovative function (development and implementation of innovative
solutions and measures to overcome threats to the region’s economy, such as
emerging or already operating).

5. Social function (achieving the highest level and quality of life of the
population of the region through mutual partnership of economic entities,
society, different social groups and meeting their various needs).

It should also be based on the principles of timeliness, complexity,
continuity, legality, adaptability, dynamism and development, rationality, scientific
validity, objectivity, logic, uniformity.

The mechanism of ensuring the economic security of the region (MSEBR),
associated with the intensification of informatization processes and development of
the IT sphere is strategic (elimination of contradictions or their localization or
weakening), tactical (elimination of threats or prevention of their impact) and
operational (elimination of consequences). threats) levels.

Ukraine is experiencing a rapid development of computerization of all
spheres of life, which creates new opportunities for the development of national
economies. However, the spread of information technology, unfortunately, has a
negative character, which is manifested in the emergence of computer crime. That
I, it is a crime committed through the use of information technology, the so-called
“white-collar crime”. White-collar crime is a set of crimes that are characterized by
a criminal belonging to the number of persons acting as representatives of the state,
business, officials and officials. These types of crimes include economic fraud,
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corruption, industrial espionage, tax evasion, false bankruptcies and others. Of all
the crimes, this is perhaps the greatest economic damage to modern society. In
modern criminology, instead of the term “white-collar crime”, the terms “official
crimes” and “corporate crime” are more often used. We will note that this type of
crime not less than others violates safety of Ukraine and its regions.

Cybercrime is an international and national manifestation in space.
International applies to groups of individual countries, national - within the borders
of an individual state. The dominant manifestations of such crime are:
unauthorized access to information in automated systems; falsification of computer
information; computer terrorism; computer crime in the field of economics;
economic espionage of competitors with the help of computers; theft of money and
valuables; fraud on the Internet and in Internet commerce; computer hooliganism;
illegal information brokerage; organized computer piracy and theft of system and
application software; hacking; the spread of computer viruses; theft of intellectual
property; computer sabotage; computer economic blackmail; information blockade
and other methods of computer pressure; use of computer technology for extortion;
transmission of unauthorized e-mails (spam); information wars.

Today we can identify the following main groups of computer crimes with
the use of computer information technology, which have an extremely acute
Impact on the economic situation of a particular enterprise and the region as a
whole: 1. Crimes that directly affect information computer technology (ICT). That
Is, crimes are aimed at the destruction, distortion, blocking of computer
information, violation of the order of computers, their systems and computer
networks. 2. Crimes in which ICTs play the role of an intermediate element, after
the impact on ICT you can get someone else's property, secret information, etc. 3.
Crimes in which ICT is only an automated means of crime. These include forgery
of documents, seals, stamps, securities, excise stamps or control stamps,
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dissemination of illegal information, knowingly false information about the threat
to public safety, destruction or damage to property, and so on. 4. Crimes in which
ICT is a means of information support of criminal activity [4].

To ensure the economic security of the region, it is important to develop and
implement a system of measures to identify threats at the stage of their emergence,
rather than passively monitor the results of their negative impact. Therefore, the
tools of state regulation of the process of preventing threats to the economic
security of the region include economic (tax rates and benefits, transfers, direct
budget investments, grants, soft loans, discount rates, tariffs, currency restrictions,
creating a competitive environment, etc.) methods, levers and tools, and
organizational (state support, consulting assistance, staffing assistance, information
support, creation of IT clusters, development of IT mobility, strengthening
cooperation between education, business, government and IT representatives,
development and modernization of information infrastructure, monitoring and
control, etc.), institutional (budget funds, technology parks, business incubators,
think tanks, etc.), administrative (registration, licensing, quotas, competitions,
tenders, etc.), regulations (decisions, orders, orders, instructions, strategies,
concepts, plans, forecasts, programs, etc.) [1, p. 20-24] and social (conducting
business trainings and IT trainings, realization of joint social projects, etc.)
methods, levers and tools.

At the same time, the identified threats require intensification of activities of
both public authorities and regional government and local self-government bodies,
public organizations (IT clusters, IT associations) to improve the socio-economic
policy, information policy, innovation policy, development and implementation of
a set of measures focused on improving the economic security of the region in the

context of development and application of information technology.
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To counter threats and ensure economic security in Ukraine and its regions,
according to 1.B. Shevchuk, O.V. Kolomytseva, it is necessary at the national and
regional levels: — to improve the regulatory framework for the development of the
market environment for the functioning of the IT sector and the use of IT in the
real sector of the economy; — continue the process of economic reform and deepen
cooperation with the European Union; — develop mechanisms to support business
entities in the IT sector; — strengthen the activity of IT investors and create
conditions for successful implementation of investment programs and
informatization projects; — develop and implement long-term regional development
programs aimed at deepening the processes of informatization and capacity
building of the IT sector of the regional economy; — modernize IT education in
higher education institutions; — develop information and telecommunication
infrastructure; — to diversify the areas of e-government; — to promote the formation
and create conditions for the effective functioning of cluster formations; — to
develop the IT potential of the region, etc [6, p.10].

Conclusions. To ensure the economic security of the region, associated with
the intensification of informatization processes and the development of IT, it is
necessary to successfully implement an appropriate mechanism that will include
tools, methods and levers of security, as well as information and analytical system
to assess the level of economic security. security and efficiency of economic
security management, implemented using modern information technologies,
methods and models of analysis and presentation of information. This mechanism
should perform protective, regulatory, preventive, innovative and social functions,
and should be based on the principles of timeliness, complexity, continuity,
legality, adaptability, dynamism and development, rationality, scientific validity,
objectivity, logic, uniformity. The purpose of its implementation is to ensure a
level of economic security at which the processes of informatization in the region
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and the IT sector will create the basis for socio-economic growth and ensure a high

quality of life within the territory.
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