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HACJIIIKA THOOPMAIIMHNX BIMH K ®PAKTOP EKOHOMIYHOI
JECTABLIIBALIL KPATHU
MOCJEJCTBUSA THO®OPMAIIMOHHBIX BOMH KAK ®AKTOP
3KOHOMHMYECKOM JECTABHJIN3AIINN CTPAHBI
THE CONSEQUENCES OF INFORMATION WARS AS A FACTOR OF
THE COUNTRY ECONOMIC DESTABILIZATION

Anomauia. Hacnioxu uemeepmoi npomuciogoi pegonoyii npuzeenu 00
BNPOBAOINCEHHS NOMYNUCHUX — KIOep@i3uuHux KOMNIEKCi8 ma  Cy4acHo20
npocpammnoz2o  3abesnedenHss Y  pi3Hi  cghepu  OianvHocmi.  Ane  ix
PO3N0BCIO0MNCEHICMb  ma  OOCMYNHICMb — CMANU  NPUYUHOIO  3DOCMAHHS
Kibep310uYuHHOCMI V C8Iimi ma UHUKHEHHIO IHpOopMayiiHux GiliH, IHiyiamopamu

AKUX BUCMYNArome pi3Hi  Kpainu. B pezynbmami ye npuzeodums 00
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decmabinizayii eKOHOMIUH020, NOAIMUYHO20 MA COYIANbHO20 CEeKMOpIi8 KpaiHu
ma eanemye ii pozeumox. Mema 0ano2o 00CHIOMNCEHHS NPUCBAYEHA AHANIZY
OCHOBHUX NOKA3HUKI6 MA HACAIOKIB, XapaKmepHux 0is iHopmayitinux GiliH, ma
PO3pooYi nidXo0y 00 MOOeN08aHHs PO3N0BCIOONCEHH IX pe3yabmamis, sK
¢axmopie  exonomiunoi  Oecmabinizayii  Kpainu, 'y Ui  po3pusy
«ingopmayitinoi 6ynvoawKuy — yoapuo-xeuibogoi mooeni Cedosa-Tetinopa. Tak
y cmammi Oy10 npoeedeHo aHaiz psdy OCHOBHUX NOKAZHUKIG, (akmuuHi OaHi
AKUX NoKazanu, wo 6i00ysaecmvcsi nocmiline 30i1buUleHHs BUNAOKI8 Be0eHHs
iHpopmayitinux 6iliH, sKI 30IUCHIOIOMbCS OOHIEI Kpainot npomu inwux. lle
NPOABAAEMBCSL Y 3POCMAHHI KIIbKOCMI XAKePCbKUX Kibepamak, CnpamMo8aHux Ha
pisHi  chepu  OisnbHOCMI, POUWIUPEHH  MOMNCIUBOCMEL  KIDep310UUHYIE,
BUHUKHEHHI NOJIIMUYHOI 8MOMUBOBAHOCMI YPsAOY 30IUCHI08AMU THHOPMAYIUHY
nponazandy ma Kibepwnucyncmeo. Y pobomi 0y10 npoaHanizoeano markoxc i
OCHOBHI  (DiHaHCOBI HACTIOKU Kibepsilin Yy c8imi, AKI Xapakmepusyioms
3pOCmaHHs 2n00aNbHUX (IHAHCO8UX empam ma empam OJisl KOMAAHIU PIZHUX
cekmopie  exoHoMmixu. J[na niosuwienHs —eexmusHocmi  KOHMpoOo  3d
Hacniokamu IHpopMayitiHux GiliH 3anponoHO8AHO YOAPHO-XEULLOSY MOOeb
Ceoosa-Teinopa y e6uensidi po3pusy «ingopmayitinoi OynvoOawkuy  OJisl
MOOENIOBAHHSL PO3NOBCIOONCEHHS HACTIOKIE THMOPMAYIUHUX 6ilH, K axmopy
EeKOHOMIYHOI decmabinizayii Kpainu, 051 6AHKIB, NIONPUEMCME MA 0ePHCABU 8
yinomy. Bukopucmanus nodionux mooeneii 003601Uumv SUABUMU 8DA3IUBL MiCYs
6 cucmemi iHpopmayiliHoi 6e3neku Kpainu 0as NoOAlbUl020 POPMYS8aHHS ii
cmpamezii po3eumKy.

Knwuogi cnosea: oecmabinizayis, empamu, ekoHomika, ‘‘iHghopmayitina
oynvoawka”, iHopmayitina eilina, Kibepgitna, Mmodenv Cedosa-Teunopa,

HACIOKU.

Annomauyusn. Illocieocmeus uemeepmoli NPOMBIULIEHHOU DPeBONIOYUL

npueeiu K 6H€ap€H1/tl0 MOULHBIX Ku6epd)u3ulmux KOMNNEKCo08 U COBPEMEHHO2CO
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NPOSPAMMHO20 Obecnevenus 6 pa3iudubix cghepax Oesmenvhocmu. Ho ux
PACNPOCMPAHEHHOCMb U OOCMYNHOCMb — CMAIU  NPUYUHOLU — pocma
KubepnpecmynHocmu 6 Mupe U B03HUKHOBEHUIO UHOOPMAYUOHHBIX BOlUIH,
UHULUAMOPAMU KOMOPBIX GLICMYNAION pa3Hble CMpausl. B pezyivmame 5mo
npuBooUm K 0ecmaduiu3ayuu SKOHOMULECKO20, NOJUMULECKO20 U COYUATbHO2O
CEeKmMopos cmpanvl U mopmosum ee pazeumue. Llenv 0anHoeo uccie0o8anus
NOC8AWEeHa aHAU3Y OCHOBHBIX NOKA3ameell U nocie0Cmsaull, XapakxmepHulx OJis
UHDOPMAYUOHHBIX BOUH, A Makdxice pazpabomke nooxooa K MOOelIUpoBaHUIO
PACNpOCMpPaneHust  ux  pesyibmamos, Kak  Gakmopoé 3IKOHOMUUECKOlU
decmadunuzayuyu cmpanvl, 6 euoe paspviéd «UHDOPMAYUOHHOU NY3bIPA» -
yoapro-eonnosou mooenu Ceodosa-Teiinopa. Tax, 6 cmamve Obl1 npogeoeH
amanu3 psoa OCHOBHLIX NoKaszamenell, axmuyeckue OaHHble KOMOPbIX Odau
B03MOJCHOCMb  NPEOCMABUMb, UMO HNPOUCXOOUM NOCMOSIHHOE YeeludeHue
cyuaes 8e0enusi UHPOPMAYUOHHBIX GOUH, KOMOPble OCYUWECMEIIOMCs 0OHOL
CMPAaHoU 8 OMHOWEHUU OpYeUux. Imo Nposeisnemcs 8 pocme YUCIAd XAKePCKUX
Kubepamax, HANPAaeIeHHbIX Ha pa3iuunblie cghepsbl 0esimelbHOCMU, PACUUPEHUU
803MOJICHOCEU — KUOEpNpecmynHuKos,  B03HUKHOBEHUU  NOJAUMUYECKOU
MOMUBUPOBAHHOCMU — NPABUMETLCMBA  OCYWECMBIAMb  UHGOPMAYUOHHYIO
nponazamdy u Kubepwnuonadxc. B pabome npoananusuposamvt makoice u
OCHOBHbIE — (DUHAHCOBblE NOCAEOCMBUsL  KUOepB8oUH 6 Mupe, KOMOpble
xapaxmepuzyrom pocm 2100aNbHbIX (DUHAHCOBLIX Nomepb U nomeps O
KOMNAHUU PA3TUYHBIX CEKMOPO8 IKOHOMUKU. [ nosvliuieHus d¢hpexmuenocmu
KOHMpOAs. 34  NOCNeOCMEUSMU — UHMOPMAYUOHHBIX — BOUH  NPEOSIONCEHO
ucnonvzosanue yoapuo-eoanosou mooenu Cedosa-Tetinopa 6 eude paszpuléa
CUHPOPMAYUOHHO20 — NY3bIPAY  ONs1  MOOEIUPOBAHUS — PACHPOCMPAHEHUs.
nocieocmeuil.  UHGOPMAYUOHHBIX — BOUH, KAK akmopa 3IKOHOMUYECKOLL
decmabunuzayuu cmpanvl, 0 OAHKO8, NPeONPUAMULL U 20CYOaApPCMEd 8 YeloM.

Hcnonvzosanue nooobuvix mooenei no3eoaum 6bia6Umb VA36UMbBlIEe Mecmad 6
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cucmeme UHOOPMAYUOHHOU  OE30NACHOCMU  CMPauHbl Ol Od/IbHEUUe20
Gopmuposanus ee cmpame2uu pazeumusl.

Kntouesvte  cnosa: oecmabunuzayus, nomepu, 9KOHOMUKA,
n, " e e
ungopmayuonnas nyszvipv”, uHpopmayuonnas 6ouHa, KubepouHa, Mooeib

Ceoosa-Teunopa, nocieocmasusi.

Summary. The consequences of the fourth industrial revolution led to the
introduction of robust cyber-physical systems and modern software in various
fields of life activity. But their prevalence and availability have caused the
growth of cybercrime in the world and the emergence of information wars,
initiated by different countries. As a result, it leads to the destabilization of the
country's economic, political, and social sectors, and impedes its development.
The purpose of this study is to analyze the leading indicators and consequences
typical for information wars, as well as to develop an approach to modeling the
spread of their results as factors of country economic destabilization, in the
form of a bursting of the "information bubble" - the Sedov-Taylor shock wave
model. The article analyzed several critical indicators, the factual data of which
made it possible to imagine that there is a constant increase in the number of
information wars that are carried out by one country against others. It is
manifested by the rise in the number of hacker cyberattacks aimed at various
areas of activity, the empowerment of cybercriminals, the emergence of the
government political motivation to carry out information propaganda, and cyber
espionage. The paper also analyzes the main financial consequences of
cyberwars globally, which characterize the growth of global economic losses
and losses for companies in various sectors of the economy. To increase the
effectiveness of control over the consequences of information wars, the author
proposed to use the Sedov-Taylor shock-wave model in the form of a burst of the
"information bubble™ to simulate the spread of the consequences of information

wars, as a factor of country economic destabilization, for banks, enterprises and
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the state as a whole. Such models will make it possible to identify vulnerabilities
in the country's information security system for further shaping its development
strategy.

Key words: destabilization, losses, economy, "“information bubble",

information war, cyber war, the Sedov-Taylor model, consequences.

IMocranoBka npodiemu. B cyyacHoMy CBITI HalO1IBIIOTO MOIMIMPEHHS
Ha0yBa€ MpakTUKa 1HPOPMaIIMHOTO BIUIMBY Ha Pi3HI chepu iSIBHOCTI, K Ha
piBHI JepaBu, Tak W Ha r1io0ampbHOMY piBHI. Brnaga iHdopmarii
NEPETBOPIOETHCSI HAa BUPIIAIbHY CHIIy T[pU YIPaBIIHHI CYCIUIbCTBOM,
3MIIIYIOUM aKIEHTH BIUIMBY (DIHAHCOBHUX M MOJITHYHUX JIEPKABHUX BAXKEIIB Ha
IpYropsaHui miaaH. PO3BUTOK CydacHHX IH(QOpPMaUIMHUX TEXHOJIOTIM OXOMHUB
Maif>ke BCI raity3i CyCHUIbHOI JISJIBHOCTI, B TOMY YHUCJIl i MUCTELTBO BEJCHHS
inpopmariitHux BiifH. IX ponb MPOTATOM OCTAHHBOIO AECATUIITTS HEYXMIIBHO
3pOCTa€, OCKUIBKM BIJAMIHHOIO iX OCOOJIMBICTIO € BIJACYTHICTh BHJIUMHX
PYWHIBHUX HACJIJIKIB, & TAKOX IMOCTYIOBE, Mail>ke HETIOMITHE BTUICHHS B yCiX
chepax CyCHiapHOI, TOJITHYHOT Ta €KOHOMIYHOT YKUTTETISITBHOCTI.

[npopmamiitna BiiHa — 1€ Cy4YacHMM BUJ  030pO€HHS, AKUU
3aCTOCOBYETBCS PI3HUMH JIep)KaBaMU CBITY 3 METOIO jecTalimizarii meBHOI
chepu AisIbHOCTI B KpaiHi. Lle BimOyBaeThcsl NUIIXOM BUKOPUCTAHHS PI3HUX
IHCTPYMEHTIB, TaKUX SIK KIOEpIITUTYHCTBO, MpOMNarania, Xakepchbki aTaku, BeO-
BaHJIaJTi3M, BUKpaJACHHS KOH(IIEHIIHOI iHpopMartlii, Tomo. Ak npaBuio, ToH,
XTO 3aCTOCOBY€ IHCTPYMEHTH BeJCHHS 1HGOpPMAIIHOI BIMHHM, HaMara€TbCs
BIUTMHYTH HAa KOHKPETHHHM OO0’€KT Ta MOPYHMIUTH HOTro (PYHKIIOHYBaHHS a0o
3MIHUTH WOTO BIAMOBIAHO JO IHIIUX TIpaBWiI, abo B3arajai 3pyHHYBaTH.
Hacnigku Big 1bOoro MoXyTh OyTH Hemepen0adyyBaHUMHU Ta BIIYYTHUMHU
MPOTATOM TPHUBAJIOrO TMepioAy dyacy. Jleski KpaiHu CTBOPIOIOTH CIICIiaibHi

MIIPO3ILTH, AISTBHICTh SIKMX CHOpPSIMOBAHAa Ha BeJeHHS i1HGOpMAaIIMHUX BIWH
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OpPOTU 1HIIMX JEp’KaB 3 METOI0 BTPYYaHHsS B iX MOJITHYHE, COIllajbHE Ta
C€KOHOMIYHE JKUTTH.

be3bomicHo momonatk HacHiaku 1HGOpPMAIIMHUX BiMH HEMOXKIIHMBO,
OCKLJIbKM BOHHM 3JIaTHI MPOHUKHYTH B yC1 Chepu KUTTETISIIBHOCTI CYCITUIHCTBA
Ta BKpal HEraTMBHO THUCHYTM Ha moacTtBo. CTopoHa, MIO Mporpae B
iHopMalliitHil BiifHI, MOYKE BTPATUTU KOHTPOJIb, CTATHU MIJBJIATHOIO CTOPOHI-
MEPEMOXKINI0, CTUKHYTHUCS 3 pPYHHYBaHHAM TIpare3qaTHOCTI EKOHOMIYHOI
CHUCTEMHM, TOPYIICHHSM TIOJITUYHOI CTAaOLIbHOCTI, 3HHUIIECHHSAM HEMOTPIOHUX
MEPEMOKIIIO CTPYKTYP, 1 HABITh CUCTEMH HAI[IOHAJIbHOI Oe3neKku. Ajie 0CoOIMBO
BIIYYyTHUMH € HACIIJKH B €KOHOMIYHIN cepi, OCKUIBKA 3a 4acTy 00’€KTOM
kiOep3nounHiB € ¢iHaHcoBa i1HQopMallig, abo BTpara iHopMalii MoOXe
MPU3BECTH 10 (PIHAHCOBUX BTPAT.

BianoBinHO NUTaHHS 3aXUCTy BiJ Takoi 30poi MOBMHHO OyTH OJHUM 13
HaWBUIIMX MPIOPUTETIB U1 CUCTEM HAIllOHAJIBHOI Ta CBITOBOi Oe3meku. Tak, B
upomMy Hanpsmky Timom bepnepcom-Jli, TBopueM BcecBiTHBOI maByTHMHHU, 25
muctomana 2019 poxky OyB 3ampomnoHoBaHuit «MepekeBUl KOHTPAKT», SKHI
SBJIsIE COOOO TUIaH MK JIs Ypsay, KOMIAHIM Ta OKPEeMHUX 0Ci0 1010 3aXUCTy B
MepexX1 BiJ p13HOTO poAy iH(OpMaIliitHOTO BIUIMBY. TOOTO BOHU MOBUHHI y3ATH
Ha ceOe O00OB’SI3KM MIOJI0 3aXUCTy MEPEXI BiJ Pi3HOTO pojay 1HGOpMAIIHHUX
(elikiB, HENpaBAUBUX MOJITUYHUX HOBHUH, MOPYIICHHS KOH(IAEHIIHHOCTI Ta
1HIIIOTO POy 3J0BKHBaHb [1].

Takox neski KpaiHU CTBOPIOIOTH CIICIANIbHI MIAPO3AUINA pearyBaHHs, Kl
3aiMarOThCS  BHSIBJICHHSAM  Ta  TOMEPEDKCHHAM  HMOBIPHHUX  TPOSIBIB
iHdopmariinux BiH. OKpiM 1IBOTO ypsig OaraThoX KpaiH crhpusie po3poOiri
HaIllOHAIBHOI cTpaTterii iHpOPMAaLIIITHOTO 3aXUCTy Ta MPOTU/IIT KIOEpTepopu3My,
oprasizaiii cremiaji30BaHUX OpraHiB Ta IHCTUTYTIB, LIO [IIOTh B I[bOMY
HanpsMKy. CydyacHl BYEHI Ta HAYKOBILI TaKOX 3BEpTalOTh yBary Ha MUTaHHS
npoTuli iHdopMalliiiHUM BiliHAM Ta HaMararoThCs 3HAUTU €(PEKTUBHI PILLICHHS.

Y upoMy HampsMKy MOXXHAa BHAUIUTH MaTeMaTHUYHUN 1HCTpyMEHTapiH,
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3aCTOCYBaHHS SKOTO JI03BOJISIE MOJICIIOBATH CUTYaIlll, OB’ s13aH1 31 3/[1HCHEHHSIM
kideparak, Ta NPOrHO3YBaHHSAM HacHiAkiB. PobGoTtu momibHOro xapakrtepy
CIpPSIMOBaH1 Ha CTBOPEHHSI 10JAaTKOBUX 3aXO0/1IB, SIK1 JO3BOJISTH BUSABIIATH CIIA0Ki
MICLII B CHUCTEMax 3axHCTy, Ta Hajaall BUOYyIOBYBaTU €(EKTHUBHY CHCTEMH
iH(popMariiHoro 3axucty. CaMe TOMYy TOCHIPKEHHS, MPUCBAYCHE BUPIIICHHIO
npo0JieMH MOJICIIFOBaHHS PO3MOBCIOKCHHS HACIIIKIB 1HPOPMAIIHHUX BIMH SK
dakTopy eKOHOMIYHOI necTabimizamii KpaiHW € aKTyaJlbHUM Ta MPaKTHYHO
3HAYYIIUM.

AHaJi3 ocTaHHIX AociaigxkeHb i myoOaikauiii. BupimeHnHnro npooOnemu
1H(pOopMaIIiHUX BIMH NPUCBAYEHO OaraTo mpamnp 3apyOLKHHUX Ta BITUYMZHAHHX
HAYKOBIIIB, K1 3aiMaiucs AOCHI/DKEHHSIM X pi3HMX acnekTiB. Tak, PoOiHcoH
M., Jxxonc K. ta Snike X. Hamaramucsi nMpoaHali3yBaTH 1ICHYIOUl BU3HAYEHHS
KiOepBIiHM Ta BU3HAYUTH OCHOBHI JOCTIIHMIBKI 3amadi y Iii ramysi [2].
MakKeit b. Ta Mynpo [. npuainuim yBary TakoMy acrekTy, K BUKOPUCTAHHS
PI3HMX Oprasizauii Juis 311MCHEHHs 1H(OpMAaIIiHUX BIWH, 0 TPU3BOAUTH IO
3MiHy momiTudHux JaHmmadTie y kpaini [3]. Kpium K. poskpuBae cyTHICTBH
METO/IIB, SIKI BUKOPUCTOBYIOTH PI3HI TEPOPUCTUYHI TPYMHU Yy TPOLIECI BEICHHS
1H(pOopMaIliiiHO1 BIHU, 0COOJMBO POOUTHCS AKIEHT Ha 3acTOCyBaHHI1 [HTEpHET-
TEXHOJIOTIH Ta cy4acHi 3acobu komyHikaii [4]. dpomxk K. posrismae mpaBosi
aCTeKTH, SKI CTOCYIOTBCS 3aXHCTy IMpaB TPOMAJsSH Y BHIMAIKY BEIACHHS
iHdopmaliiHoi BIWHMU, a TaKOX MPOBOAWTH Mapajeial MK JaHuM (pakTom,
BIHOIO Ta 030poeHuM KoH(pIikTOM [5].

Kenni M. aHanizye noHATTS KiGeprepopusmy Ta (HOpMYItO€ OCHOBHY
171e10, 110 OUTBIINICTh Cy4aCHUX KibepaTak He JOCSTaioTh PIBHA KIOEepTepopu3My,
X04Ya BOHH YK€ YCIINIHO BUKOPUCTOBYIOTBHCS CICIIAIbHUMHU YPSTOBHMH
opraHizauisiMu i 300py iHdopmalii, KOMTIB, NPOBEICHHS BepOyBaHHS
npu6biunukiB, Tomo [6]. Kuann K. /[x. Ta Boynron B.P. gocmimkyoTh OCHOBHI
TEHJEHI[1i CTOCOBHO 1H(OPMaLIMHUX BiiH Y CBITI1 Ta HAroJOLIYIOTh HA TOMY, 1110

BOHHM JEMOHCTPYIOTh NEpPETBOPEHHS 1H(OpMAliiHOT BIfHM 3 MOJITHYHOTO Ta
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BIMCBKOBOTO 1HCTPYMEHTY Y KOMEPIiHHY MpoO0jeMy, OCKIIbKM BOHHU IOYaJIU
AKTUBHO BUKOPUCTOBYBATHUCS JIJISl IPOMHKCIOBOTO MMIHUTyHCTBa [7]. OKpemo cimif
Buginntu ixei Bpaiianta B. [8] ta Kmapka P. [9] ctocoBHO Tpancdopmariii
iH(opMaIiitHUX BIMH y TeXHIYHI 1HGOpMaIliliHI aTaku Ta K1IOEpBIMHHU.

Oco06mmBOi  yBarm 3aclyrOBYIOTh HANpPAIIOBAaHHS HAYKOBIIB, SKi
CTOCYIOTBCSI PO3POOKM PI3HMX I1HCTPYMEHTIB, MEXaHI3MIB Ta TEXHOJOTIN
npoTuaii  3aidicHeHHsS — iHGOpMaumiWHUX ~ BIMH ~ Ta  PI3HOTO  pOXy
kibeprepopuctuynux atak. Tak, Xekman K.€., Yomm M.JIx., Crex®.J[x.,
O'boiin, T.A., [Hixato C.P., T'epbep A.D. mnpeacraBwim pe3yibTaTH
JNOCTIDKEHHS CcUcTeMH ‘Cyber wargame”, ska BHKOPHCTOBYETbCS IS
TeCTyBaHHs MIaTGopMH KiOepOe3neKru TUHAMIYHOTO MEPEKEBOTO 3aXUCTY, SKa
JT03BOJISIE HAJJaBATH 3JIOBMUCHUKAM HENPaBIUBY 1H(OPMAIIIO 3aMICTh peaabHOL
[10]. Micpa C., Ciarx P., Poxit Moxan C.B. 3anpomoHyBaigu creriaibHui
MEXaHI3M BUSBIEHHSA KiOepaTak 3 BHKOPUCTAHHSM PaTIONEPEIIKO JUIs
oe3nporoBux Mepexx [11]. Jdymmy B. mociimkye HampsMKH 3aCTOCYBaHHS
METO/IB 1HTENIEKTYaJbHOTO aHalli3y 3 METOK MPOTUAil Kibeparakam Ta
iHopMaIiiHOMY TEpPOpU3MY Ta pO3TJSAAE  PI3HI METOIU  3aXHUCTy Y
BIJIOBITHICTIO 13 MOJICIISIMH 3arpo3 JUIsl CHCTEM MAIllMHHOTO HaBuaHHs [12].

Xouya BUPIMICHHIO MTPoOJieMu «iH(OPMAIIHHUX BiiH» MPUALICHO 3HAYHY
yBary 3 OOKy JAOCIITHUKIB, EKOHOMICTIB Ta BUEHUX, ajie B HAYKOBIH JiTepaTypi i
JI0C1 BIZICYTHS 4iTKa METOJMKA MOJOJIAaHHS TaKOi CepHo3HOT 3arpO3H.

Mera crarTi nossirae y mpoBelE€HHI aHali3y OCHOBHHMX IMOKAa3HUKIB Ta
HACJIJKIB, MpUTaMaHHUX 1H(GOPMAIIMHUM BiliHaM, Ta PO3poOIl MAXOAY HO
MOJICIIIOBAHHSI  PO3IMOBCIO/DKEHHS  pe3yJbTaTiB  1H(OpPMAIiHHUX BiMH, SK
GakTopiB  €KOHOMIYHOI  JecTabumi3auli KpaiHu, y BUIVISIAL  PO3PUBY
«iH(popMaliiHoi OyIpOanIku» — y1apHo-XBuiIb0Boi Mojei CenoBa-Teitiopa.

Buxnan ocHoBHoro marepianay. llonsTrs «indopmariiiina BifiHa» €
HIMPOKUM Ta OXOIUTIOE AISUTBHICTH CIELialli30BaHUX YIrpyMyBaHb ab0 OKpPEMUX

oci0, ska HaOyBae 3HAUYHMX MacmTa0lB Ta CHOPSIMOBaHA Ha BUKPAICHHS
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iHopMmalrii, i BUKPUBJICHHS, MOPYIIEHHS IUIICHOCTI, BUKOPUCTAHHS Y
37IOYMHHUX HUIAX, TOI0. OCHOBHUMH 1HCTPYMEHTaMH 1H(POpPMAIiHOI BIIHU €
MacoBl XaKepChKl KibepaTaku, KiOepIINMUTYHCTBO, 1H(OpMalliiiHa mpomnarasjia,
BIPYCHI aTakd 3 METOW 300py KoH(iACHIIHHOI 1H(opMaIli, HEeHTpali30BaH1
aTakd Ha CEpBEpPH, MEpEexXi, MiApoOKa KOMAIB, MPOTPaMHOr0, TEXHIYHOTO
3a0e3nedyeHHs, MPUCTPOIB BBEICHHS-BUBEJCHHS, Tomo. KpiM 1bOro MokHa
BUJIITUTH DS TIOKa3HWKIB, SKI JO3BOJISIOTH OIIHWTH MAcCIITa0u BEICHHS
iHpopMaIiiHUX BIH Ta 3pO3yMITH BIUIMB IILOTO SBHUINA HA JKUTTEMISILHICTD
KpaiHu Ta CBITY B 1JIoMy. Tak, Ha pucyHKy 1 mpencrapieHa iHdorpadika Takux
MOKa3HUKIB, Ky OYyJIO CKJIaJ€HO 13 BUKOPUCTAHHAM MPOTrPAMHOT0 MNPOAYKTY
“VISME” Ha OCHOBI CTaTUCTHYHUX JaHUX, 310paHUX MIDKHAPOIHUMH

OpraHi3allisiMu Ta aHaJTITUKaMHU.
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MiHIManbHa BapTiCTb KoxHi 39 c. y cBiTi

XaKepCbKUX IHCTPYMEHTIB BinbyBaeTbcA Kibepartaka

3arpo3 6yno 3abnokoBaHo 3no4uHiB WopiyHo y CLUA
komnatieto Ciscoy 2018 p. npunagae Ha kibepanodnHu

PSAOKIB NPOrpamMHoro Koy LWOopoKY - KOMMaHil CBIiTY He
noTeHuian ang kibepsarpos nigroToBrieHi 4o kibeparak

KpaiHu, aKi NpoBoAATL HaWBinbLLy kibepatak cnpsiMoBaHi Ha ypsf,
KinbKicTb Kibepartak y cBiTi po3apibHy Topriemnto Ta TexHonorii

KibepaTak y CBiTi NOB'A3aHi i3 yaapiB kibepBiiiH cnpamoBaHi
KiGepLnuryHcTBOM npotu CLUA

Puc. 1. Ingorpadika ocHoBHMX NOKa3HUKIB iHpopManiiHuX BiliH

Iorcepeno: mobya0BaHO aBTOPOM Ha ocHOBI [13; 14; 15]

Koxni 39 cexynna y cBiTi BiOyBaeTbcsa KiGepaTaka, 1[0 TOBOPUTH MPO
MaCOBICTh Ta PO3MOBCIOKEHICTh JaHoro sBuia (pucyHok 1). Ile moB’s3aHo 13
3pOCTaHHSIM TEXHIYHUX MOMKIIMBOCTEH ISl KIOEp3JOYMHINB Ta JOCTYIHICTIO
PI3HUX MPUCTPOIB JUIsl XakepiB, MiHIMaldbHAa IIHA 3a sKI ckiaxae 1 monap.
Tineku y 2018 pori kommaniss CiSCO 3a0y0KyBaia 7 TPJIH. 3arpo3, IO CKJIaIae
onu3bko 20 mupa. 3arpo3 Ha aeHb [13]. KibepsiaounHu mocTymnmoBo HaOyBalOTh
MaCOBOT'0 XapaKTepy, OCKIJILKHU MOB’s3aH1 13 BIITHOCHOIO MPOCTOTOO 3/11MCHEHHS
Ta 32 YaCTy YHUKHEHHSM BIANOBIJAIBHOCTI 32 paXyHOK ICHYBaHHSI 4acOBOTO

Jary MK 3niiicHeHHsM Ta BusBieHHsAM. Ctatuctuka mis CIIA mokasye, 1mio
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BOHU CKJIaatoTh 01u3bko 10-12% Bix 3arajibHOr0 0OCATY 37IOYHMHIB (PUCYHOK
1). Ix MeTa Moxke GyTH pi3HOIO, Xoua 61u3bK0 11% KiGepaTak MoB’s3yl0Th caMe
13 KIOEpIIMUTYHCTBOM, 1110 JIO3BOJISE Ay KpaiH BUKPAJIAaTU CEKPETHI JaHi, Kl
BUKOPHUCTOBYIOTHCS IIPOTH 1HIINX, a00 MPUBOJATH A0 AUCOATIAHCY B MOMITHYHIN
g ekoHoMiuHi cepax. Tak, Omm3pko 26,3% ynmapiB kiOepBiiiH crpsiMOBaHi
npotu CIIA, npu gomy noas Kuraro B ibomy ckianae 31,6% [13]. Jlinepamu B
ray3i BeJeHHs KiOepBiiH mpoTH iHmuX Kpain € Kuraii Ta Pocis, xouda IpaH,
CIIA, BemukoOpuTaHis Ta psa I1HIIMX KpaiH IIUIBHO 3alMalOThCsA ITUM
MUTaHHSAM (PUCYHOK 1).

OxpiM IOr0 MOXHA BUAUIATU Taky (opmy iH(OpMAIiiHOI BiilHH, K
IIPOMHUCIIOBE KIOEPIIMUTYHCTBO, SKE€ HampaBlieHE Ha MIAPUB AiSUTBHOCTI
KpynHUX KoMmaHiid. HaiOinpmimMu >kepTBaMuM B 1LbOMY € MIANPUEMCTBA
po3apiOHoi TopriBii, IT-kommnanii Ta ypsa (puUCyHOK 1), xoua HpPOMHCIIOBI
KoMITaHii Ta (h)IHAaHCOBO-KPEAUTHI YCTAaHOBM 3a TMOKa3HUKaMH 1HGOpMAIITHUX
aTak TaKOXX HaOJMMKarOThes 70 JjiaepiB. Lle moB’si3aHO HE TUIBKK 3 TUM, IO
JUSTBHICTD 3JIOYMHINB CHOpSIMOBaHA Ha BHUKpaJieHHS (iHaHCOBOi iH(popMaIii
caMe¢ IMX BaXKIMBUX JJII €KOHOMIKM OO0’€KTiB, aje i Iie BimOyBaeTbcs 3a
JUTs1 OUTBIIIOCTI KOMITIAHIM CBITY Ta Y BUITAJIKYy 30€piranHs moaioHoi TeHACHIII 11e
MOX€ MPHU3BECTU /10 BAXXKUX (PIHAHCOBUX HACHIJKIB HE TUIbKHU JUIS HUX, aje U
JUIST €KOHOMIKM KpaiHM B IliJloMy. Tak, Ha pUCYHKY 2 TPeICTaBICHO
iH(porpadiky ocHOBHUX (HIHAHCOBUX HACIIIKIB, OTPHUMAHUX B PE3yJIbTATI

3MIICHEHHS 1HPOPMALIIITHUX BiifH.
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MporHos 36uTkis y CBITI, Bia ceiToBoro BBI
CNPUYUHEHNX KiIBEP3NOYNHHICTIO KoLuTyBana Kibepanou4mHHICTb
wopoky go 2021 p. ceiTy y 2018 p.

lMoTeHUinHi eKOHOMIYHI BTpaTH [mobanbHi BUTpaTK
AsziaTCbKO-TUXOOKEAHCBLKOro perioHy Ha 36uTKoBE nporpamHe
Big KibeplaxpancTts 3abeaneveHHs y 2021 p.

HesakoHHOI AisnbHOCTI mobanbHi BUTpaTK

Ha piK Ha nigroToBky gaxisuis 3

Big BiTkoiHa Kibepbeanekn y 2027 p.

Butpatu Ha iHdopmaLiitHy 60% manux KoMnaHin,

6eaneky y 2019 p. SIKi 3a3aHanu kibeparak,

MporHos Ha 2022 p. - 170, 4 mnpa. pon. He NpaLoTk NPOTAroM 6 MicsauiB.

Puc. 2. Indorpadika ocHOBHUX (piHaHCOBHMX HACTIAKIB iHpopManiliHuX BiliH

ocepeno: mobyaoBaHo aBTOpOM Ha ocHOBI [13; 14; 15]

@diHaHCOBl BTpaTH BiJ KiOepBiiiH mo BcboMy cBiTy ckianmu 0,8% Bifg
csitoBoro BBII y 2018 poui. IIpu ipoMy nporHo3yerbest 3poCTaHHs 30UTKIB Yy
TCOMETPUYHIN Tporpecii, 1mo O0yae CKIagaTy MOPIYHO OJU3BKO 6 TPJIH. 0. Y
2021 poui (pucynok 2). Ha pomo Asiarcbko-THXOOKEAHCHKOTO PErioHy
npumnajgae 6au3bko 1,745 TpiaH. A0d. €KOHOMIYHHMX BTpaT, 110 TOBOPHUTH MPO
3pOCTaHHSI MOro BaXJIMBOCTI JJisg KIOEP3JOYMHINB, OCKUIBKA ChOTOAHI B
OaraTtboX KpaiHax JIaHOTO perioHy 3ocepemkeHi Benuki [T-komnaniii Ta HadTOBI

nianpuemcTBa. HaOyBae momynspHoCTI KibepiiaxpaiicTBa 13 KpUITOBATIOTAMHU.
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Tak, Oyno BHSBIEHO OJHM3bKO 76 MIpHA. J0JIApIB HE3aKOHHUX OIepaiii i3
KPHUIITOBATIOTOIO, MO0 HAOIMKAETHCS 32 CBITOBUMH OOCSTaMH 10 HE3aKOHHUX
omepanii 13 Hapkotukamu [13]. OxpiM 1pOro HaOyBarOTh MOIIUPEHHS
KIOep3JI0UMHM, SIKI 3AIHCHIOIOTHCS 3a JIONMOMOTOI IHU(PPOBOI peKsIaMH, IO
IIPOTHO3YEThCS JocarTd 44 mupa. poiapie y 2022 pomi [13]. Sk mpaBwiio, naHi
oreparlii MPU3BOAATH JO JieTaji3allli X KOIITIB, 10 BPEUITI-PElIT HEraTUBHO
BIJTMBAE HA PO3BUTOK EKOHOMIKH.

Kpainamu cBiTy BegeThcsi 60poTh0a 13 HacliikaMu 1HPOpMaLIMHUX BIHH,
[0 TMOJSTrae y MOCWICHHI 3aXoAiB 13 1HdopMaIliiiHoi Oe3leKku B LUIOMY Ta
kiOepoOesnekn 30kpema. Tak, y 2019 poui CBITOBI BUTpaTH Ha 3aXHUCT
iHpopmarii ckianu 124 mipa. goi., mo nepesuirye ix cymy y 2018 por (114
Mipa. 1oi1.). [Iporuo3yetses 3poctanns nanoi cymu y 2022 poui go 170,4 nosn.
[13]. OkpiM mbOTO MOXKHA BUAUTUTH TaKy MpoOJIeMy, SIK HESKiCHE MPOTrpamMHe
3a0e3neyeHHss sl 3axucTy AaHux. Y 2021 pormi cBITOBI BTpaTH Bia HOTro
dbyHKIioOHyBaHHS ckianu 20 MJIpJA. 10J., 0 MEPEBUIIUIO JAHUM MOKA3HUK Y
MoTepeIHl POKU MPAKTUYHO y 2 pa3u (pUCyHOK 2). Takox 3poCTarOTh BUTPATH
KOMIIaHIM Ha MATOTOBKY (axiBIIB Yy Taly3l 3axucTy iHQopMailii.
[IporHo3yetbces 301IbIIEHHS JaHOTO MoKa3HuKa 10 10 mupa. noin. y 2027 poui, B
nopiBHsaHHI 3 1 Mipa. 1071. y 2014 porti [13]. ITpu 1ipoMy HeraTHBHI aCIICKTH Bij
BIUIMBY KIOEpPBIH MpPOSIBISIOTECS TakoX W B TOMY, LIO KOMIIaHIi MaroTh
npoOJieMH, TIOB’s3aHl 13 MOJAJIBINOK iX IisIbHICTIO. ToOTO OarathoM 3 HHX
(60%) my>xe BayKKO BITHOBIIOBATH 1H(HOpPMAIIIIO Ta TTPOIOBKYBATH CBOIO POOOTY
Ha rornepeIHboMY piBHI (pucyHOK 1). OcoOauBO 11€ TPoOJIeMATUYHO JI MaTuX
M1ITPUEMCTB.

Takum unHOM, 1HGOpPMAIlIHHI BiMiHU 3A1MCHIOIOTH BIUIUB Ha Pi3HI cdhepu
JUSTBHOCTI Ta Pe3yJlbTaTOM IOTO, SK MPABWIO, € 3pOCTaHHA (HIHAHCOBUX
30WTKIB Ta BUTPAT, OB’ SI3aHUX 13 MIABUIICHHSIM €(DEKTUBHOCTI CUCTEM 3aXHUCTY.
Jlana npobGiema notpedye 3HAXOMKEHHS YHIBEpCAJIbHUX MIIXOJIB, peajizailis

SKHX J03BOJIMJIA O CIIPOTHO3YBATH MOTEHIIIMHI Pe3yabTaTH AJIsi OKPEMOi KpaiHu,
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OTpUMaHI B mpolieci peamizanii iHpopMmaliifHux BiiH. Came TOMY MPOIOHYEMO
BUKOPUCTOBYBaTH TMiJX1JA yAapHOI XBWIi, SAKUH JO3BOJUTH CHpUHAMATH
BUHUKHEHHS HACJIJIKIB KIOEPBIH Y SKOCT1 «1HGOPMAIIHHUX OyIH0AIIOK.

«IHdpopmarriiiHO OYyIL0AIKOI0» € IIEBHA IMO/I1A, SKa HerependavyyBaHa Ta
BiIOYBAEThCS HE HA TOCTIWHIA OCHOBi, ajie i BUHUKHECHHS TPHU3BOIUTH [0
KOHKPETHUX pPe3yJbTaTiB, 3a 4YacTy J0 30OUIbIICHHS HETaTUBHUX HACIIJIKIB
MPOTATOM TIEBHOTO Yacy. Y SKOCTI Takoi «O0yJbOaIikm» MOKe BUCTYIIATH OJHMH
13 HarmpsMiB 1H(OpMaIlIHOT BiiTHHU, HANIPUKIIAJ, XaKepchbka aTaka. Hacminku Bin
BOTO MOXYTh 3pOCTaTH y TEOMETPUYHIA Mporpecii ax a0 EKOHOMIYHOL
necradumizamii kpainu. Cnernudiudi 0CoOJHUBOCTI Ta MaclITaOW BUHUKHEHHS
«iHpOopMalIMHUX OYyJIb0OAIIOKY», IK HEraTUBHUX HACTIAKIB 1HGOPMAIIMHUX BIMH,
B CBOIO Y€pry, BU3HAYAIOTh BEKTOPH MOLIMPEHHS B €KOHOMIYHIM Ta COIlalIbHIM
chepax Ta BIUIMBAIOTh HA pI3HI KaHaiM iX nowmupeHHs. Bce ue ¢opmye
NepeyMOBU [T MOXJIMBOI MaTeMaTWyHOi (opmaiizailii po3MOBCIOIKEHHS
HACHIAKIB 1HQOPMALIMHUX BifH, K (aAKTOpiB EKOHOMIYHOI JecTaliiizaiii
KpaiHu, y BUTIISII PO3pUBY «iHGOpMaIliitHOT OyIb0amkmy — yaapHO-XBUILOBO1
moxaeni  CenoBa-Teitmopa.  3actocyBaHHST ~ 3a3HAYEHOTO  MIAXOAY  JIO
MOJICTIOBaHHS TOJIATa€ y JNOUUIBHOCTI (DOpPMyBaHHI OCHOBHOI TIMOTE3U IOJI0
HAsSIBHOCTI «1H(MopMaIiiHux Oynp0ammok» Ta iX pO3pUBIB, K MEPE/IBICHUKIB
MPOIIECIB €EKOHOMIYHOT JAecTadimizallii kpaiHu B po3pi3i iHGOPMAaIIHHOTO MOJIs.

Monens Cenosa-Teinopa [16, 17], sika m03BoJiss€ OmMUcCAaTH YIAapHY
XBUJTIO, MA€ BUTJISI:

R,(t) = a-tP, (1)

1/(n+2)

)

p=It2 g = (i)

n+2’ p
ne N — mpocTtopoBuil BumMip (N=1 s TUIOCKOTO MpoOCTOpy, N=2 mis
HUAJITHIPUYIHOTO TIPoCcTOpy, N=3 11t chepuIHOTO MIPOCTOPY);
S — ¢akTop MBUIKOCTI BUIUICHHs eHeprii (S=0 11 BUMaJAKy MUTTEBOTO

BUJIITICHHS, S=1 17151 BUTIaKy BUIIJICHHS 3 TTOCTIHOIO MIBUAKICTIO);
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E; — eHeprii, mO BHAUISETHCS TMpPH JETOHAIli 1 Mae HaCTyIHI
XapaKTEepUCTUKHU: [ - TOBXKHHA, T - Yac;

p — WIIBHICTh aTMOC(HEPHOTO TOBITPAI.

Anantyemo  dopmyny (1) mms  ommcy Mopaenm  ymapHOi  XBHUIL
PO3MOBCIO/IKEHHST HACHIAKIB 1HGOpMaIiiHUX BiifH, sIK (pakTOpiB AecTtadimizarii
€KOHOMIKM KpaiHh. OCKUIbKM MPH OIHKCI COIaJIbHO-€KOHOMIYHOT CHCTEMH
BTpauae CEHC MPOCTOPOBA XapaKTEPUCTUKA, KOXKEH CHEKTP BEPTUKAIBHOTO
(Makpo- Ta MIKpOpiBEHb) Ta TOPU3OHTAILHOTO (0aHKIB Ta CyO’ €KTIB
roCloJapchbKoi  JISJIBHOCTI)  CEKTOpIB  Oylae  MaTH  BJIACHUKM  KaHal
PO3MOBCIOJKEHHS, a 3aMICTh NPOCTOPOBHX  XapaKTEPUCTUK  BUHHUKAE
HEOOXITHICTh BUKOpPUCTaHHS ¢akTopy dacy. 3anumemo GopMmyay, sKa
JIO3BOJIUTH KUIBKICHO OMMCATH «TUCK» YJIAPHOI XBUJIl PO3pUBY «iH(pOpMaIiitHOi
Oynp0amkm» Ta TEHJEHIII0 HOro 3racaHHs, IO CYHPOBOKYE IPOIIEC
MOCJIIJIOBHOTO PO3CIIOBaHHS €HEprii — TMpOosiBIB Ta KaHAIIB EKOHOMIYHOI

necradimzanii kpainu. Moaenbs CenoBa-Teiiopa 3 ypaxyBaHHSM ajanTailii

E
T a; (F)

ne  AR(t) — 3meHmieHHs BTpar iH(opMallii, HOPyIIeHb y CHCTEMI

HaOyBae Bursiny [18]:

E E\3/* E\'/* (2)
AR(t) = t_4 + a4 (t_4) + a; (t_4) ,

Oe3MeKu, 10 BUPakKaEThCsl a00 y KITLKOCTI 3aIUCiB JIJIs BTPAT, 400 y KUIBKOCTI
BUIA/IKIB TIOPYIIIEHbD, 10 BIIOYBAIOTHCS 3a TIEpios t;

E — eHepris B MOYAaTKOBUUA MOMEHT MICJs PO3pUBY OyJIbOaIIKH, 0 B
HAIIOMY BUIIAJIKy TMPOMOHYETHCS IHTEPIPETyBaTH sK 1Moxin (abo mpuOyToK),
NOB'A3aHUH 13 BTpaTOIO 1H(MOpMAIIil Ui MOPYLIEHb CUCTEMHU 3aXUCTY;

t — mepioa yacy micisi po3puBYy «iH(pOpMaIiiHOI OyIbOamKu» (KUIbKICTh
MICSIIIIB);

a,,a,,a3; — XapaKTEPUCTUKH CEPEHAOBHIN TOIHUPEHHS YIApPHUX XBHIIb

HACIAKIB 1H(POPMAIIIMHUX BiHH.
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OckiIbKM BHUHHUKA€ HEOOXIIHICTh MiHIMIZaIli BTpar iHdopmallii ado
MiHIMI3allii BHUIAKIB MOPYIICHHs iH(OpMaliifHoT O0e3meku (KUIbKICTh 3amiCiB
a00 KUIBKICTh BHIAIKIB), IO BHUCTYIAIOTh OJHIE 13 ¢GopM MPOsBY
«iH(popMalliifHOi BiitHUY, po3risiHeMO Mozenb CenoBa-Teiisiopa 3 TOYKH 30py
ONTHUMI3allifHOI 3amadi HEeTIHIHHOTO TporpamyBaHHS. J[Js 1bOrOo B po3pisi
KOKHOTO 13 HampsMKIB JecTabumizaiii eKOHOMIKM KpaiHM HEOOX1JTHO
imeHTudikyBaT «BUA 1HGOpMalidHOI BIMHW» Ta BIANOBIIHO PO3PHB
«iHpopMaIliitHoi OynbOakm», aKka OyJe XapakTepu3yBaTH yAApHY XBUIIIO, IO
BUHUKJIA Ta TOBUHHA MOCTYMOBO PO3CIATHCS. TakKuM YMHOM, MapaMeTpy MOJIEi
(2) maroTh 3a0€3MeUnTH MIHIMAJIbHO MOKJIMBHUI piBEHb BTpaT 1H(opmaIllii ado
BUIAJIKIB TMOpyIIeHHS 1H(opmaliiiHoi Oe3neku (KIIBKOCTI 3amuciB - abo
KUTBKOCTI BHUIIAJIKIB) JJI1 KOXHOTO TMPOSBY JecTadumi3aiii eKOHOMIKM KpaiHH,
TOOTO B OAaHKIBCHKIH cdepl, A MANPUEMCTB, JEPKaBU B LIIoMy. BpaxoByrouun
HaBEJICHI apryMEHTH, ONTHMI3alliifHa 3aja4a MOJICIIOBAHHS PO3IMOBCIOIKECHHS
HacHAKIB 1H(OpMaliiHUX BiH, 4K (QakTopy EKOHOMIYHOI JaecTaliimizaiii

KpaiHd, 3 ypaxXyBaHHSIM pI3HHX IX TPOSBIB Ta KaHAIB HaOyBa€ BUIJISAY

(popmyma 3):
( U; » min
14
t.
Ui = z UU] ==
j=1
) . .\ 3/4 .\ 2/4 . ’ G)
4 l l l l 1/4
Z; Zt; Zt; Eztj
= Z ? + a1 ; 2 + a2 ; 3 + a3 ; 4
EA (z}) (z}) (z})

ne  U; — po3citoBaHHS eHeprii yJapHOi XBUJII B 1-My KaHaJl NOIUPEHHS
E€KOHOMIYHOI JlecTabimi3alii kpaiHu, To0To JjIsi OaHKIB, MiMPUEMCTB, JACpPIKABU
B LIVIOMY;

V' — KinpKicTh BUAIB 1H(QOpMaALIWHUX BIAH (XaKepChKl — aTakw,

KIOepIINMUTYHCTBO, iH(pOpMAalliiiHa mponarasia, Touo);
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Z,?j — 3HAYEHHs MOYATKOBOI €HEPTii B MOMEHT 4acy t;j, TOOTO 1OYaTKOBI

3HAUYCHHA JOXOMAIB (MpUOYTKiB) JJIS BIAMOBIMHUX KaHAJIB TOIIMPEHHS 0
MoYaTKy 3/1MCHEeHH 1H(pOpMAaIIHHOI BIlHU;
tj — MOMEHT 4acy IOYarKy J-oro Buay iH(OpMalilHOi BiiHM B i-My
HaANPSMKY JecTaliizalii eKOHOMIKU KpaiHu;
i

T

— TPHUBAIICTH J-0r0 BHAY IH(OPMAIIIHOI BIHHH B i-My HAIPSIMKY
necTalimizallli eKOHOMIKU KpaiHH.

3acrocyBaHHd (QopMyau 3  JO3BOJIUTH  3MOJIEIIOBATH  CUTYaLIlo
PO3NOBCIOJKEHHSI HACHIAKIB pPI3HUX BUIIB 1HQOpMALIMHUX BIMH, SKi
NPOSIBISIIOTECA Y BUMIISAL  (PIHAHCOBUX BTpaT I MIANPUEMCTB, OaHKIB,
JIep KaBU Ta BPEIITI PEIIT MPU3BOIATH 0 €KOHOMIYHOT iecTadimizamii KpaiHu.

BucHOBKH Ta nmepcneKTHBH NMOAAJBIINX Aocail:keHb. Ha cyuacHOMy
eTami pPO3BUTKY CYCHIUIBCTBA [IJIi BHUPIIMIEHHS COIIAJbHUX, TMOJITUYHUX,
€KOHOMIYHHMX Mpo0JieM Ta KOH(IIKTIB BCE YACTIIIE BAAIOTHCA 10 BUKOPUCTAHHS
MO>KJIMBOCTEN 1HPOpMALIHHOTO MpocTopy. OJHUM 13 HAMPSAMIB LILOTO € BEICHHS
iHpopMaIiiHUX BiMH, SKI 3aCTOCOBYIOTBCS, SK IIPABHJIO, JJIS peaizallii Jiii
37I0YNHHOTO XapakTepy, M0 MPU3BOIUTH JO TMOSBU 0araThb0X HECHPUATIUBUX
HACJIIJIKIB JIJIs TI€T KpaiHu, 1O BIIHOIIEHHIO J0 SIKOi OyJI0 B)KMBAHO JIaHI 3aXOJIH.
VY crarti 3a3HavyeHo, 1[0 1HCTPYMEHTAMH BEJEHHS TaKWX BIMH € XaKepChKi
Kibeparaky, KIOepIIMUTYHCTBO, IIpoMarasja Ta iHIli, METa 3aCTOCYBAHHSI SIKUX
MOB’si3aHa 13  BUKPAJICHHSM, BUKPUBIICHHSIM, 3HHINCHHSIM 1H(OpMaIrii
«MOTEHUIMHOTO» MPOTUBHUKA. Takox OyJio MpOaHali30BaHO Pl MOKAa3HUKIB,
AKi XapakTepu3yloTh iH(opMaliiini Biifau. IX craTucTHuHi 3HAYEHHS CBigYaTh
PO 3POCTaHHS JaHOI MPOOJIEMH Yy BChOMY CBITI, 1110 TOBOPUTH MPO MOKIUBOCTI
BUHUKHEHHSI 030pO€HMX KOH(QIIKTIB MIX KpaiHaMH, SK HACIiJKH BEICHHI
iHopMaIIiHUX BIMH MK HUMU. Y poOOTI OyJiO MPOAHAII30BAaHO TaKOX M
OCHOBHI (DiHAHCOBI HACIiJKU, OTPUMaHi B pe3ylbTaTi KiOepBiiiH y cBiti. Ix

MIPOTHO3H1 3HAYEHHS CB1AYaTh HE TIJILKU MPO 3POCTAaHHS BTPAT B MailOyTHHOMY,
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a TaKoXX ¥ Mpo 30UIbIICHHS BUTpPAT Ha 3a0€3MeUeHHS CUCTeMU 1H(OpMaIliiHOl
oe3neku. ToOTO mpu BIACYTHOCTI MI€BUX 3aXOMIB 3aXHUCTy Ta 3pPOCTAIOYUX
MO>KJIMBOCTSAX JIJISl KiOEP3JOYMHINIB MPOTHO3YETHCS B IIJIOMY HECHPUSITINBA
CUTyallls y CBITI, sika Oyjae TmOB’s3aHa 13 Jectabimsaiiero pi3HUX cdep
KHATTEISIIBHOCTI, 0COOJIMBO €KOHOMIYHOL.

JIns BCTaHOBJICHHS KOHTPOJIIO 3a XOJ0M 1H(GOpMaIIMHMX BIWH Ta
YIOPaBIIHAS HAMH, PO3POOJISIOTHCS MEBHI METOAMKHU Ta Mojneni. Tak, B poOOTi
MIPOTMIOHYETHCSI 3aCTOCOBYBATH YJapHO-XBUILOBY Mojenb CemnoBa-Teitopa y
BUIJISIAI  pO3pUBY  «iH(popmarliiiHoi  OynpOamku»  JAJis  MOJEIIOBAHHS
pPO3MOBCIOJKEHHSI HACHiAKIB 1HQOpMaUIiHUX BIMH, $K @QakTopy came
E€KOHOMIYHOI JecTalimizaiii KpaiHW 3 ypaxyBaHHSM pi3HUX ¢aktopiB. [lany
MOJIeIb OYyJI0 aJanTOBAaHO IiJI YMOBH PO3MOBCIOKCHHSI HACIHIJKIB JIJII TaKUX
KaHaliB, AK OaHKM, MIANpPUEMCTBA Ta jAepkaBa. I[lomioHi momeni € (opmoro
iH(dopmaliiiHoI0 30poi, MO 3/JaTHA HAJlaTH MAaKCUMaJbHUN €(EKT, OCKUIbKH
JOTIOMArae BHSIBUTU PsJ 3arpo3jMBUX UYHMHHMKIB JecTaOutizaiii Jep:kaBH,
BCTAHOBUTH HAWOIIBIN Bpa3jiuBl [IISHKH CHUCTEMH, Ta CIPOTHO3YBAaTH
MOTEHI[IHI BapiaHTH PO3BUTKY TMOJIH, 100 MaTH MOMJIUBICTH 3aBYACHO
nepea0ayuTH MOKJIMBI HETaTUBHI HACTIAKY 1H(QOpMALIHHUX BIMH.

B HacTtymHOMYy [OCHIJKEHHI TUIAHYETHCS 3AIMCHUTH PO3PAXyHKU 13
BUKOPUCTAHHSAM 3alpONOHOBAHOI aJallTOBAHOI MOJIENIl Ha OCHOBI €MIIPUYHUX
JaHuX 070 1HGOpMAIIMHUX BTpaT (BUMAJAKIB TOPYIIEHHS 1HGOpMaIliitHO1
Oe3rekn) Ta TMPUOYTKIB, MOB’S3aHUX 13 JISUIBHICTIO OaHKIB, MIAMPUEMCTB Ta
JIepKaBH.

PoGoTa BHMKOHAHA B paMKax [Iep:KOIIKETHOI HAYKOBO-JAOCTiIHOL
poooru Ne 0118U003574 «KidepOe3neka B 00poTh0i 3 OaHKIBCHbKHUMH
IIAXPAUCTBAMM: 3aXHMCT CIOKUBA4YiB (PIHAHCOBHUX IOCJHYI Ta 3POCTAHHSHA

(diHaHCOBO-eKOHOMIYHOI 0e3meKu Y KpaiHm».
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