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SECURITY-ORIENTED CHANGE MANAGEMENT IN THE BUSINESS
PROCESSES OF AN INDUSTRIAL ENTERPRISE!
BE3IIEKOOPIEHTOBAHE YIIPABJIIHHSA 3MIHAMM B BI3HEC-
INPOLHECAX NPOMUCJIOBOTI'O ITIIAITPUEMCTBA
BE3OITACHOCTHOOPHUEHTOBAHE YIIPABJIEHUE
N3MEHEHUAMMU B BUSHEC-ITIPOLHECCAX MTPOMBIINJIEHHOT O
HPEAIIPUATHUA

Summary. In a complex dynamic environment, characterized by constant
uncertainty and variability of political, economic and social factors, the basis
for the successful operation of commercial entities is the adoption of adequate
management decisions. With the help of decision support systems, which
concentrate powerful methods of mathematical modelling, management theory,
information technology, you can choose solutions to some unstructured and
poorly structured problems, including multicriteria, such as business process
management, so decision support systems, as a rule, it is the result of
interdisciplinary research, which includes theories of databases, artificial
intelligence, interactive computer systems, simulation methods, etc. However,
most papers do not study the decision-making system in the decision-making
mechanism in the system of security-oriented change management in the
business processes of an industrial enterprise. This determines the need for and
relevance of systematic research of this problem.

The aim of the article is to study the theoretical issues of using the essence
of safety-oriented management when an industrial enterprise plans to make
adjustments in its activities, in particular in business processes.

Managing the economic security of business processes, which is an

! The publication was publicly funded by Ministry of Education and Science of Ukraine for developing of
research project Ne 01170003855 «Institutional and technological design of innovation networks for Ukraine
national security systemic providing», research project Ne 0119U100179 «Development of scientific and
methodological foundations and practical tools for evaluating of the product innovations commercial (market)
prospects».
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integral part of the enterprise management system, requires that management
decisions are considered and evaluated in terms of their impact on economic
security, both in the current state and in perspective. Therefore, the components
of the concept of security-oriented change management in the business
processes of an industrial enterprise should cover the tasks of strategic
management to support the development of the enterprise and those that are
characteristic of the current management, security-oriented. Given the principle
of manageability of security-oriented management, to solve the problem of its
integration into the management system of operation and development of the
enterprise, the theoretical basis of its research and management is a systematic
approach, which necessitates coordination of the functions of strategic
development management with security-oriented management analysis and
evaluation, diagnosis, monitoring; planning and forecasting, which provides the
development of plans and programs; organizational, which is determined by
integration, coordination, coordination, support, implementation, control;
motivational orients staff to development and training, ensures their readiness
to implement innovative changes.

Management of economic security, which is an integral part of the
enterprise management system, provides that management decisions made in
any area of the enterprise must be considered and evaluated in terms of their
impact on economic security as in the current state and in the future. Therefore,
the components of the concept of ensuring the security-oriented development of
business processes of the enterprise should cover the tasks of strategic
management to support the development of the enterprise and those that are
specific to the current security-oriented management.

Key words: security-oriented management, business process, changes,

industrial enterprise.

Anomauia. B ymoeax cknaowoco oOunamiunoz2o cepedosuwya, WO
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Xapakmepu3yemuvcsi NOCMIUHOI HeBUHAYEHICIIO MAa MIHAUBICIIO NOJIMUYHUX,
EeKOHOMIYHUX 1 COYIianbHUX (axkmopis, OCHO8010 YCHIUWHO20 QYHKYIOH)BAHHS
20CN00apioyux cyo '€Kmie € YXeaieHHs a0eK8amuux YNpasiiHCbKUX piuleHv. 3a
00NnoMo2010 cucmem NiOMPUMKU NPUUHAMM DiUlelb, 8 AKUX CKOHYEHMPOBAHi
NOMYJHCHI  MemoOU MaAmemMamuiyHo20 MOOeN08aHH s, Mmeopii  YNpaeninHsl,
IHOpMayitiHUX MexHON02Il, Modce 30IUCHIOBAMUC 6UOID pilleHb OesKUX
HECmMpYKmMypo8anux 1 cia0oCmpyKmypoeanux 3aoay, y moMy Hucii u
bacamokpumepianbHux, maki s K ynpasiinHsa 0i3Hec npoyecamu, momy cucmemu
RIOMPUMKU ~ NpUUHAMMSA  pilleHb,  AK  Npasulo, €  pe3yibmamom
MIAHCOUCYUNTIIHAPHO20 OOCTLIONCEHHS, WO BKAIOUAE meopii 6a3 0aHUX, WUMYYHO20
iHmenexmy, IHMepaKmueHuUx KOMN IOMEPHUX CUCMeEM, Memodie IMimayitiHo2o
mooenosanus mowo. Ilpome, 6 binvuwocmi npayb He O0CIOHCYIOMbC cCUCmemMda
NpuUHAMmMs  piuleHb 8  MeXauismi NputiHaAmms  pilleHb 8  Cucmemi
0e3neKooPIiEHMOBAH020 YNPABNIHHA 3MIHAMU 8 OI3HeC-npoyecax NPoMUCIOB020
nionpuemcmea. Came ye 00YMOBNIOE HEOOXIOHICMb [  AKMYAIbHICHb
CUCMEeMHO020 00CTIONCeHHS YIET npobaeMU.

Memoto cmammi € 00cni0KHCeHHs MeopemudHuUxX NUMaHb SUKOPUCTNAHHS
cymuHocmi  0e3NneKoOPIEHMOBAHHO20  YNPAGTIHHS, KOMU  NPOMUCNO8E
RIONPUEMCMBO NJIAHYE B6HOCUMU KOPEKMUBU Y C8010 OIiANbHICMb, 30KpemMa Y
Oi3Hec-npoyecu.

Ynpaeninns exkonomiunoro besnexoio OizHec-npoyecis, wo € Hegid €EMHOI
YACMUHOIO0 cucmemu YRPasiiHHa NiONPUEMCIBOM, BUMAAE, WOO YNPABLIHCHKI
PIWeH s po32NA0anUCs ma OYIHIOBANUCS 3 MOYKU 30PY iX 6NIUBY HA eKOHOMIUHY
be3nexy K y NOMOYHOMY cmaHi, max i 8 nepcnekmugi. Tomy cknaoosi konyenyii
0e3neKoopiEHMOBAH020 YNPABNIHHS 3MIHAMU 8 OI3HeC-npoyecax NPOMUCIOB020
RIONPUEMCMBA NOBUHHI OXONTIO8AMU 3A80AHHS CIMPAMESTUHO20 YAPAGIIHHA 014
RIOMPUMKU PO3GUMKY NIONPUEMCMBEA MaA Mi, AKI XapaKkmepHi 0 NOMOUYHO20
VNPAGIiHHA, OpPIEHMO8aH020 Ha Oe3neky. 3 02140y HA NPUHYUN KEepOBAHOCHE

Oe3neKooPiEHMOBAHUM YAPAGIIHHAM, O GUPIWEHHS 3A80aHHs il inHmezpayii 6
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cucmemy YNpaeninHa — (@QYHKYIOHYBAHHAM MaA PO3GUMKOM NIONPUEMCMEBA
meopemuyHoro 06a3010 ii 00CiONCeHHs ma YNpaeniHHA BUCIMYNAE CUCMEMHULL
nioxio, wo 00YMOGIIOE HeOOXIOHICMb  V32000/CeHHsT  (DYHKYIU — cucmemu
CMpameziuHo20 YNPAGNIHHA PO3BUMKOM 3 (DYHKYIAMU Oe3NeKOOpiEHMOBAHUM
VIPAGNIHHAM. OYIHIOBAIbHO-AHAIMUYHA, WO HNPeoOCmAasieHa aHaiizom ma
OYIHKOI0, OIA2HOCMUKON, MOHIMOPUH2OM, NIAHOB0-NPOSHO3HA, WO 3abe3neuye
PO3pOOKY NIAHI8 Ma Npocpam, Op2aHi3ayitHa, sIKY SUSHAYAIOMb [HmMe2payis,
V320004CEeHHs, KOOPOUHAYIA, NIOMPUMKA, peanizayis, KOHMpOib, MOMUBAYIUHA
OPIEHMYE NEPCOHANl HA PO3BUMOK MA HABUAHHA, 3aDe3neyye 1ioc0 20MOBHICMb
00 peanizayii iIHHOBAYIUHUX 3MIH.

Ynpaeninusa ekonomiunoro 6e3nekoro, wo npedcmaesnie cobo Hegio EMHY
CKNA008y cucmemu YnpasiinHs niONpuEMCcmeom, nepeobadac, wo ynpasiincobKi
piuienHs, wo npuiimaromscsi 8 0y0b-aKiti cgepi OislbHOCMI NiONpUEMCmaad,
NOBUHHI 0008 A3K080 p032140amucs U OmMpumMy8amu OYiHKY 3 MOYKU 30pY ix
BNIUBY HA EKOHOMIYHY Oe3neKy K 6 NOMOYHOMY CMAHI, MAK [ HA NePCNeKmug).
Tomy xomnonenmu xouyenyii 3a0e3neuentss 6€3neKoOpiEHMOBAHO20 PO3GUMKY
OizHec-npoyecié nionpuUEMcmea NOBUHHI OXONII8AMU 3A80AHHS CIMPANEIUHO20
VIPAGNIHHA w000 NIOMPUMKU PO3GUMKY NIONPUEMCMBA mMa makxi, wo €
cneyugiuHumMu 0151 NOMOYHO20 6E3NeKOOPIEHMOBAHO20 YRPABIIHHS.

Knwuoegi cnoea: 6e3nexoopienmosatne ynpasnints, Oi3Hec-npoyec, 3MiHU,

NPOMUCTIO8E NIONPUEMCINEO.

Annomayus. B ycnosusx — ClOXMCHOU — OUHAMUYECKOU — Cpeobl,
xapaxmepuzyowecsi NOCMOAHHOU HeONnpeoeieHHOCMbIO U  UZMEHYUBOCbIO
NOIUMUYECKUX, IKOHOMUYECKUX U COYUATLHBIX PAKmopos, OCHOBOU YCHEUHO20
@DYHKYUOHUPOBAHUS  XO3AUCMBYIOWUX — CYOLEKMOo8  AGNAemcs  NpUHAmue
aoekeamuuvlx ynpaenenyeckux peweHuu. C nomowpro cucmem noo00epI’CKU
NPUHAMUSL  peuleHuti, 6 KOMOPbIX CKOHYEHMPUPOBAHbL MOWHbIE MemOoObl

mamemamudecKkozco M00€Jlup06aHuﬂ, meopuu ynpaejieHusl, UH(ﬁopMaLﬂlOHHle
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MEeXHONI02ULl, MOdCEm  OCYUWeCMEIAMbCs  6bl00p  peueHUll  HeKOmopbixX
HeCmpyKmypupo8arHHulX U C1aO0CMPYKMYPUPOBAHHbIX 3a0a4, 8 MOM Yucie u
MHO2OKPUMEPUATbHBIX, MAKUX KAK Ynpasiexue OusHec-npoyeccamu, nod3momy
cucmema  NOOOEPIUCKU — NPUHAMUS — pelleHull, Kak npasuio, Ae1saemcs
Pe3VIbMAmMoMm MeHCOUCYUNTUHAPHO2O UCCEe008AHUS, BKIIOUAIOULe20 MeopUuU
0a3z OaHHBIX, UCKYCCMBEHHO20 UHMELIEKMA, UHMEPAKMUBHBIX KOMNbLIOMEPHBIX
cucmem, Memooo8 UMUMAYUOHHO20 Moldenuposanus u m.n. Oouako, 8
bonbuuncmee pabom He UCCACOVIOMCS CUCMeMd NPUHAMUSL DeuleHull 6
Mexanuzme NPUHAmMuUsl peuwlenull 8 cucmeme 0e30NACHOCMHOOPUECHMOBAHO20
VIPasieHUs USMEHEHUAMU 68 OU3HeC-NPpoYeccax NPOMbIUIEHHO20 NPEONnPUSMUSL.
Hmenno smo obycrosnuseaem neoOX00UMOCMb U AKMYAIbHOCHb CUCHEMHO20
uccne0o8anusi 3mou npooiembi.

Llenvio cmamovu s6715eMcs1 UCCIe008aHUEe MEOPEMUYECKUX BONPOCO8
UCNOIL308ANHUSL CYUHOCU OE30NACHOCMHOOPUECHIMOBAHO20 YAPAGIEHUS, K020d
NPOMbLULIEHHOe Npeonpusimue NiIaHupyem 6HOCUMb KOPPEeKmuebl 6 C80H0
0esimelbHOCMb, 8 YACMHOCMU 8 OU3HEeC-NPOYeCcCyl.

Vnpasenenue  sxonomuuecxoii  b6ezonacrHocmvio  OU3HEC-NPOYECCcos,
a6AAI0OUEeCs HeOMbEMIEMOU HacCmblo CUCmeMbl YNPAsieHUs NPeOnpusimuem,
mpebyem, umobdvl YNpasieHuecKue peueruss paccmampusaliucb U OYeHUBAIUCH
C MOYKU 3DEHUsL UX GIUAHUSL HA DKOHOMUYECKYI0 Oe30NACHOCMb KAK 8 MeKyujem
cocmosiHuu, maxk u 6 nepcnekmuse. Ilosmomy cocmasnsaowue KoHYenyuu
0e30nacHOCMHOOPUEHMOBAHO20 YRPABIEeHUS USMEHEHUAMU 8 DU3HeC-Npoyeccax
NPOMBIULTIEHHO20 npeonpusimust O0JIJICHbL 0X6aMblEAMb 3a0aqu
cmpamezuyecko20 YnpasieHus 0jisi NOOO0EPHCKU pa3sumusi npeOnpusmus u me,
KOmopvle Xapakmepuvl O MeKyuje2o YNpasieHus, OpUeHmMupo8aHHo20 Ha
bezonacHocme. Yuyumuwisas NPUHYUN VIpasasemocmu
0e30nacHOCMHOOPUEHMUPOBAHHBIM  YIPAGIEHUEM, Ol peuleHUs 3a0adu ee
unmezpayuu 6 cucmemy YnpaeieHus QYHKYUOHUPOBAHUEM U PA3GUmMUeM

npeonpusmus  meopemuyeckou 0a3ol ee UCCIe008aHUs U  YNPABIEHUs.
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8blcmynaem CUCMEeMHbIL No0X00, Ymo 00yCclo8Iusaem HeobdXo0UMOoCmy
CO2NACO8AHUS PYHKYUL CUCTNEMbl CIMPAME2UYeCcKO20 YNPAGIeHUs. PA3GUIMUEM C
@yHKYusAMU 0e30nacHOCMHOOPUEHMOBAHO20 — YAPABIEHUA! OYEeHOUHO-
AHATUMUYECKOU, KOMOPAsl NPeOCMABIeHd AHATUZOM U OYEHKOU, OUACHOCMUKOL,
MOHUMOPUHSOM, NIAHOB0-NPOSHO3HOU, KOmopas obecneuusaem paspabomky
NIAHO8 U NPOSPAMM, OP2AHUZAYUOHHOU, KOMOPYI0 ONpedensiom UHmezpayus,
coenacoganue, KOOPOUHAyus, NO00EPHCKA, peanusayusi, MOoOmueayuoHHo,
KOMOpasi opueHmupyem nepcoHal Ha pazeumue u ooyyenue, obecneyusaem e2o
20MOBHOCMb K Peanu3ayuu UHHOBAYUOHHBIX U3MEHEHU.

Vnpasnenue sxkonomuueckoii 6ezonacHocmvio, npeocmasisaouee coooll
HeOMbeMIEMYI0  COCMABIAIOWYI0  CUCIEMbl  YNPAGIeHUs.  NPeOnpusimuem,
npedycmampusaem, ymo YNpasieHuecKue peuilenus, npuHumaemvie 6 0ol
cghepe oesimelbHOCmu npeonpusimus, 00.19/CHbl 00513amenbHo
paccmampusamscsi U NOAYYAMb OYEHKY C MOYKU 3PeHus Uux 6IusHus Ha
IKOHOMUYECKYIO 0Ee30NACHOCMb KAK 8 MeKywem COCMOAHUY, MAaK U Ha
nepcneKmusy. Ilosmomy KOMNOHEHMbl KOHYenyuu obecneyeHus
0e30nacHOCMHOOPUEHIMOBAHO20 PA3BUMUSL  OU3HEC-NPoYeccos Npeonpusmusl
O0JIICHBL 0XBAMBIBGAMb 3A0AUU CIMPAMESUYECKO20 YNPAGIeHUs N0 NOO0EPHCKe
paseumusi npeonpusmus u cneyuguueckue 074 meKyujezo
0e30nacHoCMHOOPUEHIMOBAHO20 YNPABIeHUSL.

Knrouesvie cnosa: 6ezonacnocmnoopuenmoganoe ynpaeiexue, Ousnec-

npoyecc, UsMeHerUsl, NPOMbIULIIEHHOE npednpuﬂmue.

Formulation of the problem. Today, in a complex dynamic
environment, characterized by constant uncertainty and variability of political,
economic and social factors, the basis for the successful operation of economic
entities is the adoption of adequate management decisions. With the help of
decision support systems, which concentrate powerful methods of mathematical

modelling, management theory, information technology, you can choose
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solutions to some unstructured and poorly structured problems, including
multicriteria, such as business process management, so decision support
systems, as a rule, it is the result of interdisciplinary research, which includes
theories of databases, artificial intelligence, interactive computer systems,
simulation methods, etc. However, most of the works of scientists do not study
the decision-making mechanism in the system of security-oriented change
management in the business processes of an industrial enterprise. This
determines the need for and relevance of systematic research of this problem.
Analysis of research and publications. The issue of economic security
management of enterprises over the past decade has been the subject of many
scientific studies, in particular, scientists, I. Bashynska [1], S. Cherkasova [2], S.
Filyppova [3], I. Khoma, D. Komarkov [4], O. Lyashenko, I. Otenko [5], Yu.
Pogorelov, R. Shkreben, L. Voloshchuk [6]. S. Cherkasova and S. Filyppova
identify the main problematic aspects of managing the process of strengthening
the economic security of enterprises in the context of defining its essence and
interaction with the concept of competitiveness and offer an author's approach to
determining the structure and main components of the organizational and
economic mechanism of management of the process of strengthening the
economic security of industrial enterprises in the organization of its accounting
and analytical support. L. Voloshchuk proposes the concept of security-oriented
management of innovative development of industrial enterprises, which from the
standpoint of systemic and integration approaches reveals its feasibility as a type
of management activity in innovation management, aimed at ensuring a
satisfactory level of economic security in the process and as a result of
innovative development concerning elements of the system, goals, tasks,
objects, principles, mechanism, resource provision of security-oriented o
management of innovative development of an industrial enterprise, and its
conceptual model that highlights their connections. |. Bashynska proposes a

scheme of security-oriented management, which is based on the identification,
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assessment and monitoring, as well as measures to reduce the degree of risk
threat, which includes selected stages with appropriate actions. 1. Otenko, D.
Komarkov, R. Shkreben consider strategic tools for security-oriented
development of the enterprise, which consists of strategy, mechanisms
(coordination, training, regulation, preservation and protection), organizational
methods, forms of strategic management of economic security, and also methods
of a choice and coordination of the adaptive actions corresponding to landmarks
of development of the enterprise. Despite their significant contribution, there are
issues that need more detailed research, namely security-oriented business
process management of an industrial enterprise.

The purpose of the work. The purpose of the article is to study the
theoretical issues of using the essence of safety-oriented management when an
industrial enterprise plans to make adjustments in its activities, in particular in
business processes.

Research methods. The following methods were widely used in the
research process: theoretical generalization, abstraction, comparison, a
generalization of the system approach. The methodological and informational
basis of the work is scientific works of domestic and foreign scientists and
practitioners, materials of periodicals, Internet resources.

Results. Management of economic security of business processes, which
is an integral part of the enterprise management system, requires that
management decisions made in any area of the enterprise must be considered
and evaluated in terms of their impact on economic security both in the current
state and in the future. Therefore, the components of the concept of security-
oriented management of changes in business processes of the enterprise should
cover the tasks of strategic management to support the development of the
enterprise and those that are specific to the current security-oriented
management (Table 1).

Restrictions on the protection of the enterprise from threats require the
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system of security-oriented management of developed

information and

analytical support to identify and prevent threats, assess their impact, changes in

the financial and economic condition of the enterprise, the adequacy of its

resources.

Table 1

Formation of a conceptual model of providing a system of security-oriented

management of changes in business processes of the enterprise

Components

Traditional conceptual model of
providing a security-oriented
management system

A strategic model of providing a
system of security-oriented
management of enterprise development

1. The conceptual
approach to ensuring
security-oriented
management

Protective — confrontation of
threats at the expense of
resource provision, liquidation
of consequences of threats

Security-oriented development -
support for development through the
search for and use of opportunities,
active formation of favourable
conditions

2. The main task of
security-oriented
management

Ensuring safety-oriented
management of sustainability
and efficiency

Ensuring the stability of the
competitive position, innovation
activity, organizational adaptability,
harmonization of the interests of the
enterprise with the subjects of the
external environment

3. The reaction of the
system of safety-
oriented management
to the influence of
external and internal
environment

Focus management's efforts on
the threats and risks associated
with changes in the internal
environment

The concentration of management
efforts on support and ensuring
sustainable development of the

enterprise by identifying threats to the
external environment and eliminating
their impact on the danger of the
internal environment

4. Type of
organizational support

It is based on the rational use of

material and energy resources

and the reliability of technical
and technological potential

Relies on organizational forms and
information technologies that focus on
knowledge and mutually beneficial
cooperation, strategic partnership

5. Model of managerial
actions

Current management to
minimize production costs,
stable profits

Strategic management through vision,
the flexibility of strategic decisions,
changing circumstances in the interests
of the enterprise

6. Potential for
security-oriented
enterprise management

Opportunities from the
effective use of technical and
technological, informational,

organizational and human
resources of the enterprise

Ability to ensure sustainable
implementation of strategic goals
through conflict resolution,
identification of threats, elimination of
risks, compliance with the principles of
social responsibility and environmental

friendliness
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The strategic orientation of the system of security-oriented management
on development obliges to make flexible strategic decisions for the production
of innovative products and technologies taking into account and coordinating the
interests of the external environment to provide measures to protect the interests
of the enterprise in the future. This provision is determined by the fact that "the
suppression of the economic interests of the enterprise can most significantly
affect its stability and competitiveness" [7].

The main goals and objectives of security management are determined by
the essence of economic security and therefore require a presentation of its
properties. Recognition that “the quality of the object of knowledge is revealed
in the set of its properties, which are in some way structurally ordered” [1; 6],
allows us to present security-oriented management as an integral characteristic
of the enterprise, combining features such as adaptability, stability, flexibility,
activity, mobility, manoeuvrability, etc.

In real situations, most companies cannot implement change as quickly as
the market demands. The speed of the company's response to its competitors
reflects the inertia/mobility of management and therefore provides economic
security with characteristics such as flexibility and adaptability. Flexibility and
mobility not only give a stable competitive advantage to the company in the
market but also allow "to actively shape it, change the circumstances in their
interests” [8]. The properties of flexibility and mobility of strategic decision-
making processes form a strategic vision is the most important competence to
create long-term competitive advantage. Stability and resilience are necessary for
the internal cohesion of the organization and in order to prevent "self-destruction
and chaos", to maintain the security of the enterprise, mobility and flexibility — to
restore its activities.

Thus, the manifestation of a property with varying degrees of intensity
characterizes the state of adaptability and security of the enterprise. At the same

time, both individual enterprises and the economy as a whole are considered as
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adaptive systems. These systems are divided into self-tuning and self-
organizing. Self-tuning systems in accordance with changes in the external
environment change the way of functioning (the company expands production
following the increase in demand), self-organizing — change the structure,
organization of the system (the company has a standardization department due
to increasing product quality requirements). Thus, it can be argued that security
processes are spontaneous adaptive processes that ensure the sustainability of
the processes of operation and development of the enterprise.

Security-oriented management in accordance with the goals of
development is provided by such properties-abilities as adaptability, which is
achieved by harmonization of interests and goals, reliability of organizational
relationships with partners, compliance with the organizational structure;
stability, which is created due to competitiveness and stable position in the
market, financial and economic condition and efficiency of functional areas of
activity; environmental and social responsibility, which are realized by
compliance with social standards and minimization of harmful effects on the
environment.

Conceptual provisions for the formation of security-oriented development
management, in addition to defining the essential characteristics of security-
oriented development management, should be based on principles that meet the
specifics of management, economic security in the enterprise and have a
strategic focus on these development goals.

Given the principle of manageability of security-oriented management, to
solve the problem of its integration into the management system of operation
and development of the enterprise, the theoretical basis of its research and
management is a systematic approach, which necessitates coordination of the
functions of strategic development management with security-oriented
management. Analysis and evaluation, diagnosis, monitoring; planning and

forecasting, which provides the development of plans and programs;
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organizational, which is determined by integration, coordination, coordination,

support, implementation, control; motivational orients staff to development and

training, ensures their readiness to implement innovative changes [4].

The strategic direction of the security-oriented management system is

represented by the principles (compiled by authors based on studies [4-5] and

results of author's own studies [9-10]):

innovation activity — when innovative changes are proactive, initiated by
the enterprise and avoid the deterioration of the situation, the suspension of
development, contribute not only to the preservation but also further
increase its pace. In such cases, the emphasis is on the strategic potential of
certain activities. Depending on the characteristics of this potential, some
areas should be abandoned; others need to be developed, as they have
promising opportunities in certain markets. The strategic vision and
effective use of these opportunities should answer the question of the
sustainability of development processes;

the stability of the competitive position of the enterprise in the market,
which is provided by the active search for the best model of strategic
action, the choice of appropriate ways to achieve strategic goals. This
principle is related to the need to meet real external and internal conditions,
constantly take into account the emergence of new threats and
opportunities, continuously monitor changes in the market situation, as well
as provide reliable support for such processes through resources, financial
and economic stability, strategic management competence. Staff — his
knowledge, experience, skills. From this point of view, the development
management system needs to have a set of possible strategies, methods,
models and organize clear feedback from the market to obtain information
about changes;

organizational adaptability is ensured by the use of new forms of

cooperation, between organizational interaction, reliability of partners. The
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system of priority interests of the enterprise should be coordinated with the
interests of the subjects of the external environment interacting with it, and
such organizational forms and means of harmonization or coordination of
these interests should be chosen so that the results of interaction with these
subjects ensure achievement of goals, attraction and creation of new
strategic knowledge;

corporate social responsibility and environmental friendliness of the
enterprise through the coordination of interests and consensus building in
strategic decision-making. According to the modern concept of corporate
social responsibility, this principle represents the voluntary activities of
private and public sector companies aimed at maintaining high standards of
operating and production activities, social standards and quality of work
with staff, minimizing environmental impact, in order to equalize existing
economic and social imbalances, creating a trusting relationship between
business, society and the state;

functional efficiency — is achieved through the formation and effective use
of technical, technological and organizational potential; modernization and
rearmament, the introduction of new equipment that will reduce and
minimize production costs; detection of discrepancies in the use of means
of production; high level of staff qualification and intellectual potential, the
efficiency of corporate R&D.

Conclusions and prospects for further research. Management of

economic security, which is an integral part of the enterprise management

system, provides that management decisions made in any area of the enterprise

must be considered and evaluated in terms of their impact on economic security

as in the current state and in the future. Therefore, the components of the

concept of ensuring the security-oriented development of business processes of

the enterprise should cover the tasks of strategic management to support the

development of the enterprise and those that are specific to the current security-
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oriented management.
A promising direction for further studies of the problem considered, the
authors see a safety-oriented management of the smartization of business

processes of industrial enterprises.
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