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RISK ANALYSIS AND AUDIT IT-COMPANIES IN THE SYSTEM
CONTROL OF THE STABILITY OF THEIR DEVELOPMENT
AHAJII3 TA AYJIUT PU3UKIB IT-KOMITAHI B CHCTEMI

KOHTPO.IIO CTABLJIBHOCTI IX PO3BUTKY

Summary. Introduction. IT companies, carrying out their own economic
activity, constantly face numerous threats, which differ significantly in the place
and time of appearance, a set of internal and external factors affecting their
intensity. This, in turn, determines the methods of analysis and forms approaches
to the application of effective management methods. In many cases, threats are
interrelated, which can both exacerbate risks and create prerequisites for
mitigating them. This nature of interaction makes the decision-making process for
risk optimization more comprehensive, requiring a thorough and comprehensive
analysis of the causes and prerequisites for the occurrence of various types of
hazards. Each threat, regardless of its source, potentially becomes the basis for
the formation of a certain risk. Within productive risk management, such threats
are often classified into defined categories to make their analysis more systematic
and meaningful. The effectiveness of risk management in IT companies directly
depends on the correct classification and structuring of risks, which provides a

basis for the implementation of effective methods and strategies for minimizing
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potential hazards. In order to get the most accurate picture of the situation, the
IT company must identify the most important risk factors, conduct their in-depth
analysis and audit. This allows not only to assess the potential impact of threats,
but also to find optimal ways to manage business processes, increasing the overall
efficiency of activities. Owners and managers of such companies need to take into
account both the positive aspects of risk — the possibility of using it in the context
of entrepreneurial activity (including its definition, classification and
management of prospects), and the negative aspects expressed in the
implementation of threats and losses. As a result, competent risk analysis and
audit become key elements of a successful strategy for the development of an IT
company, contributing to the elimination or significant reduction of the most
common threats. It also ensures rapid adaptation to changing circumstances and
effective use of opportunities to minimize the impact of dangerous factors on
business.

Purpose. Research on key aspects of risk analysis and audit of IT
companies, determination of the impact of these risks on the activities of economic
entities, as well as development of a system of administrative measures for
effective control and reduction of risks to an acceptable level.

Materials and methods. The research materials are: (a) the legal
framework governing the activities of economic entities, in particular IT
companies, as well as statistical data on their functioning, (b) scientific works by
both Ukrainian and foreign authors investigating the issue of risk formation, in
particular those specific to the field of IT companies. Research methods are:
theoretical generalization and classification, methods of formalization, analysis
and synthesis, as well as logical generalization of the obtained results with the
formulation of conclusions.

Results. The classification of risk audits for enterprises is presented IT -
spheres by type. The main types of risks are identified and analyzed IT -

companies, their analysis was carried out. The authors researched and formed
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the main tasks of risk analysis and audit IT - companies. According to actual data,

the formation of risks was investigated with the help of coefficient analysis IT -
companies under the influence of personnel potential factors. In particular,
researchers established a connection between the structural changes of technical
specialists under the influence of martial law.

Prospects. focus attention on a detailed quantitative analysis of risks
arising in IT companies, as well as on the study of the relationship between the
level of risk and the financial indicators of their activity. The use of regression-
correlation analysis is a promising tool that will contribute not only to the
identification of the optimal level of acceptable risk, but also to the justification
of measures for its systematic monitoring and control at the management level of
the company. The implementation of this approach will enable the heads of IT
companies to more effectively manage risks, promptly respond to emerging
problems and threats, which will contribute to increasing the overall productivity
of the organization and achieving optimal results of its work.

Key words: risk, IT-companies, risk analysis, risk audit, risk control, HR
risk, economic security, financial security, financial analysis, strategic analysis,

cybersecurity.

Anomauia. Bcmyn. IT-komnanii, 30ilicHIOO4U 81ACHY 20CHOOAPCHKY
OIAIbHICMb, NOCMIUHO CMUKAOMbCA 3 YUCTEHHUMU NO2PO3AMU, SKI 3HAYHO
BIOPI3HAIOMbCS 3a MiCYeM | YacoM NOsA8U, CYKYNHICMIO 6HYMPIUHIX | 308HIUHIX
Gaxmopis, wo eniusaoms Ha ixHI0 inmencusHicmo. Lle y c6oro uepey eusnHauae
cnocobu npogedenHs ananizy i popmye nioxoou 00 3acmocy8aHHs eqhexmusHUxX
Memo0is ynpasninHs. Y 6azamvox unadkax 3azpo3su 83a€EMON08 s3aHi, o Modice
SAK NOCUTIOBAMU PUUKU, MAK | CMBOPI08AmMU NepedyMosU Os iX NOM'IKULeHHSL.
Taxuii xapaxkmep 83a€mo0ii pooums npoyec YXBANEHHA piUleHb U000
onmumizayii pu3uKie Oilb KOMIJIEKCHUM, 8UMA2AI0YU PeMeNbHO20 | 8CeDIUHO20
aHanizy npuyUH ma nepeoymos BUHUKHEeHHS pisHux munieé Hebeznex. Koowcna

3a2po3a, He3anexicHo 6i0 il Odxcepena, NOMEHYIUHO cmae NiOIpYHmAM Ol
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Gopmysanus nesHo2o pusuxy. ¥ medcax npoOyKmueHo20 YNPaeiiHHA PUUKAMU
Maki 3azpo3u 4acmo KIACUPIKYIOMb 34 GUHAYEHUMU Kame2opisimu, ujoo
3pooumu ix ananiz OinvuL cucmemHum i ocmucieHum. Egpexmusnicmo ynpasninms
pusukamu 8 IT-komnaniax 6e3nocepeoHvbo 3anexcums 6i0 NpPaABUIbHOCHI
Knacugikayii ma cmpykmypuzayii pusuxie, wo 3abeszneuyye O0cHo8y O
BNPOBAOIICEHHS DIEBUX MemO0Odi8 | cmpame2iti MIHIMI3ayii NOMmeHYIUHUX Hebe3nex.
106 ompumamu maxcumanrbHo mouHy kapmuny cumyayii, IT-komnanis nogunHa
BUOLIUMU HAUBANCIUBIWIT (AKMOPU PUSUKY, NPOBeCmU IX 2NUOOKUL AHANI3 1
ayoum. Lle 00360/15€ He nuwie OYiHUMU NOMEHYILIHUL 6NAUB 3A2PO3, ane U 3Hamu
ONMUMATLHI  WIAXU YNPABNIHHA Oi3Hec-npoyecamu, NIOBUWYIOUU 3A2ATIbHY
edhexmusnicme  JisinbHOCmi. Bracuukam i KepiGHUKAM MaKux KOMNAHIU
HeoOXIOHO 8paxosysamu SIK HNO3UMUGHI ACNEeKMU PUSUKY — MONCIUBICD
BUKOPUCAHHS 11020 V KOHMEKCmI NIONPUEMHUYLKOI OIIbHOCMI (8KII0YAOYU
1020 BU3HAYeHHs, Klacugixayito ma YNApPAeliHHA NepCneKmueamu), max i
He2amueHi CMOPOHU, WO BUpadcalomsvcs y peanizayii 3a2po3 i empam. YV
pe3yibmami  2paMOMHULL  AHANI3 | ayoum pusukie Ccmarnoms Kio4o8UMU
elemenmamu ycniwiHoi cmpamezii pozeumky IT-xomnanii, cnpusouu aikgioayii
abo 3HAYHOM)Y CKOPOUeHHIO HAUOLIbW nowupenux 3azpo3. Lle makoow 3a6e3neuye
weuoKy aoanmayilo 00 3MiH obcmasuH ma epexmusHe GUKOPUCHIAHHS
Modcugocmet 0l MIHIMI3ayii eniugy Hebe3neynux paxmopis na dizHec.

Mema. Jlocnioscenns knowosux acnekmie ananizy ma ayoumy pusuxie IT-
KOMNAHIU, BU3HAYEHHs 6NIUBY UYUX pPUUKI@ Ha OidlbHicmb CY0 e€kmis
20CN00APIOBAHHS, A MAKOMC PO3POOKA CUCeMU AOMIHICMPAMUBHUX 3AX0018 OJis
ehekmuHo20 KOHMPOIO i 36e0eHHs PUSUKIE 00 NPULUHAMHO20 PIGHSL.

Mamepianu i memoou. Mamepianamu O00CNIONCEHHA €. A) HOPMAMUBHO-
npasosy 6azy, wo pe2ynoe disibHicmb cyb €kmig cocnodapioeantsi, 3o0kpema 1T-
KOMNAHIU, @ MaKkoMc cmamucmudui 0aui npo ix QyHKyionyeawHs, 0) HAYKo8i
npayi sk YKPaiHCoKux, max i 3apy0incHUx asmopis, aKi 00CAi0HCYIOms NUMAaHHS]

Gopmysanns pusuxis, 3okpema cneyughiunux 0o cghepu IT-xomnaniti. Memooamu
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00CNIOJCeHHST €. MmeopemuiHe Y3a2albHeHHss ma Kiacugikayisi, memoou
Gopmanizayii, ananizy i cunmesy, a MaKkod;ic J02iuHe V3a2albHeHHs OMPUMAHUX
pe3yrbmamia i3 hopmMyn08aHHAM GUCHOBKIE.

Pesynomamu. IIpeocmasneno knacugikayito ayoumié pusuxie Ol
nionpuemcms IT-cghepu 3a suoamu. Buznaueno ma npoananizoeano 0CHO8HI 6uou
pusuxie IT-xomnaniil, nposedeno ix ananiz. Aemopu odocaiounu i cghopmyesanu
OCHOBHI 3A80aHHs ananizy ma ayoumy pusukie IT-xomnanii. 3a haxmuynumu
OaunuMu 3 O0ONOMO20I0 KOe@IiYiEHMHO20 aHANI3Y OO0CHIOHNCEHO (DOPMYBAHHSL
pusukig IT-komnanii nio éniugom axmopie Kaoposo2o nomenyianry. 30Kkpema
OOCNIOHUKU BCMAHOBUNU 38'A30K MINC CMPYKMYPHUMU 3MIHAMU MEXHIYHUX
cneyianicmis nio 6NIUBOM B0EHHO20 CIAH).

llepcnexmusu. 30cepedumu ygacy Ha OemaibHOMY KilbKICHOMY AHANI3I
PpU3UKie, wo eunukaioms 6 IT-komnauisax, a makoxic Ha UGYEHHI 83AEMO38'A3KY
MidC pieHeM pusuky ma QIHAHCOBUMU NOKAZHUKAMU IXHbOI OisIbHOCMI.
Buxopucmanus  peepeciiino-kopenayiunozo — ananizy €  NepPCneKmueHuM
IHCMPYMEeHmoM, AKUL CApUsimuMme He auuie i0eHmugikayii OnmumaibHo20 pigHs
NPULIHAMHO20 PUIUKY, AJle ti 0OIPYHMYBAHHIO 3aX00i6 O] 1i020 CUCTNEMAMUYHO20
MOHIMOPUH2Y Ma KOHMPOAIO HA YNPAGIIHCbKOMY pieHi komnawuii. Peanizayis
makoeo nioxody oacmv 3moey kKepisHuxkam IT-xomnaniti Oineuws egdekmueHo
VIPAGIAMuY pUUKaAmMu, ONepamueHo peayeamu HA BUHUKAIOYI npobieMu ma
3a2po3u, Wo cnpusmume ni08UeHHIO 3a2albHoi NPOOYKMUBHOCMI opeanizayii u
00CSACHEHHIO ONMUMANbHUX Pe3yTbmamis ii pooomu.

Knwuoei cnosa: pusuk, IT-xomnauii, ananiz pusuxy, ayoum pusuxy,
KOHMPOJIb PU3UKY, KAOPOBUll PpU3UK, eKOHOMIUHA be3neka, (inancosa Oesnexa,

Qinancosull ananiz, cmpame2ivHull anais, Kibepbesnexa.

Problem statement. Negative economic trends, global instability and rapid
development of technologies have created conditions under which IT companies

have found themselves under unprecedented pressure of various risks. To respond
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to new challenges, many of them are rapidly implementing analysis and control
systems aimed at managing the situation more effectively. However, in order to
fully counter threats, the supervisory boards and management of such companies
need a comprehensive strategic approach that will allow not only to adequately
assess future risks, but also to act preventively, instead of reacting retroactively.
In doing so, particular attention should be paid to prioritizing compliance
requirements. Risk should serve as a strategic tool for improving efficiency and
creating business added value. With growing attention to transparency and
accuracy of financial reporting, regulatory compliance and building a solid
foundation for the company's financial well-being, IT managers are increasingly
directing efforts to improve the analysis and control system, as well as risk
management, seeking to maximize the benefits of risk audit functions. This
highlights the need to rethink and adapt existing approaches to risk management
in IT companies to ensure effective management in the face of growing
uncertainty.

Analysis of recent research and publications. The work of a number of
well-known domestic scientists, among whom we can single out such authors as:
Baldyniuk V. [11], Bezverkhyi K. [12], Chyzh L.P.[5], Defir 1L.V. [13],
Dergacheva V.V. [4], Drabenko T. [14], Gordopolov V.Y. [12], Hrytsai O.I. [13],
Khotieieva N.V. [5], Koretska O.V. [5], Kotvytska N.M. [15], Kozak O.I. [13],
Kryvda O. [6, 14], Kucher A. [8], Kuzminska N. [14], Levkov K. [8], Matiyash
D.O. [4], Moyseyenko O. [8], Mysiuk V. [8], Nazarova K.O. [7, 8], Nezhyva M.
[8], Ocheretiana O. [6], Oherchuk Y.V. [10], Ostapets A. O. [16], Ovsiienko N.V.
[15], Ovsiienko V.V. [15], Parasiy-Vergunenko .M. [12; 16], Sytnyk N.V. [9],
Sytnyk V.F. [9], Tomashkov S. B. [10] and others. Researchers in the field of
science apply a variety of approaches to IT risk analysis and management
methods, developing assessment tools and implementing control mechanisms to

minimize their impact.
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In the context of research on risks in business activities, scientists N.
Kuzminska, O. Kryvda and N. Drabinko emphasize the significance of qualitative
analysis, which is mainly based on a subjective assessment of the key
characteristics of risk, its impact on the functioning of the enterprise and the
probability of implementation. Such a methodological approach to risk
assessment 1s especially relevant in situations where it is necessary to quickly
carry out a preliminary analysis, but the availability of quantitative data turns out
to be limited. Quantitative risk analysis, based exclusively on mathematical and
statistical data, provides a more detailed treatment of threats through modeling
risk scenarios, researching the distribution of probabilities and assessing the
sensitivity of various influencing factors. The application of a comprehensive
approach to analysis allows you to create a comprehensive idea of the
multidimensional nature of the risks inherent in the company's activities in a
specific time period. This covers both a general overview and an in-depth
treatment of certain features of risks. Even within the framework of qualitative
analysis, enterprises can obtain important information on potential threats, which
includes identifying risk areas, predicting possible adverse effects or additional
benefits. Based on the obtained conclusions, the management of the organization
is able to make rationally based decisions regarding the strategic directions of
further development [6; 14].

Economists Nataliya Ovsienko, Nataliya Kotvytska and Volodymyr
Ovsienko focus the attention of specialists in the field of risk management on the
importance of the risk identification process. This process involves identifying
potential threats or opportunities that can affect the success of a project both
negatively and positively. The Project Management Institute (PMI) methodology
offers a wide range of tools for collecting and analyzing information within risk
identification, including the «brainstorming method, source analysis, SWOT
analysis, and peer reviews. The result of this stage is the creation of a risk register.

Qualitative risk analysis — is the next step after identification aimed at determining
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the details of each of its factors. It includes an assessment of the probability of its
appearance and possible consequences. The main advantage of this process is to
reduce the level of uncertainty of the project manager and focus efforts on the
highest priority risks that require attention and management [15].

Vasyl Baldynyuk, a researcher from Vinnytsia, emphasizes that ensuring the
success and financial stability of the enterprise under modern conditions is
possible only under the condition of a thorough analysis of the situation and
competent risk management. In this regard, managers and specialists in the field
of risk management must be fully informed about the factors of risk occurrence
and their probability levels during the implementation and operation of the risk
management system. In addition, particular attention should be paid to clearly
distinguishing between the objects and the entities involved in the risk
management process [11]. We want to supplement — with this possible only if the
analysis and audit are carried out in a timely manner e risks in IT -companies with
a view to further monitoring their level.

Within the domestic scientific space, considerable attention is paid to the
study of risks faced by business entities in various sectors of the economy, as well
as the search for effective methods of their neutralization. Among the scientists
who devoted their works to this topic, it is worth pointing out the following
researchers: Bezverkhy K.V., Gordopolov V.Y., Nazarova K.O., Parasiy-
Vergunenko .M. systematically substantiated the theoretical and methodological
foundations of risk management and quantitatively evaluated them [7; 8; 12].
Ostapets A.O.. focused on risk classification in IT -companies. V. Dergacheva
and D. Matyash analyzed the specifics of risks of foreign economic activity and
proposed ways to minimize them [4]. Koretska O, Khoteeva N. investigated
aspects of risk formation of companies [5]. Ocheretiana O. V. presented the risk
management methodology for the woodworking industry, while Tarasova K. L.
focused on various scientific approaches to the classification of economic risks.

Sytnyk V., Sytnyk N., Tomashkov S., Ogerchuk Y. formulated the conceptual
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principles of risk management [9; 10]. At the same time, a number of tasks related
to the analysis and audit of risks in the field of IT companies remain open. The
influence of external and internal factors that form risks in IT -companies , which
requires further scientific study and practical development.

The goal articles there is research on key aspects of the analysis and audit
of IT companies' risks, determination of the impact of these risks on the activities
of economic entities, as well as the development of a system of administrative
measures for effective control and reduction of risks to an acceptable level.

Materials and methods. The research materials used: (a) the legal
framework governing the activities of economic entities, in particular IT
companies, as well as statistical data on their functioning; (b) scientific works by
both Ukrainian and foreign authors investigating the issue of risk formation, in
particular those specific to the field of IT companies. During the research, the
following scientific methods were applied: theoretical generalization and
classification, methods of formalization, analysis and synthesis, as well as logical
generalization of the obtained results with the formulation of conclusions.

Presentation of the main material. The activities of IT companies in the
field of entrepreneurship are constantly accompanied by risks. These risks can be
caused by both external and internal factors, affecting the functioning of the
business with different intensity. The conducted scientific research emphasizes
that during the risk audit, it is necessary to clearly understand the sources of their
occurrence and have a well-planned control strategy. This allows you to minimize
the negative impact of risks on the activities of the [T company. Table 1 presents
a brief description of the risk audit of IT companies depending on their types.

Table 1

Characteristics of the risk audit for enterprises IT - spheres

Name Brief description
Audit of operational | Risks in an IT company arise due to internal problems in its processes,
risks which may be caused by employee errors, technical malfunctions or

failures of information systems. Situations such as incorrect data entry
or computer equipment failure are capable of disrupting operational
processes, which can cause delays in the functioning of the company.
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The audit of operational risks is aimed at a thorough study of the
company's activities, its compliance with standards and regulatory
documentation, as well as a detailed analysis of the factors that affect
the formation of these risks.

Audit of financial
risks

IT companies often face various financial risks, including insufficient
financial resources, exchange rate fluctuations, changes in interest rates
and risks associated with counterparty insolvency. In particular, the
instability of exchange rates can cause additional costs for companies
operating in international markets. Financial risk audits include analysis
and verification of aspects such as financial statements, tax
documentation, discipline in calculations and the general financial
condition of the company .

Audit of legal risks

This type of risks is associated with changes in legislation or violation
of current regulations, which can have a significant impact on the
functioning of IT companies. The introduction of new tax regulations
or modification of regulatory requirements may lead to an increase in
costs or the creation of additional obligations to state bodies. For
example, an increase in tax rates can increase the financial costs of a
company, which in turn reduces its profitability. Failure to comply with
established legal requirements may result in the imposition of fines, the
application of legal sanctions or other restrictive measures that may
negatively affect both the financial condition of the company and its
business reputation. Conducting an audit of legal risks involves a
comprehensive analysis of factors that may contribute to the deviation
of the company's activities from the norms of legal regulation.

Audit of reputational
risks

With the development of modern technologies and digitalization
processes, I'T companies are becoming more and more vulnerable to
cyber threats. These threats can target financial systems, client
databases, intellectual property, and other critical resources. The main
range of risks includes theft or destruction of information, paralysis of
systems, which can cause significant financial losses and disruptions in
the company's activities. In addition, the publicity of such incidents can
negatively affect the reputation of the IT company, which threatens to
lose the trust of customers and partners. Audit of reputational risks
consists in identifying and analyzing factors that affect the business
reputation of the organization, among which we can single out the level
of data security, the presence of internal cyber incidents, staff turnover
and other aspects.

Source: formed by the authors based on the data [4; 6; 7; 8]

Theoretical studies have confirmed that one of the main problems in the

modern management of IT companies is the underestimation of the importance of

risk analysis and audit. As a custom, companies' attention is focused on solving

short-term financial obligations, while strategic planning and the long-term

consequences of debt dependence are often left out of focus. In such a context,

risk analysis and audit play an important role not only as instruments for the

verification of financial documents, but also as mechanisms for identifying and
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reducing risks. The use of audit analysis and audit makes it possible to
comprehensively assess the company's financial situation, identify critical threats
in advance, predict the degree of dependence of the company's profitability
indicators on them, as well as develop effective debt management strategies. The
use of audit risk control gives IT-companies not only a monitoring tool, but also
a means of preventing critical financial losses.

Allianz Risk Barometer [3] research finds that the biggest threats to IT
business development, where risk analysis and audit are important, include the
following factors: interruption of production processes; - pandemics and their
consequences; cyber attacks and other incidents in the field of cyber security;
market instability and growing competition; changes in legislation and regulatory
regulation; natural disasters and natural disasters; explosions and fires;
macroeconomic risks; climate change; political instability and related risks. A
questionnaire study showed that 41% of respondents consider interruptions in
production to be the main risk for the IT business. The list is followed by
pandemic (40%) and cyber incidents (40%). Invariably, the risk of disruption of
business processes remains the leading one. In particular, 59% of respondents cite
the pandemic as the main cause of this risk, followed by cybercrimes, natural
disasters, explosions and fires. It is worth noting that in the last decade, according
to reports from the Allianz Risk Barometer, the pandemic has never risen above
the 16th place among threats. However, the coronavirus pandemic clearly
demonstrated weaknesses in the world economy and the unpreparedness of IT
businesses for unpredictable shocks. Although cyber incidents have moved to the
third position, they remain a significant threat to business development. Large-
scale digitalization of processes and the transition to teleworking during the
pandemic only increased the vulnerability of Internet technologies. For example,
in the midst of the first wave of lockdowns in April 2020, the number of cyber
incidents increased by 300%. At the same time, the economic damage from

cybercrime reached 1 trillion dollars, which is 50% more than two years ago.
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Changes in legislation and regulatory policy have lost ground over time, moving
to fifth place (compared to the third five years ago). According to experts'
forecasts, the adoption of new norms in the field of data protection and
improvement of cyber resistance is likely in the coming years. Natural disasters
have fallen from the fourth position of ten years ago to sixth place, but remain an
important risk factor due to their devastating effects and significant material losses
[13; 16]. This is particularly relevant for Asian regions that regularly face the
impact of climate events. Although climate change ranks ninth in the ranking,
global warming remains a key threat to the planet. Macroeconomic developments
rose from 10th to 8th place due to changes in monetary policy, rising commodity
prices, and deflationary and inflationary processes. Political risks are ranked last
— mass riots are increasingly displacing the terrorist threat, affecting global
political and economic stability. It is extremely important for the auditor during
the evaluation and analysis of [T-risks to determine effective methods of their
control. According to the authors, control methods should be classified into three
main groups: risk reduction by rejecting or reducing it; hedging, which involves
the transfer of risk; as well as risk acceptance with the simultaneous
implementation of measures to reduce it. Risk reduction due to its deviation or
reduction is characterized by the absence of activities or business operations that
are potentially associated with threats, in order to completely eliminate the
probability of risk occurrence and prevent its consequences. According to the
international standard ISO 31000:2018, risk avoidance is considered as a
conscious choice not to participate or to stop certain activities in order to avoid
exposure to a specific risk [1; 2]. Hedging, or risk transfer, consists of delegating
part of the risk management responsibilities to partners. The international
standard ISO 31000:2018 defines risk transfer as the process of transferring or
allocating risk to another party [1; 2]. This standard also provides for conscious
risk-taking, which includes holding the likelihood of risk occurring without

additional measures to reduce, avoid or transfer it. As part of the analysis of the
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impact of personnel potential, in particular technical IT specialists in leading
companies in the IT sphere, and the formation of operational risks, a study was
conducted using data on the staffing of IT companies, which are summarized in
Table 2.

This study aims to address the key challenges related to risk assessment and
audit in IT business. 10 leading IT companies were chosen for analysis by

mechanical method.
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Table 2
Analysis of the coefficients of provision by leading technical specialists IT-companies
of Ukraine for the period 2021 — 2025
2021 (Pre-war period) 2024 (War period) 2025 (War period) i)()ee\ge?j_oil)’
: : In :
In total, of which: In total, of which: total, of which:
tilg: Coeffici tilg: Coeffici tilvfse Coeffici — <
Name of the Techni ent of Techni ent of Techni ent of S S
. work by .. work by .. work .. N N
company entity - cal provisio - cal provisio cal provisio = =
specialis .. specialis .. by .. 8 8
. speciali n of . speciali n of . 1. | speciali n of
ts in the . ts in the ) speciali ) 0 0
sts- technica sts- technica : sts- technica a a
1T ) 1T ) sts 1n ) Q Q
allists, 1 allists, 1 allists, 1
sphere, . sphere, . the IT o
ps speciali ps speciali ps speciali
ps. ps. sphere,
sts, ps. sts, ps. ps sts, ps.
EPAM Ukraine 11600 | 10700 0,92 9350 8630 0,92 9350 8630 0,92 —
SoftServe 9462 7482 0,79 7242 5618 0,78 7242 5608 0,77 | -0,02
GlobalLogic Ukraine 6365 | 5901 0,93 5466 | 5134 0,94 | 5465| 5134 0,94 | 0,01
Ajax Systems 1800 320 0,18 3913 1167 0,30 3913 1167 0,30 0,12
Genesis 1683 1027 0,61 3156 1317 0,42 3156 1317 0,42| -0,19
Evoplay 2345 1415 0,60 2476 1740 0,70 2476 1740 0,70 | 0,10
DataArt 2625 2320 0,88 2139 1836 0,86 2139 1836 0,86 | -0,03
Ciklum 3006 | 2513 0,84 1950 | 1783 091 | 1950 | 1783 0,91 | 0,08
Sigma Software 1500 1280 0,85 1832 1385 0,76 1832 1385 0,76 | -0,10
ZONE3000 2004 | 1614 0,81 2290 | 1902 0,83 | 2252| 1866 0,83 ] 0,02

Source: calculated by authors on the basis of [17]
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The results of the study show that in the pre-war period in Ukraine (until
2022), the coefficient of provision of technical specialists in IT companies
demonstrated a change in dynamics compared to forecasts for 2024—-2025. The
analysis also indicates that during martial law there was relative stability in the
formation of personnel due to the fact that some companies experienced a
reduction in the number of specialists, while in others their number increased. In
particular, in 2025, compared to 2021, a decrease in the ratio of provision of
technical specialists was recorded in the companies SoftServe, Genesis, DataArt
and Sigma Software. At the same time, this indicator grew in such companies as
GlobalLogic Ukraine, Ajax Systems, Evoplay, Ciklum and ZONE3000. The
situation shows that the structure of personnel potential significantly affects the
activities of IT companies. Insufficient numbers of technicians create risks of
financial loss, raising the overall level of entrepreneurial risk of an entire sector.
Unskilled personnel, weak motivation, internal conflicts or bad faith of
employees, in particular cases of fraud, can cause significant reputational losses,
financial losses and deterioration of profitability indicators.

Reducing these risks is possible only thanks to a careful approach to
personnel selection, constant training, organization of team events (team building)
and reasonable distribution of responsibilities among employees of I'T companies.
Research experts consider it necessary to identify several key types of personnel
risks characteristic of the IT sphere:

— risk of worker overload: arises from misallocation of responsibilities,
which provokes stressful states, reduced productivity and the possibility of
conflicts;

— risk of employee bad faith: errors at the hiring stage (for example,
insufficient screening of candidates) can lead to theft, abuse and financial loss;

— risk of underqualification: when the level of knowledge or skills of
employees does not meet the requirements of their positions, it negatively affects

the efficiency of the company and increases the probability of making mistakes;

International Scientific Journal “Internauka’. Series: “Economic Sciences”
https://doi.org/10.25313/2520-2294-2025-12




International Scientific Journal “Internauka’. Series: “Economic Sciences”
https://doi.org/10.25313/2520-2294-2025-12

— reputational risks: unethical behavior of employees, internal conflicts or
a low level of corporate culture can harm the image of the company.

The results of the conducted research make it possible to single out the key
tasks of risk analysis in the field of activity of IT companies. Such tasks include:

— formation of a comprehensive list of threats, including external and
internal factors that may affect the functioning of the company, its assets,
reputation, as well as personnel;

— assessment of the probability of risk situations and measurement of the
amount of potential losses, which can be both financial and time;

— analysis of the root causes of risks, which allows a deeper understanding
of the sources of threats; - assessment of the company's ability to resist negative
impacts and effectively recover after their implementation;

— development of a strategic action plan aimed at minimizing the
consequences of threats through their prevention, insurance, transfer or risk
acceptance;

— systematic review of the company's risk profile to update assessments and
adapt risk management measures to changing conditions.

Performing risk analysis tasks will contribute to IT companies not only in
adapting to challenges, but also in making informed management decisions that
will ensure their stability and increase profitability. The main purpose of risk
audits is to identify, assess and analyze potential threats, such as financial,
operational or reputational risks, which may stand in the way of achieving the
company's strategic goals. In addition, the audit includes the development of
recommendations for effective risk management or their bias. In the process, a
detailed analysis of internal control systems is carried out and the reliability of
business processes is assessed to ensure their compliance with the company's
requirements and needs.

The main tasks of risk audit in IT companies, in our opinion, include:
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— identification of factors that pose a threat to the company's economic and
financial activities (internal, external, operational, etc.);

— assessment of the degree of impact of each risk on financial reporting and
the overall functioning of the enterprise;

— analysis of the effectiveness of measures implemented to prevent errors,
fraud or financial losses;

— providing recommendations for optimizing business processes with the
aim reducing risks and improving profitability;

— checking the ability of audit procedures to detect material misstatements
in a timely manner.

Thus, risk audit is an important tool for making informed management
decisions, ensuring the reliability of information, reliability and stability of the I'T
company's activities.

Conclusions and prospects for further research. Analysis and audit of
risks carried out in IT companies involve a comprehensive and impartial
assessment of information systems, technical infrastructure and business
processes. This is done to identify possible vulnerabilities, ensure a high level of
cyber security and comply with international standards such as ISO 27001 and
GDPR. A comprehensive approach includes testing all elements of the technology
environment, from hardware and software, access control systems and data
backup policies, to developing business continuity plans. The main outcome of
such analysis is the preparation of a report with detailed recommendations for risk
mitigation and elimination. The conducted research made it possible to structure
key aspects that form directions for effective analysis and audit:

— conducting a comprehensive analysis and audit of cyber security and data
protection: identification of possible vulnerabilities, assessment of threats and
risks, analysis of event logs, as well as verification of the reliability of personal

and financial information protection systems;
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— analysis and audit of the IT infrastructure to determine its stability and
reliability: assessment of the state of hardware, software and networks, detection
of potential failures, review of the effectiveness of backup systems;

— conducting a compliance audit (Compliance Audit): checking compliance
of domestic policies with the requirements of international standards and
regulations, such as GDPR or [SO 27001;

— execution of process audit: analysis of management procedures,
monitoring of events and effectiveness of I'T controls.

As a result, the authors highlight the main stages of the analysis and audit
process: planning, inventory and analysis; identification and assessment of risks
for IT companies; preparation of reporting based on the results of analysis and
audit in order to create an effective control system.

In future scientific research, it is planned to focus on a detailed quantitative
analysis of risks arising in I'T companies, as well as on the study of the relationship
between the level of risk and the financial indicators of their activity. The use of
regression-correlation analysis is a promising tool that will contribute not only to
the identification of the optimal level of acceptable risk, but also to the
justification of measures for its systematic monitoring and control at the
management level of the company. The implementation of this approach will
enable the heads of IT companies to more effectively manage risks, promptly
respond to emerging problems and threats, which will contribute to increasing the

overall productivity of the organization and achieving optimal results of its work.
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