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Summary. Intelligent authentication based on user behavior and
biometrics is becoming a vital tool for ensuring data security. This article focuses
on the advantages and disadvantages of these technologies, as well as their
application in various fields, including financial services, healthcare, and
government institutions. Issues such as reliability, accuracy, and usability are
explored, alongside potential risks associated with biometric data breaches and
violations of privacy. The article also presents statistical data on the use of
various biometric authentication methods, the prevalence of these technologies,
and the number of biometric data leaks.
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Anomauin. Inmenexmyanvua asmenmugiayisi Ha OCHO8I NOBEOIHKU
Kopucmyeaua ma Oiomempii cmac 6aMciueuM IHCMPYMEeHmMOM 3abe3nedeHHs
inghopmayitinoi beznexu. Y cmammi posenaHymo nepeeacu ma HeOONIKU
BIONOBIOHUX MEXHONO2I, a mMaKoxc cgepu ix 3acmocy8amHs, 6KIIOUHO 3

Qinancosumu cepgicamu, 0OXOpOHOI 300pP08°Sl MA OEPHCABHUMU YCMAHOBAMU.
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AHanizyromocsi numanHs HAOIUHOCMI, MOYHOCMI U 3PYYHOCMI BUKOPUCTAHHS, d
MAaKoXC NOMEHYIUHI PUBUKU, NOB8 A3AHI 3 BUMOKOM OIOMEMPUYHUX OAHUX I
nopyuieHHaM Kou@ioenyiunocmi. Ilpeocmasneno cmamucmuyni Oaui w000
BUKOPUCMAHHA — DI3HUX — Memodie  Oiomempuunoi  asmenmuikayii, ix
NOWUPEHOCMI MA BUNAOKI6 BUMOKY OAHUX.

Knrwouoei cnosa: biomempis, asmenmugbikayis, inmenekmyanvHi CUcCmemu,

Kibepbesneka, npo@ine kopucmysaua, coyiaibli cghepu, noBediHKa THOOUHU.

Introduction. Modern society is increasingly dependent on digital
technologies. Under these conditions, information protection becomes a critically
important task for individuals, companies, and government organizations.
Cybersecurity is aimed at protecting computer systems, networks, and data from
unauthorized access, alteration, destruction, or theft. This field includes both
technical and organizational measures that regulate digital behavior and prevent
potential incidents. According to ISO/IEC 27001, information security is defined
as the preservation of confidentiality, integrity, and availability of information.
Over the past decade, the field of computer security has evolved alongside the
changing nature of technologies. Computer security encompasses measures and
control mechanisms that ensure the achievement of information security
objectives—such as confidentiality, integrity, and availability—regarding
hardware and software, firmware, and processed, stored, or transmitted
information.

Authentication is the process of verifying whether a user truly is who they
claim to be. This includes methods such as unlocking a smartphone using a
fingerprint or confirming a transaction via FacelD.
Nowadays, user authentication presents both a problem and a challenge that is
becoming increasingly relevant [5]. For an online banking system, it is crucial to
ensure the security of user accounts and protect their assets and personal

information from intruders, as the data stored in the system is highly confidential.
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There are many authentication methods. In general, they can be classified into
knowledge-based, possession-based, and biometric-based methods. Naturally,
each method has its own characteristics (strengths and weaknesses), and the
choice of the most suitable authentication approach depends on the environment.
Identification, in turn, is a process in which the system attempts to determine who
is in front of it by comparing personal data to an existing database. Examples of
such systems include video cameras with facial recognition capabilities and
automated access control systems in office buildings. The main goal of
identification is to establish a person’s identity, rather than merely confirm it.
Biometric data is used in a wide range of fields—from mobile applications and
government institutions to private companies and transportation systems.
Biometrics can be applied for information protection, building access control, and
many other purposes.

Information systems accumulate, process, and transmit various types of
information, the loss or distortion of which can lead to significant consequences
[1, p. 86]. Therefore, it is critically important to ensure reliable user
authentication. This article will examine in detail the approach based on biometric
authentication. Biometric authentication systems are becoming increasingly
popular in today’s security solutions market. A statistical analysis will be

conducted on the volume of biometric authentication usage.
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Fig. 1. Percentage Distribution of Various Biometric Authentication Methods

Biological biometrics include unique traits inherent to a person that remain
virtually unchanged throughout life—for example, DNA. This method is more
commonly used in forensics and scientific research than in cybersecurity, making
it more characteristic of investigative scenarios.

Morphological biometrics are based on external physical characteristics,
such as fingerprints, facial structure, ear contours, or iris patterns. This type of
biometrics is widely applied in modern technologies, including smartphones,
video surveillance systems, and banking services.

Behavioral biometrics are associated with a person’s individual habits and

mannerisms, which can be recorded both in real-world activities and through

International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2025-8




International Scientific Journal “Internauka’ https.//doi.org/10.25313/2520-2057-2025-8

interaction with devices. This category includes traits such as handwriting, typing
speed, voice timbre, and cursor movements.

Specialized automated programs have been developed to analyze
behavioral biometrics by generating a user profile based on behavioral patterns.
These systems are used in the banking sector and large corporations to monitor
employees and prevent cyberattacks.

Such systems can track which files a user opens on a work computer, at
what time they typically access applications, and how fast they type. If significant
deviations from habitual patterns are detected, the system alerts cybersecurity
personnel. In addition, these programs may automatically block access and
request additional authentication [1].

All biometric authentication systems operate on a common principle [3].
During the registration process, a scanner captures a sample of a biometric trait,
which is used to create a biometric template for subsequent authentication. This
template 1s stored in a database alongside the user's identifier. During
authentication, the sample provided by the user is transformed into a template and
compared with the one stored in the database during registration. However, the
biometric template database can be subject to risks such as theft, modification, or
destruction. In practice, the most common attacks are carried out through the
injection of malicious content [4, p. 60]. Therefore, special attention must be paid
to the security of such systems.

The collection of biometric data without the subject’s consent is
unacceptable, except in certain cases stipulated by law. However, in practice,
biometric information is often collected without users’ knowledge, and there are
many reasons for this. Private companies use such data for targeted advertising
and for subsequent sale to other organizations and marketers, while government
agencies populate their internal databases [4].

Another serious issue lies in the lack of regulation and absence of clear

legal standards. In many countries, it remains unclear who is responsible for
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protecting biometric data, under what circumstances it may be collected, and how
long it may be stored. Due to inadequate safeguards, biometric information may
fall into the hands of malicious actors, who then sell this data and use it to carry
out cyberattacks.

To improve the reliability of authentication, combined systems are
recommended, which involve two-factor authentication—such as combining a
biometric scanner with a character-based password or PIN code.

Modern biometric authentication systems are subject to two primary types
of errors [5]. A Type I error occurs when the system fails to recognize a legitimate
user, resulting in denial of access. A Type Il error happens when an attacker is
mistakenly identified as an authorized user. These errors can be caused by various
factors, which are generally divided into natural limitations and adversarial
attacks.

Unlike traditional authentication systems, which require an exact match
between the entered password and the one stored during registration, biometric
systems grant access based on a sufficient degree of similarity between the
provided and stored biometric sample. Because biometric data can vary between
the enrollment and authentication phases, this variability may lead to either Type
I or Type II errors. A Type I error may occur if two samples from the same user
exhibit low similarity. A Type Il error can arise if biometric samples from different
users show high enough similarity for the system to mistakenly accept an
unauthorized user.

Intelligent authentication continues to expand into more areas of daily life,
and Figure 2 shows statistical data on the adoption of this technology across

various sectors.
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Fig. 2. Prevalence of Intelligent Authentication Deployment

At present, biometric technologies have not yet become a widely demanded
service among the general population, and their implementation is mainly
initiated by government bodies. The primary global application of biometrics is
in access control. The state acts as the main operator in this domain, issuing
international passports and managing data within the Unified Biometric System.
Government support and the introduction of new regulations in the field of
biometrics are driving the active development of this market within the country
[6].

Currently, the range of biometric technology applications is expanding. In
the near future, users will have access to services such as fare payments in regional
subway systems, boarding long-distance trains, service at multifunctional
government centers without passports, age verification when purchasing age-
restricted products, and hotel check-ins without presenting documents. In these
cases, biometrics serves as an alternative to traditional paper documents, cards,
passes, and physical visits to public service offices.

Due to the widespread implementation of intelligent authentication and the
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accumulation of large volumes of biometric data, the risks of data breaches have
significantly increased in recent times. (See Figure 3.)
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Fig. 3. Number of Biometric Data Breaches Worldwide

Information protection requires not only compliance with legislative
obligations by data operators, but also vigilance from the data subjects
themselves.

The following measures are recommended:

Implementation of firewalls to restrict unauthorized access to large
volumes of data.

Deployment of identification and authentication systems for employees
with data access privileges.

Maintaining logs of all actions performed by data handlers to track
operations conducted on protected information.

Installation of antivirus software to protect against malware.

Application of cryptographic techniques to encrypt data both at rest and in
transit.

Adoption of physical data leakage prevention measures, such as protection

against screen capturing, audio recording, and interception of electromagnetic
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emissions.

While these measures require significant financial investment, they have
already been implemented in most government institutions and large enterprises.
However, small companies—especially those providing services to citizens—
remain at risk. Often, they are overlooked by supervisory authorities like
Roskomnadzor, as they may not register as data operators. Even if
registered, developing a technical protection system for personal data repositories
may be prohibitively expensive for many. This highlights the need for individuals

to exercise caution when choosing service providers and engaging with them.
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