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CTAH IHOOPMAIIMHOI BE3NNEKN YKPATHU TA OCHOBHI
3ABJAHHSI HEJEP)KABHUX CYB'EKTIB IO i 3AFE3NNIEYEHHIO
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Anorauis: JlociimkeHo crtad iHQopmalliitHoi 6e3nexkn YKpaiHu Ta OCHOBHI
3aBJlaHHs HEAEpKaBHUX CyO'ekTiB 1o ii 3a0e3meueHHi0. ChOTOAHI 3A1MCHIOETHCS
IUJTMA  KOMIUIEKC 3axo/iB 1o 3abe3nedeHHIO 1HdoOpMaliiHOi Oe3nmeku Ha
HiANPUEMCTBAX JepKaBHOI 1 Heaepx aBHOI (Gopm BracHocTi. CynepewinBIiCTh 1
HEPO3BUHEHICTh MPABOBOTO PEryJIOBAaHHS CYCHUIBHUX BIIHOCUH Yy cdepi
3abe3reueHHs 1H(OpMaILiiiHOT OE3MeKH MPU3BOAUTL 0 CEPUO3ZHUX HETaTUBHUX
HacHiKiB. Tak, HEMOCTaTHICTh HOPMATHUBHO-TIPABOBOTO PETYJIIOBAHHS BIJHOCHH Y
chepi peamzaliiii KOHCTUTYIIHHUX MpaB 1 CBOOOJ TpoMajsH Ha 3a0e3MECUCHHS
ocobuctoi Oe3meku B IHTEpecax 3axUCTy KOHCTUTYILIHHOTO Jagy, MoOpadli,
3I0pPOB's, TIpaB 1 3aKOHHUX 1HTEPECIB IPOMaJIsH, 3a0e3neueHHs: 000POHO3]aTHOCTI
KpaiHd 1 Oe3neKku JepkaBu CYTTEBO YCKJIAJHIOIOTH MIATPUMAHHS HAJIEKHOTO
OaslaHCcy 1HTEpeciB 0cOOM, CyCHUIbCTBA 1 JepkaBu y cdepl 1HGopManiiHOl
oesneku. HempockoHane HOpMaTHUBHO-TIPABOBE PETYIIOBAHHS BIIHOCHUH B cdepi
iHopmariiHoi Oe3neku yckiaaAaHioe ¢GOpMYyBaHHS Ha TepuTopii YKpainu
KOHKYPEHTOCTIPOMOKHHX  YKPAaiHCBKHX TMIAMPUEMCTB HeaepkaBHOI  (opmu
BJIACHOCTI, SIKI O MOIUIM HaJaBaTH SKICHI MOCIYTH 13 3a0e3MeueHHs] 0COOMCTOI Ta
CYCHUIBHOT OE3MEKHU.

Kuarwuosi cJioBa: HEJIEp/)KaBHUMN CEKTOp Oesreku, Oesreka
MIPUEMHHIIBKOT JTISTTBHOCTI, 1H(MOpMaIlliiina Oe3neka, 30BHINIHI 1 BHYTPINIHI

3arpo3u, KoMmepliiiHa iHpopMalrlis.

Annoramusi: VccnenoBano coctositHue WHGOPMAIIMOHHONW O€30MacHOCTH
YKkpauHbI W OCHOBHBIC 3aJa4d HETOCYJApPCTBEHHBIX CYOBEKTOB IO €€
obecnieduennto. CeroHsi OCYIIECTBISIETCS eI KOMIUIEKC Mep M0 00eCTIeYeHUIO
uHOpPMAITMOHHONW 0€30MacHOCTH Ha MPEANPHUITHSIX TOCYAapCTBEHHOW U
HErocyAapcTBeHHOU (GopM cOOCTBEHHOCTH. [IpOTHMBOPEYNBOCTL M HEPA3BUTOCTH
MIPABOBOTO PETYIMPOBAHMS OOIIECTBEHHBIX OTHOIIEHUN B chepe oOecredeHus
WHOOPMAITMOHHOW  OC€30IaCHOCTH  TNMPUBOAWT K  CEPHbE3HBIM  HETATHBHBIM
nocJeIcTBUSIM. Tak, HEIOCTAaTOYHOCTh HOPMATHBHO-TIPABOBOTO PETYJIMPOBAHUS

OTHOIIIEHUH B c(epe peann3anuu KOHCTUTYIIMOHHBIX TPaB M CBOOOJ TpaxaaH Ha
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o0OecrieyeHre JMYHOM 0€30MacHOCTH B HMHTEpecax 3allUThl KOHCTUTYIIHOHHOTO
CTpOsi, HPABCTBEHHOCTH, 370POBbS, MPaB M 3aKOHHBIX HMHTEPECOB TPaKIaH,
oOecrieueHuss 00OPOHOCIIOCOOHOCTH CTpaHbl M OC30MAaCHOCTH TOCYJapcTBa
CYIIECTBEHHO 3aTPyAHSIOT TOAJICPKaHUE HaIekaIero OajlaHca HWHTEPECOB
JUYHOCTH, OOIIECTBa M rocyJaapcTBa B cdepe MHPOPMAIMOHHON OE30MacHOCTH.
HecoBepiieHHOe HOPMATHBHO-IIPABOBOC PETYIMPOBAHHE OTHONICHUH B cdepe
WH()OPMAITMOHHONW O€30MaCHOCTH 3aTpyAHsIeT (OpPMHUpPOBAHWUE HA TEPPUTOPUU
YKpauHbl KOHKYPEHTOCITOCOOHBIX YKPAWHCKHX IPEANPUATHNH HETOCYAapCTBCHHOU
dbopMbI COOCTBEHHOCTH, KOTOPBIE MOTJIH OBl TPEIOCTABIIATh KAUeCTBCHHBIC YCIIYTH
110 00ECIICUCHHUIO JIMYHOM U 0OIIECTBEHHOM 0€30MacCHOCTH.

KiawuyeBble  cjoBa:  HErocyJapCTBEHHBIH  CEKTOp  0€30MacHOCTH,
0e30macHOCTh  MPEANPUHUMATEIIBCKOW  JACATENBHOCTH,  WHOOPMAITMOHHAS

0€30MacHOCTb, BHEIIIHUE U BHYTPEHHHE YIPO3bl, KOMMEpUecKas nH(opmaIusi.

Annotation: The state of information security of Ukraine and the main task
of non-state actors to ensure it. Today carried out a range of measures to ensure
information security in enterprises of public and private ownership. Contradictory
and undeveloped legal regulation of social relations in the field of information
security leads to serious consequences. Thus, the lack of regulation of relations in
the realization of the constitutional rights and freedoms of citizens on personal
safety for the protection of constitutional order, morality, health, rights and lawful
interests of citizens, the country's defense and security impede the maintenance of
a proper balance of interests individuals, society and the state in the field of
information security. Imperfect legal regulation of relations in the field of
information security hampers formation in Ukraine Ukrainian enterprises
competitive private ownership that could provide quality services for the personal
and public safety.

Keywords: Civil security sector, business security, information security,

internal and external threats commercial information.
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OctanHiMH pokamH B YKpaiHl peanizoBaHUM LMK KOMIUIEKC 3aXOJiB IO
ylocKoHaNeHHI0 3abesmedenHs 11 inopmamiiiHoi  Gesmexu:  po3mOYATO
dbopmyBaHHS 0a3u IPaBOBOIro 3a0e3medeHHs 1H(opMaliitHoi 0e3neKku, MPHUIHSTI
3akonu Yxkpainum "llpo nepxkaBHy Taemuuiio", "IIpo po3BimyBaibHI OpraHu
Vkpainn", "[Ipo KoOHTppo3BiayBalbHY MJisbHICTE", "IIpo OopoTrdy 3
tepopusmoM", "llpo epkaBHy mpukopioHHy cayx0y", "IIpo ocHoBu
iH(popMariiiHoT Oe3nekn YKpaiHu', ps IHIIUX 3aKOHIB, pO3rOpHyTa pobora 3
dbopMyBaHHS MEXaHI3MIB iX peaii3allii, MIATOTOBII 3aKOHOIIPOEKTIB, IO
perIamMeHTyIOTh CYCIUTbHI BITHOCHHU Yy cdepi iHpopMaliiHOT Oe3meKH.

BogHodyac MOHITOpUHT cTaHy 3a0e3MedeHOCT] 1H(POpMALIHOI Oe3neKku
VYkpainu Hajlae MOXJIMBICTh 3pOOMTH BUCHOBOK, IIIO ii pIB€Hb HE Y IOBHOMY 00Cs31
BIAMOBIa€ moTpebaM Ta 1HTepecamM ocobu 1 cycmiaberBa. | 1e mepemycim
NOB'SI3aHO 3  HEC(OPMOBAHICTIO  HEJECPKABHOTO  CEKTOpY  3a0e3MeueHHs
1H(popMaIiiHOT Oe3MeKH.

Cy4acH1 yMOBH COLIAJIBHO-€KOHOMIYHOT0, 1IHPOPMALIIITHOTO Ta MOJITUYHOTO
PO3BUTKY KpaiHU BUKIMKAIOTh 3arOCTPEHHS MPOTHUPIY MK MOTpedaMu 0codH y
3a0e31nedeHH] 0e3MeKr 1 MOXKIIMBOCTAMH JIEP>KABU HAa HAJIaHHS aIEKBaTHUX MOCITYT.

HemoxmuBicTh TpoMajsH 3a0€3MEYUTH BJIACHY O€3MEeKy, MOHOIOJIS Ha
HaJaHHS JaHUX TMOCAYr MIANPUEMCTBAMU JEPKaBHOI (OPMU  BIIACHOCTI
BUKJIMKAIOTh HETaTUBHY pEaKIIl0 YKPAiHCbKOI Halii, a y psAal BUIAIKIB
MIPU3BOJIMUTH JI0 JiecTa01Ii3aIi coliaibHOI 00CTaHOBKH Y CYCITiUIHCTBI.

3akpiieni 'y Konctutynii VYkpaiHu mnpaBa rpomaasH Ha Oe3IeKy,
HEJOTOPKAHHICTh JKUTTS, MPAKTUYHO HE MAarOTh JOCTaTHHROTO MPABOBOTO,
OpraHi3aiiifHOro Ta TEXHIYHOTO 3a0€3MeYeHHS.

BiacyTHsl YITKICTh NpU MPOBEIAEHHI AP AaBHOI MOJITUKH 1HGOpMaIiitHOL
6e3mneku, GopMyBaHHI 1 PO3BUTKY HEJEP>KaBHOI CKIIAJ0BOI CUCTEMH 3a0€3MeUCHHS
iH(popmariiiHoi 6e3nexu, iHTerpaii cucteMu iHGoOpMaIiitHoi Oe3MeKn Ha CUCTEMHU
3arajbHOEBPONENCHKOT, MIXKHAPOAHOI 1 TJI00ambHOT O€3MeKH, 1110 CTBOPIOE YMOBU

JUIsl BUTHCHEHHS YKPAiHCBKUX TMIANPHEMCTB, SKI HAIalOTh MOCIYTH y cdepi
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3a0e3neyeHHs] O€3MeKu, 13 BHYTPIIIHBOTO Ta CBITOBOTO pPHHKY O€3meKku 1
nedopmMariii CTpyKTypy MIXKHAPOJIHOTO PUHKY O€3MeKH.

Henocratus nepskaBHa MiATPUMKA ISTIBHOCTI MIANPUEMCTB HEJEP>KaBHOI
dbopMH BIIACHOCTI, IO HAMAIOTh MOCIHYTH y cdepi 3a0e3medeHHsT OE3MEKH SK
BCEPEIMHI JIEp)KaBH, TaK 1 330BHI.

BincraBaHHs BITYM3HSHUX TEXHOJIOTIA 3a0e3nedyeHHs O€3MeKu 3MYIIye
HiANPUEMCTBA HEACPKABHOI (JOPM BIACHOCTI ITH HUISIXOM 3aKYIIIBI1 IMIIOPTHOTO
oOJiaTHaHHS, 3a]lydeHHsI 1HO3eMHUX (DipM, depe3 IO MOCUIIIOETHCS MPUCYTHICTh 1
3aJIeKHICTh Bl 3apyODKHUX TMIANPUEMCTB, SKI HAAalOTh MOCIYrd y cdepi
3a0e3ne4eHHs O€3MEKH.

VY 3B's13Ky 3 IHTEHCUBHUM BITPOBA/PKEHHSIM 3apyO1KHUX TEXHOJOTIH y cdepi
3a0e3nedeHHs] 0e3MeKu 0COOM 1 CyCHUIbCTBA, a TAKOX LIMPOKUM 3aCTOCYBAHHSIM
BIIKpUTUX  1H(OpPMAIIHHO-TEIICKOMYHIKAIIHHAX ~ CHUCTEM  3pOCIH  3arpo3u
3aCTOCYBaHHSI PI3HOTO BHJYy Xail-rek 30poi: i1H(OpMaIiiHOI, EKOJOTIYHOI,
IICUXOJIOTIYHOT MPOTH 1HPPACTPYKTYpHU cUCTEMH 1H(POpMaIliitHOi Oe3neku. Pobotu
MO aJeKBAaTHIM KOMIUIEKCHIM MPOTUIIT MM 3arpo3aM BEIyThCs MPU HEIOCTATHIN
B3a€EMOJIii JIepKaBHOI 1 HEIEpP)KaBHOI CHUCTEM 3a0e3neueHHs 1H(pOopMaIliiHoi
oesneku. CrocTepiraeTbCcs HEAOCTATHE 3AIY4YCHHS MIANPUEMCTB HEAECPKABHOT
dbopMH  BIACHOCTI JO pO3pOOJICHHS  3acOo0IB  KOCMIYHOI  PO3BIAKK 1

paaioeneKTPOHHOI OOPOTHOU, ICUXOTPOIHOT Ta ICUXOTPOHHOT 30POi.
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